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THE USE OF SOCIAL NETWORK BOTS TO HELP THE WORK
OF THE ACADEMIC DEPARTMENT

Annotation: The article discusses the reasons for the use of social network bots in the
activities of the academic department and the method of their creation on the example of a bot for
Telegram. The Python programming language and telebot library are used to create the bot. The
article shows the method of obtaining a free token with the help of BotFather, for Telegram-bot.

The basic syntax commands of the telebot library are considered. The library provides
convenient tools for creating and managing Telegram-bot functionality, including transmission of
ordinary messages-responses in text format, messages-responses in video or picture format. Using
these commands and functions will allow you to organise the bot's work. The use of these commands
and features will allow you to organise effective interaction between the bot and the user.

Bots will allow students to quickly get answers to frequently asked questions. The use of bots
of academic departments will also allow applicants to find out information about the required
speciality. In addition, the use of such bots can greatly simplify communication between the school
administration and those responsible for career guidance work of the university, which makes them
an important tool in the educational sphere. The above shows that bots are an important tool in the
educational sphere, contributing to the improvement of the quality of service and information.

Key words: Telegram, bot, Python, library, university, educational department.

Introduction

Currently, there is a ‘boom’ in the use of social networks and various messengers
(Messengers) in all spheres of human life [1-2]. Such as: Instagram, Twitter, Telegram, WhatsApp,
Facebook, TikTok, and others. According to sources [1-2] , the popular social network is VKontakte,
followed by Instagram (6.8 million), then Facebook (2.4 million), and closing the list is Telegram
(about 2 million users).

Instagram is used not only to show and save your best moments in life, but also to advertise
and sell consumer goods. At the moment, every shop, supermarket has its own Instagram account
where they advertise their products.

Schoolchildren and students use messengers for messaging and file sharing, such as
WhatsApp and Telegram, in parallel. In such messengers, specially designed bots are used for quick
answers to frequent questions.

In our opinion, it is necessary to intensify the use of social networks in the work of academic
departments. Universities promote the openness of events, including curatorial hours, by creating
posts on Instagram and Facebook. But Telegram is bypassed. This can happen for several reasons:
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1. The messenger is not known to the user;

2. Difficulties in working with messenger;

3. Ignorance of all messenger features.

Telegram allows you to exchange text messages and media files. In this messenger, it has
become popular to use so-called bots, in which the answers are already recorded programmatically.

Conditions and methods of research

Telegram bot is a programme that performs various actions automatically or by a certain
command [3]. Telegram bots are universal and perform many tasks:

1. Find a book, a film;

2. Listen to or download music;

3. Download videos from various video hosting sites;

4. Listen to radio channels;

5. Convert images, videos into various formats.

n academic departments, the questions arise, ‘why does an academic department need a
Telegram bot? What opportunities does it open up?’

If you develop a Telegram bot for a study department, it can be used to familiarise students
with the composition of the department, as well as with various documents (schedule of examination
sessions, tests, etc.). To write a Telegram bot, users need knowledge of the Python programming
language at an intermediate level, with minimal knowledge of the programming language and syntax.

Before you start writing a code for a Telegram bot, you need to get a special encrypted code
- a token. Token is a special encrypted code, which is the core of the bot and helps to distinguish it
in the internal Telegram system. You can get the token in Telegram itself, the messenger allows you
to get it with the help of a ready-made bot @BotFather (Figure 1).

& BotFather &
dit Bots

L]
39 BotFather @ s
46 1 can help you create and manage Telegra...

Figure 1 — BotFather's commands

To output a list of commands that BotFather can implement, the bot needs to write the
command /start in the message field, and in response in the correspondence window the bot will
output a list of possible commands (Figure 1). To create a new bot, the user needs to write in the
message field either with the left mouse button or by pressing on the touch screen of the smartphone,
select the command /newbot. In response, the bot will prompt you to write the name of the bot that
will be visible to everyone and its short name. According to the source [4-5] the bot nhame should
contain the word ‘bot’ at the end of the name. If everything has been entered correctly, BotFather
will give you the following message containing the token in the correspondence window (Figure 2).

= & BotFather &
' ! Sorry, this username is invall

e ©

@ BotFather @ o
'« ]| | can help you create and manage Telegra...

@

Figure 2 — Getting a token for Telegram bot
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Research results

The next step is to install Python, preferably version higher than 3.7. And install the necessary
PyTelegramBotAPI (telebot) library by typing the following command into the command line:

1. Under the Linux operating system:

sudo apt-get install python python-pip

2. Under the Windows operating system:

pip install pytelegrambotapi

After installing the library, open Python IDLE, create a new file (File-New file) and type the
following code:

import telebot;

bot=telebot.TeleBot('Your token");

This code connects the installed library above, and creates a link to your bot.

To write commands to the bot, there are two ways to do it:

1. Set the bot to distinguish between written text;

2. Set the bot to distinguish only between commands.

If you choose the first method, you will need to write the code as follows:

@bot.message_handler(content_types=['text7)

def help_message(message):

if message.text == 'help":

bot.send_message(message.from_user.id, "This bot will help you answer common
guestions. If you do not find the question you are interested in, please contact the administrator");

bot.register_next_step_handler(message,start);

else:

bot.send_message(message.from_user.id, "I'm sorry, but there is no such command");

bot.register_next_step_handler(message, help_message);

The function ‘@bot.message handler ’ explains to the bot what data it can process, in our
case, the bot recognises only text.

According to source [6] the bot can distinguish between text, photo and video information.

Specific actions for the bot are written in the def function, which is specified by ‘def
help_message(message)’.

According to the listing the bot does the following: If the user writes ‘help’. The bot sends a
response, in chat, to the user, according to the message.from_user.id parameter of the
bot.send_message function. The bot will respond by outputting the message specified in
bot.send_message() in single quotes. It will switch to the next step specified by
bot.register_next_step_handler(). If the user enters a different word from ‘help’, the code part after
the else function will be executed.

To optimise the code, you can write the above code above using the if...elif...else condition
function. It will look like this:

@bot.message_handler(content_types=['text1)

def get_text_message(message):

if message.text == '/help":

bot.send_message(message.from_user.id, Hello, what's your interest?’)

elif message.text == 'fadmin":

bot.send_message(message.from_user.id, This bot has been created by Name, position’)

else:

bot.send_message(message.from_user.id, Sorry but this command does not exist, make
sure you enter it correctly')

Let's consider the second way of programming the bot so that the bot can distinguish between
commands. To implement the second method, the following code must be written:

@bot.message_handler(commands=["help'])

def help_command(message):

bot.send_message(

message.chat.id, This bot is developed by the Department of IT-Technologies,"\n'+

‘that will help you answer frequently asked questions.\n'+

'If you do not find the question you are interested in, please contact the administrator.")
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First, the name of the command is given to the bot, using the function
‘@bot.message_handler(commands=[help‘])’. Then the def help_command(message) function is
defined, where it specifies what the bot should do when the user enters the help command.

This way, all the commands you want to enter into the bot are prescribed. When programming
the bot using the second method, the bot can output photos in response to commands.

To output photos in response to a message-command from a user, you need to write the
following:

@bot.message_handler(commands=['AC_KZ1)

def AC_KZ(message):

bot.send_photo(message.chat.id, 'https://cloud.mail.ru/public/BVeG/x3LHcoxmC")

The bot.send_photo() function, which has the following parameters, is used to respond to the
bot in the form of a photo:

1. message.chat.id — to send a message to the chat room to the user from where the user
accessed the bot;

2. The inverted commas indicate a link to the document or indicate the path, if you want to
output a photo that you have on your computer, photo = open (‘file path’,'rb’).

In order for the bot to be always on and endlessly process messages from users, it is
necessary to specify the function:

bot.polling(none_stop=True, interval=0)

Conclusions

In the ongoing ‘boom’ of social networks, academic departments need to take advantage of
the so-called ‘boom’. Because the creation of accounts and bots in various popular social networks
will allow to be closer to potential students.

Bots will allow you to quickly answer questions from applicants, students, and their parents.
Accounts in social networks will allow applicants and their parents to get acquainted with the life of
students at the university and the department, and students to be aware of all the events taking place
in the department.
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NPUMEHEHUE BOTOB COLMANBbHbLIX CETEWN ANS NOMOLUU PABOTbl YYEBHOU KA®ELPbI

B cmambe paccmampugatomcs npuYquHbl npuMmeHeHuss bomoe couuarsbHblx cemeli 8 0esimenbHocmu
y4ebHol kagedpbl u crnocob ux co30aHus Ha npumepe 6oma 0Ona Telegram. [ns co3daHus 6oma
rnpumeHsiemcsi [3biK npoepammuposaHus Python u 6ubnuomeka telebot. B cmamse rnokasaH crnocob
ronyyeHusi becrinamHo20 mokeHa ¢ nomouwbto BotFather, 01 Telegram-6oma.

Paccmampuearomcsi  OCHO8Hble  KOMaHOblI — cuHmakcuca bubnuomeku telebot, komopas
npedcmasersisiem y0obHble UHCMPYyMeHMbI Oris1 Co30aHust U yripasneHusi oyHKUUoHaoMm pabomsi Telegram-
6oma, sknoyasi nepedayvy obbIYHbIX COObUWEHUl-OM8emos 8 ¢hopmame mekcma, coobuweHul-omeemos 8
gopmame 8udeo unu pucyHkos. Mcrionib3osaHue OaHHbIX KOMaHO U byHKUULU M03805Um opeaHu308amb
pabomy 6oma. Mcronb3osaHue OaHHbIX KOMaHO  [103807sem  oOp2aHu3osamb  3ghchekmusHoe
g83aumodeticmeaue mexAy 60mom U ronb3oeamesiem.

Bombi noseonsm oby4qarouwumess 6bicmpo nofyYames omeemsl Ha 4Yacmo3ladasaeMbie 80rpocChl.
lMpumeHeHue 6omoe y4ebHbix Kaghedp Mno3807UM makKxe abumypeHmam y3Hamb UHGOPMauurw o
Heobxodumoli cneyuanbHocmu. Kpome moeo ucrnonb3ogaHue makux 60moe Moxem 3Ha4dumersibHO
yrpocmume €8513b MEX0y PyKO80OCMEOM WKO/IbI U OMEEMCMEEHHbIMU 3a NpoghopueHmayuoHHyo pabomy
BY3-a, ymo Oenaem ux 8axHbIM UHCMPYMEHMOM 8 obpa3ogamernibHOU cghepe. BbiweckasoHHoe
rnokasbieaem 4mo 6ombi SEMSIOMCS  8aXHbIM  UHCMPYMeHmMoMm 68 obpaszosamernibHol  cgbepe,
criocobecmeyroujue rnosbIleHUKo Kadecmaa obcesyxusaHusl U UHGOPMUPOBaHUS.

Knrouyeenl e cnoea: Teneepam, 6om, Python, bubnuomeka, BY3, yyebHas kaghedpa.
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Makanada oKy kaghedpacbiHbIH KbismemiHde aneymemmik medua 6bommapbiH KondaHy cebernmepi
XoHe onapdbl Telegram ywiH 6om MbicansbiHOa Kypy adici Kapacmbipbinadbl. bommsi Kypy ywiH Python
b6ardapnamanay mini meH telebot bubnuomekacnl KorndaHbinadsl. Makanada Telegram 6omel ywiH BotFather
KemeziMeH meaiH mokeHmbl any adici KepcemifnaeH.

Telegram-6ommeiH hyHKUUOHaNObIFbIH KypyFra xoHe backapyra biHFalsbl Kypandapib! ycbiHambiH
telebot 6ubniuomekacbiHbIH CUHMAaKCUCIHIH Heezisai komaHOanapbl Kapacmbipbliadbl, COHbIH iWiHOe
KapanalbiM xabaprnamanap-memiH ¢hopmamsiHOarkl Xayanmap, belHe Hemece cypem opMambiHOarbl
xayanmap. Ocbl KomaHOanap MeH yHKkuyusnapObl naludanaHy 60mmbiH XYMbICbIH YyUbiMOacmabipyFra
mymkiHOiIK 6epedi. byn komaHOanapObl nauddanaHy 6om rneH naddanaHywbl apacbiHOasbl muimOi e3apa
apekemmecydi ylibimOacmbipyra MyMkiHOiK 6epedi.

bommap cmydeHmmepae Xui KoliblriamblH cypakmapra Xbiridam xayarn anyra MyMkiHOik 6epedi. OKy
KagpedpanapbiHbiH bommapbiH KondaHy manarnkeprepae Kaxemmi MamaHObIK myparbl aknapammai binyee
mymkiHOiK 6epedi. CoHbiIMeH Kamap, MyHOal 6ommapObi natidanaHy mekmen 6acwbinbirbl MeH XKOO-HbIH
Koacinmik 6ardap 6epy XyMbiCbiHa Xayanmbinap apacbkiHOarbl balnaHbicmbl edsyip xeHindemedi, byn
onapdkl 6inim bepy canackiHOarbl MaHbI30b! Kyparnfa aliHandbipadsl. XKofapbida alimbinFaHdal, 6ommap
6inim 6epy canacbiHOa KbiaMem Kepcemy MeH akrnapammaHObipy carnacbiH apmmblpyfa biKran ememiH
MaHbI30bI Kypas 60sbin mabbinadsbl.

Tytin ce30ep: Teneepam, 6om, Python, bubnuomekanap, KOO, oky kaghedpaci.
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BEB-KAMEPAJIAPbIH XXACbIPbIH B¥3blJ1YbIH BOJIALIPMAYbIH TUIMAI SAICTEPI

AHOamna: byn wmakanada eeb-kamepanapObiH asamMammblK XOHEe MeMIeKemmik
cekmopJsiapfra xacblpbiH KipyiH 60n0bipmayObiH muimOi adicmepi Kapacmbipbinadbl. COHbIMEH
Kamap, eeb-kamepanapObiH Kayinciddik Mmacesnenepi myparsnbl aknapammsl apmmabipyfa
barbimmarnbin, eeb-kamepanapra bipHewe maHbimasn wabybiidap, coHOal-aK azaMammbiK XXoHe
yKimemmik cekmopnapda-fbl 8eb-kamepanapObiH XacbipblH Oy3biybiHa 6alinaHbicmbl Xofapbl
Oapexxeni xarlalinap marsnkbinaHdbl. Beb-kamepaHbl 6y3y-6yn nalidanaHyuwbinapObiH XeKe eMipi
MeH KayinciadieiH 6y3y. byn makana eeb-kamepaHbl by3ydbiH cebenmepi meH candapbiH, CoHOal-
ak oniapdbiH 3apdar weaywinepMeH MeH Xarrbl KoFaMmFa aCepiH marikblialosbl.
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Beb-kameparbl b6y3ydbiH cebenmepiHe xakepnepdi biHmanaHobIpy, XeKe aknapamka Kosl
XXemkisyee deaeH YyMmMbINbIC, MbIHWbIbIK HeMece minmi Kopkbimy meH 6oricanay xamadbl. byn
wabybindap KapXbliblK natdara, KyrnusanbiibliKmbl 6y3yra Hemece xal faHa KeHirl Kemepyee
6atnaHbicmbl 6051ybl MYMKIH.

Makanada ocandbikmapObi natidanaHy, uwuHaemik wabybindap, 3usHObI bardapnama
JKOHEe KalubIKmaH KOJ1 XXemki3y KypandapbiH Koca asiraHOa, wabybindaywbinap eeb-kamepanapobl
by3y ywiH KkondaHameiH spmypsii 80icmepdi Kapacmbipadkbl.

Beb-kamepatrbl 6y3ydbiH candapbl XoUKbiH 6011ybl MyMKiH. *KebipreHywinep xeke eMipiH
JKOFanmyra, KynusinbiiblKmbl 6y3yra, coHOali-ak onapObiH 6edesniiHe HykKcaH Kenmipyee marnl
6osadbl. Byn coHbIMEH Kamap cmpecc reH Ma3achki30blK CUSKMbI [1CUXO02USINIbIK XOHe
AMOUUOHarObIK Macersieniepae aKesyi MyMKIH.

Beb-kameparbl 6y3yObiH Koramra acepi Kubepkayirnci3Oik XXoHe XXeKe Kypbinfbliap MeH
Oepekmepdi KoprayObl Kywelmy Kaxemminiai myparbi cypakmap myfbi3albl. By cCOHbIMeH Kamap
natiGanaHywblnapra xerideai Kayinciaoik epexenepi MeH Kywmi naponsdepdi natidanaHy myparsibl
6inim 6epydiH MaHbI30bibifbIH Kepcemedi.

TyliH ce30ep: eeb-kamepa Kayincizdiei, RAT, Clickjacking, asamammsbiK cekmop,
YKiMemmik cekmop.

Kipicne

Kasipri enemae Beb-kamepanap 6i3aiH KyHOenikTi emipimiaaid, 6ip 6eniriHe anHanabl. Onap
asamaTTblK XXoHe YKIMeTTiKk anmakTa 6enHekoHdepeHuuanap, oHnanH xabapnap, 6enHebakbinay
XoHe ©Oacka Qp[a kKenTereH MakcatTapga KongaHoinagbl. [ereHmeH, Beb-KamepaHblH KeH
TapanybiMeH Gipre onapablH acblpblH Oy3biny Kayni apTyaa.

3uaHkecTep Beb-kamepanapra pykcaTchbi3 Kipyre aHe TinTi onapAbl HAKTbl aknapaT XXuHay
YLWiH NnanganaHyfa Toipbicyaa, 6apfaH calbiH Tankblp XoaHe webep 6ona 6actagbl. XKacbkipbiH BEG-
KamepaHbl 6y3y ayblp 3apaantapFa okenyi MyMKiH, COHbIH iWiHAe KynuanbinbIKTbl By3y, Xeke 6acbiH
ypnay xaHe 6oncanay.

Beb-kamepa ocangbifbl — Wwabybingaylbinapra Beb-kamepara pyKkcaTcbl3 Kipyre kaHe OHbl
MeCiHiH KenicimiHCi3 nanganaHyra MyMKiHAIK 6epeTiH XyneHiH, bargapnamansik KypangblH Hemece
KYPbINFbIHbIH, SI1Ci3Aairi HeMece KeMLLIniri.

Bbyn Be6-kaMepaHbiH Kanaycbl3 iCKe KOCbinyblHa, NanganaHyLbliHbiH XxabapbIHCbI3 cypeTTep
MeH OeriHenepaiH »asblTyblHa oHe 6acka Aa KynusanbinblK NeH Kayinci3aikTiH Oy3binyblHa oKenyi
MYMKIH.

XacbipblH Beb-kamepaHbl Oy3y — 6yn wabybingaywbsl nanganaHywbiHbel  6akbinay
MakcaTblHOa KOMMblOTEPAiH Hemece 6Gacka KypbinfbiHbIH Beb-kamepacbliHa pyKcaTCbi3 Kipyre
MYMKiHAIK 6epeTiH npouecc [1].

AsamaTTblKk K8He VKIMeTTIK cekToprapga KongaHbinaTblH Beb-kamepanap HakTbl
Tanantapra, epexernepre XeoHe onapgbl navWganaHy MakcaTTapbiHa OannaHbiCTbl  Kenbip
anbipMmawbinbikTapra ne. Ocbl cekTopnapaa KongaHbinaTblH Beb-kamepanap apacbiHOafFbl Herisri
anblpMaLlbIbIKTapabl 1-kecTeeH kepe anambl3.

MaHpbi3abl dhakTop — Byn Macene Tek asamaTTblk CEKTOPMEH FaHa LeKTenmengi, on Kkynus
aknapaTTbl CakTalTblH >8He wWwabybingaywsiiap TapanbliHaH HbiCaHafa anblHybl  MYMKiH
MEeMMNEKETTIK XoHe MeMIEKETTIK ynbiMaapra ga acep etedi. TwuiciHwe, Oyn 3epTTey KOFaMHbIH
Baprblk cananapblHAa XoHe Beb-kamepanapMeH XyMbIC ICTENTIH yNbiIMAap YLWiH MaHbI3abl.

MaTepuangap MmeH Tacingep

KubepkayintepaiH apmusicbl 6apraH camblH annakep >oaHe 6akbinaHbanTbiH wabybin
aficTepiH KepceTe OTbIpbIM, XacblpblH BE6-kamepa by3yablH angbiH any yLiH ocbl canaga 3eprtrey
XYpridy eTe MaHbI3fbl.

Byn 3epTTey ocangbiKTapAbl aHblKTayfa >XeHe nanganadylbinap MeH yWbiMAapAablH,
KYKbIKTapbl MeH KynuanbinblfblH KOpFay YLWiH Beb-kamepa kayincisgiri 6oMblHWA YCbIHbICTap
asipneyre GafbiTTanfaH.
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Kecte 1 — AsamaTTblK XeHe YKIMEeTTiK cekTopnapga kofngaHbinatblH Beb-kamepanap
anblpMaLLbINbIKTapbl

Makcartbl

Kayincisgik xoaHe
KYNUANbINbIK;

Cana xaHe ceHimainik:

TblHOAynap, MEMMEKeTTiK
opraHgapmeH GannaHsbic,
KaLlbIKTaH XyMbIC icTey
XKOHe pecMun YKIMeTTiK ic-
Lapanapfa apHanfaH

KYNUSNbInbIKKa KaTar
TananTap Kosigbl.
MemnekeTTik makcaTTa
narganaHbinatbiH Beo-
Kamepanap Kynus aknapaTTbl

AsamatTblk | XKeke xoeHe komMmepuuanblK | XKeke emip MeH Kayincisaik Beb-kamepanap canacbl MeH
cekTop MakcaTTapaa asamaTTblK cekTopaarbl YHKUMOHANAbIFbI XXaFbIHaH
KongaHbinagpl. MaHpbI3abl acnekTinep 6onbin | ap Typni. Onap xannbl
benHekoHdepeHUunanap, Tabbinagbl, navganaHyfa apHarnfaH >xaHe
OHNauH Kesgecynep, ManpanaHywbinap Bed- apTypni 6arameH Kon
OHMaWnH OKbITY, Tikenemn Kamepa napameTpriepiH xeTimai.
acump xoHe betne-beT XX8He KynUAnbISbIK
cewnnecy yLiH MYMKiIHZiKTEpiH 6ackapa
KongaHbinagbl. anagel.
YKIMeTTIK KayincisgikTi 6akpinay, MemnekeTTik opraHgap M oprangapfa onapapbiy,
CekTop Kenwwinik »xuHanbictap MeH | kebiHece Kayinci3gik neH KOMMYHMKaLMsnapblHbIH,

ceHimainiri MeH kayincisgiriH
KaMTamachbI3 eTy YLiH
Lwmndppnay CusiKTbl
XeTinaipinreH MyMKiHAIKTepi
6ap ofapbl canansl Beb-

TenekoHdepeHuusanap Kopfayabl KaMTamachl3 Kkamepanap kaxet. byn Be6-
CUAKTbI BpTYpPAi €TETIH XXaHe pyKcaTCbI3 kamepanap 6enrini 6ip
MakcaTTapaa Kipyre >xon 6epMenTiH cTaHgapTTap MeH
KongaHbinagbl. epexenepre 0afbiHybI cepTudmkaTTapra camnkec.
MYMKiH.
BebG-kamepanapabl 6y3y oagictepi  onapablH  Kanam  KongadbinaTbiHblHA — XKOHEe

wabybingaywsinap kaHganm ocangblkTapAabl NanganaHa anatbiHbiHa 6anaHbICTbl apTypni 6onybl
MYMKiH. MiHe, Be6-kamepaHbl By3yablH Heriari 3 agicke 6enin kapacTbipanblk:

o 3uaHgbl bargapnamanap XXeHe KallbIKTaH KOn XeTKi3y Kypangapbl

Xakepnep >xabipneHywiHiH Beb-kamepacbliH 6akbinay ywiH 3vaHabl 6argapnamanap MeH
KalbIKTaH KON XeTKidy KypangapblH xui nanganaHagbl. 3usHabl 6argapnamanblK xacakTamaHbl
3aHObl KoCbIMLLanap Hemece Tipkemenep peTiHOe Xacblpyfa 6onagbl, COHAbIKTaH MHTEPHETTEH
danngapapl Xykrey kesiHae aban 605y Kepek.

o  OuwnHITiK Wwadybingap

duwMHr Xakepnepais, Beb-kamepanapra KipyiHiH, KeH TapanfaH agici 6onbin kana 6epegi.
Mangananywbinapabl 3nSHAbI CiNTEMenep apkbinbl ©Tyre Hemece Xeke aknapat bepyre angay
apKbIbl Xakepnep KypbinfFbinapabl 6y3bin, pykcaTchbl3 Kipe anaabl.

e OcangblkTapgbl navganasy

EckipreH 6argapnamanslk acakTama XeHe Kayincisgik ocanablKkTapbl Xakeprep YuwiH Kipy
HykTeci 6ona anagbl. Onap nanganaHyLwbiHbIH BeO-kaMepacblH XXoHe 0acka Aa Kynusa aknapaTTbl
Dakblnay yLiH oCbl 851Ci3 Xxepnepai nanganaHagbl. bargapnamanslk )KacakTaMmaHbl YHEMI XXaHapThin
OTbIPY XX8HEe KYLUTi naponbaepai nanganady 6yn teyekengepai asantagbl.

CoHbiMeH kaTtap Thermex kemerimeH kamepaHbl By3y TociniHe ToKTancak:

Anfalukpl cunatTanaTbiH KawbIKTbIKTaH Backapy KypanbiH navganaHbin Xynegeri TpoaHAbIK
aT wabybinbl. KawbiktaH 6ackapy kypanbl (RAT) — ageTTe navganaHyLwbiHbl 6inMen komnbloTepai
XacblpblH 6akbinay ywiH kongaHbinaTelH 6argapnama. RAT naviganaHylbl eHrisreH ap6ip nepHeHi
Gacyabl Tycipe anaabl, COHbIMEH KaTap XOCTTbIH Be6-kamepachbiHa KipreH ke3ge 6erHeHi xacblpblH
TypAe xasa anagbl. RATs HoyTOykTbl 6akbinayaa »eHe ypblHbl XacbIpblH CypeTke TYCipy apKbifbl
YPrbIKTaH KannblHa Kentipyge MaHbi3gbl pen atkapybl MyMkiH 6onca ga, RAT-Ti wabybingayLb
XobipneHywiHiH, cypeTTepi MeH 6enHexasbanapbliH 6inmen Tycipy ywiH ge nanganada
anagbl.Mangananyweinap RAT-Tbl ©3 kOMNblOTEpPiHE Binmen ap Typni TecinaepMeH opHaTa anagpl:
BMPYC XYKKaH KOCbIMLLAHbI aLLbIMf, XYKTey cinTemMeciHe eTy apKbifbl, 6epinreH pykcattapbl 6ap xaHa
Kypangap TakracblH opHaTtbin, T.6. RAT opHaTtbinfaHHaH KewiH, wabybingaylbl XOCTTbiH, BEO-
Kamepa Bargapnamarnblk KacakTaMacbliHa OHaw KO XeTKi3e anaabl XXoHe Ke3-KenreH yakpiTTa Beb-
KamepaHbl kocagbl [3].

Keneci Be6-kamepa apkbinbl Adobe Flash optaceiHgarbl Clickjacking kemerimeH kacanaTtbiH
wabybin TypiHe keneTiH 6oncak, Clickjacking — 6yn nanganaHyLbiHblH BE6G-CeaHCbIH TYCipy YLUiH
frames kongaHbinateiH 3naHabl agic. Clickjacking wabybingaywbifa xobiprneHyLwiHiH 3USHCbI3
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WwepTynepiH yctan anyfa >xaHe onapgbl JavaScript kemerimeH Hemece JavaScript kemeriH
nanganadban-ak iwki kagpnap 6onbin TabbinatblH MakcaTTbl BeO-0eTTepre xibepyre MyMmKiHGIK
Gepegi [4].

KypbInfbIHbIH KaMmepachbl 6y3bifica He 60nybl MYMKIH?

Pykcat etinmereH ©Oakbinay. Kamepara kipreH wabybingaywbl OHbl  Ci3gi  Hemece
arHanaHbi3gbl 6akbiay yuwiH narnganada anagbl. On ci3giH XKeke Hemece ickepu aHrimenepiHiagi
Kasa anagbl, MHTEPHET-O0aHKUHITI NarganaHyabl HEMece XXeke OepeKTepai eHridyai xxasa anagbl.
Byn cisgiH >xeke eMmipiHi3gi Oy3agbl koHe ces3iMTan aknapaTTblH afblil KEeTYiHe, KapXblfblK
WhIfblHAAPFa >xaHe Gacka Oa XafbIMCbI3 cangapfa okenyi MymkiH. Erep wabybingaywbinap
Oy3biiFaH KamepaMeH TycCipinreH anbinTay maTepuangapbiH ana anca, onapgbl 6oncanay yuiH
kongaHa anagbl. Ew6ip »xafgarga  kayin-katepre 60l angblpMaHpl3 KoHe  3MSHKecTephiH
TanantapblH opbiHOaMaHbI3. OHbIH OpHbIHA KYKbIK KOpFay opraHgapbiHa XYriHy kepek [5].

HaTtunxenep

Beb-kamepaHbl 0Oy3yablH KUbIHOBIKTApbl MEH cunaTtTaManapbl Hasap aydapyFa XoHe
Tangayra Typapnblk Oipkatap MaHbi3gbl acnekTinepai kamtugbl. OnapablH, KenOipiH TonbiFbipak
KapacTblpanblK;

o KynusnbinbikTbl Oy3y: Herisri macenenepdiH bipi-nanganaHylbinapgblH, keke eMipiH 6yay.
Beb-kamepaHbl 6y3y wabybingaylibinapra agaMHblH, XXeKe KEHICTiriHe KON Cyfyfa, OHbl OPbIHCbI3
coTTepae bakbinayra xxaHe OHbIH, KeniciMiHCi3 BenHe xa3yra MyMKiHaik 6epegi.

e TbIHWLINLIK )xaHe Gapnay: Beb6-kamepanapabl ThIHLWbIMbLIK XXoHe Gapnay ywiH nanganaHyra
Gonagbl. 3usHKecTep KyHAObl aknapart XuHay apkbinbl Genrini 6ip agampapabiH, yMbiMaapabiH
HemMece MekeMenepaiH KbiameTiH 6akbiiay MakcaTbliHOa BeG-Kamepanapra Kor XeTkise anagpl.

o KayincizgikTi 6y3y: Be6-kamepaHbl O6y3y narganaHyLblHbIH KOMMbIOTEPIHE HEMECE XKeriCiHe
ayblp WwabybingapaplH anfallkbl kagambl 60nybl MyMKiH. 3USHKECTEp Xyrere KeHipek Kipy yLiH Beb-
Kamepara Kipyai nanganaHa anagbl.

e TexHukanblk acnektinep: BebG-kamepaHbl Oy3y apTypni TocingepMeH >Ky3ere acblpbinybl
MYMKiH, COHbIH iWiHAe 3uaHabl Gargapnamanapgbl (ManBapu) navpanady, ©argapnamanbik
KacakTamMaHblH ocangblifbl, XXeninik TpadukTi yctan kany xoHe 6acka na TexHuKanblk agicTtep..

o 3aHHama >xaHe xa3sa: Beb-kamepaHbl 0y3yablH, KyKbIKTbIK acnekTinepi Ae maHpi3gbl. KyKbik
Oy3ywbinap, erep onapablH apekeTTepi Knbepkayinciaaik >xaHe >xeke emip Typanbl 3aHgapabl 6ysca,
KbINIMBICTLIK XKayankepLuiflikke TapTbinybl MyMKiH [6].

Ocbl cunaTTamanap MeH Macenenepai 3epTrey XaHe TyCiHy Beb-kamepanapablH Oy3binyblH
6onablpMayablH, XeHe nanganaHylwblnapablH KeKe eMmipiH KopfayablH TuiMAi cTpaTervsnapbiH
asipriey yLwiH MaHpI3gbl.

MyHgan wabybingapgoaH Kopfay YLWiH Herisri kayincisgik wapanapbiH cakray Masbl3gbl,
Mblcanbl:

e OcangbikTapabl XOK YLiH onepauusanbik XXyneHi xaHe Oargapnamanblk kKypangbl YHeMmi
»KaHapTbIN OTbIPbIHbI3.

¢ 3nsHabl GargapnamaHbl aHblKTay XXoHe OnokTay yLiH aHTMBUPYCThIK Gargaprnamanbik Kypan
MeH BpaHamayapai narganaHbiHbI3.

* ONeKTPOHAObIK xaTTapaarbl TipkeMenepai allkaHOa XXoHe CeHiMci3 KesgepaeH danngapapl
XYKTen anfaH kesge aban 60mbiHbI3.

¢ Beb-kamepa XyMbICbIH y3A4iKCi3 BakblnaHbI3 xaHe kaxeT 6ornca, oHbl nanganaHbaraH kesge
dusukanblk Hemece bargapnamMarblk TYPAE LUIPiHi3.

e V/IHTEpPHETKE KOCbIIFaH KypbifFbinapablH CTaHOApTTbl KYNUA ce3aepi MeH IorMHaepiH
e3repTyi XXaHe KyLUTi xaHe Biperen Kynusa cesgepai nangananyabl yMblTNaHbI3 [7].

Ocbl Wapanapabl opbiHAAY Ci3AiH XacblpblH Be6-kamepaHbi3abl 6y3y kayniH azanTagbl.

HoyT6ykTiH Beb-kamepanapbiH 3usHAbl GaFgapnamanap MeH KyKblk Kopfay opraHgapbl
XacblpblH TypAae icke koca anagbl. Con cebenTi, amepukaHabikTapabliH 59% nanbi3bl Kagaranaygbl
6onabipmay ywiH Beb-kamepanapabl KOrIMeH xabyabl XeH kepepgi. [lereHMeH, KOnMeH xacanfaH
Mykabanap agam kartenikrepiHe 6enim — cebebi 200 nangananywbligaH cyxbaT anfaHHaH KeniH,
onapgbiH 61,5%-bl kenge Beb-kamepaHbl KongaHFaHHaH KeriH MykabaHbl kavTa xabyabl YMbITbIN
KeTeTiHi aHblkTanfaH. bankaraHgapbiHbi3gan WwabybingaphaH KopFaHyda Kayincisgikke Tonblk
KeningikTi ewkanganm XONMMeH cakTalm anmManmblid cosl cebenTeH MyMKiHAIrN >Kofapbl AereH
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aHTUBUPYCTbIK GaraapnaManapbl OpHaTbIN XaHapTbin OTbIPY €H, TUiMAI Xonbl 6onbin ecenTenen;

[8].

Tankbinay

KomnbloTepnik  TexHonorvsinap agam  emipiHiH, Gapnblk  cananapbliHa  KeHiHeH
KonaaHbinaabl.

bia ywiH aHTMBMPYCTLIK Oafgapnamanap apkbiibl  KOpFaHy biHFaWnbl. EH  Kakchbl

aHTUBMPYCTLIK BargapnamaHbl 2 — KeCTe apKbifibl aHbIKTan kepewiH. byn, eH anabiMeH, Kkes-KenreH
MEKEMEHIH, )KYMbICbIH OHTaNaH4bIpyFa XXeHe LWbifblHAapabl asantyra MyMKiHAIK 6epegi [9].

KecTte 2 — Beb-kamepa koprayFa apHanfaH aHTUBUPYCTbIK GargaprnamanapblH, TEXHUKanbIK

cunatTamanap

ESET Internet

ShieldApps Webcam

ATbl : Bitdefender Avast Antivirus
Security Blocker
Beb-canTtTbiH | https://www.spyshel https://a.pr- https://shieldapps.com/p | https://www.avira.
MeKeH->Xalbl ter.com/ cy.ru/www.bitdefen roducts/shieldapps- com/ru
der.com/ webcam-blocker/
Beb-canTThbl 0.15 cek — 1.75 cek — 1.36 cek — bbICTpee yem 0.41 cek —
XKYKTEey TekcepinreH TekcepinreH 22% npoBepPEHHbIX TekcepinreH
XbingamapiFbl | canTTapablH 93%- cantTapgpbiy 16%- CaunToB. canTTapablH,
OaH XblgamMblpak. 0aH Xbligamblpak. 74%-paH
Xblngamblpak.
[lomeH xachl ? - 12 xbIn -
TexHonoruanap| Google Analytics Adobe Experience AdRoll Google Analytics
Google Tag Manager Apache Google Tag
Manager CloudFlare Facebook Manager
Facebook Google Analytics
Google Analytics Google Font API
Google Tag Google Tag Manager
Manager TweenMax
jQuery jQuery
Java Twitter Bootstrap
WordPress
WordPress
PHP
SSL- Cawrt https apkpinbl | Caunt https apkbinbl | Caint https apkbinbl Kon Cawr https
ceptudumkat KON XeTima,i. KOM XeTimai. xetimai. Ceptudmkar apKbinbl Ko
Ceptudukart CepTtudukar 18.01.2023 gewiH xXeTimai.
05.01.2022 gemniH 24.11.2021 peniH Xapamgpl Ceptudpmkar
Xapamapbl. Xapamabl. 21.06.2023 peniH
Xapamgabl.
[OMEeHHIH - - OomeH 13.02.2023 -
asiKkTanybl OeniH y3apTbiiabl
Cepsep Amepuka Kypama Amepuka Kypama KaHaga HupepnaHgpl
OpHbI LTaTtTapsbl LtaTTapsbl
HTML 12 Kb 15KBb 14Kb 33Kb
OeTiHiH,
ernLeMmi
Beb-cantrhbl 84,09/100 83,72/100 84,78/100 93,33/100
Garanay
CbiHn 191 kaTe 3 kare. 53 kare. 179 kaTte.
Karenep
EckepTtynep 5 eckepTty 4 eckepTy 21 eckepTy Tabbingpl 20 eckepTy
TabbINabI. TabbINabl TabbINgbl

2 — KecTte 6onblHWA aHanNu3 HaTwxeciHOe Beb-kamepa KoprayFa apHasnfaH aHTUBUPYCThIK
OarmapnamanapdplH iliHEH TEXHUKArbIK cunaTtTamanapbiHa kapan oTblpa eH Tmimai ESET Internet

Security aHTMBUPYCTBIK Gargapnamacsl

oonapl.

apTbIKWbIIbIFL: Ken geHrenni KopraHbiC:

o barfgapnama OipHelwe gedrenge Kopraygbl

KamTamacbl3 eTef,

Backa aHTMBMpYCTbIK GaraapnamanapgaH

COHbIH, iWiHAe

AHTUBUPYCTbIK KOpFay, (PULLMHITIK WwabybingapaaH kKopray, 3usiHObl GargapnamanapgaH kKopray
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XXOHe OHMawH kayinTepaeH kopfay. byn kayinTepgiH keH aykbiIMblH aHblKTayFa >xoHe GriokTayra
MYMKiHAIK 6epeni.

e JKeTtingipinreH HakTbl yakbiTTarbl kopfay: ESET Internet Security ©6armapnamacsol
kayinTepai onap nanga 6onfaH kesge OipaeH aHblKTay xaHe 6noKTay YWiH KYpbIfFbIHbl XXKHE Xeni
apeKeTiH BakbINanTbIH HaKTbl YakbITTarbl KOpFayabl YCbiHAAbI.

e Bupycka kapchbl xaHe wnuoHablk 6araapnamara kapcbl MyMKiHAIKTep: bargapnama Tek
BUpyCTapdaH Kopraygobl KamTamacbi3  eTin  KouMandbl, COHbIMEH KaTap  LMNMOHAbIK
Gargapnamanapgbl, TposHAapabl, PYTKUTTEpAi xaHe 6acka 3usaHabl 6argapnamanapabl aHblKTayFa
XaHe >otoFa kabinetTi [10].

KopbITbiHAbLI

KopbITbiHAbINAM kene, Beb-kamepanapabl XacblpblH Oy3y — Oyn COHfbl yakbITTa KenTereH
TakblpbiNTapra eHe H6acTaraH KyObinbiC, ONTKEHI BeO-kaMmepa MYMKIHAIKTEPIH XeKe 3MsHKecTep ae,
MeMnekeTTiK opraHgap Aa kongaHagbl. Kubepkayincisgik anemingeri MaHbi3abl TypakTbinapabiH
Gipi-wabybingaywbinapablH, MOTUBAUMACKIHBIH, @pTypniniri. Onapfa akwa tabyra gereH ymTbinbIC,
WHTpUra, Ounikke gereH KywTaprblk HEMEeCe TiMTi OMbIH-cayblK ceben 6onybl MyMkiH. MoTuBTEPAiH
Oyn epTypniniri Be6-kamepaHbl 0y3y MOCeNeciH KypAeni XoHe XaH-XakTbl eTeqi. HoTwkeciHge xeke
TyNnFanap na, ymoimgap Aa e3fepiHiH BebG-kamepanapbl MEH XeKke aknapaTTapblH Kopfay YLUiH
Wwapanap kabbingaybl Kepek.

Beb-kamepanapabl 6y3y ayblp 3apgantapra okenefi. byn kynuanbinblKTbiH, Oy3binybiHa,
NCUXOSOTUANBIK XXOHe 3MOLUMOHaNAblKk Macenenepre, CoOHaan-ak bIKTMMan KapXbinblK LWbiFbIHAAPFa
akenyi MyMmkiH. KabipneHywinep 6Goncanayra >xaHe ©OepgeniH >xofanTyra Tan 6o0nybl MYMKiH.
CoHgabikTaH Beb-kamepanapapbiH 6y3binybiH 6onasipmay aHe KypbinFblnapabl KopFay KaHwanbIKTbl
MaHpbI3abl EKEHIH aTtan eTy MaHbI3abl.

byn Typfblaa, KopfaHbiC wwapanapbl 6i3giH kubepkayincisgiriviagid axblpamac 6eniriHe
anHanypa. [lanpganaHywbinap aHTUBUMPYCTbIK Gargapnamanblk >kacakTamaHbl nanganadybl,
Gargapnamanapgbl YHEMI xaHapTbin OTbIPybl, KYLUTI NAaponbAep »Kacaybl )XoHe nanganaHbiimaraH
Ke3ge Beb-kamepanapapl xaby apkbiibl pusnkanblk kayincisgikke Hasap aygapybl kepek. CoHbIMEH
KaTap, nanganaHylwibinapra kubepkayincisgik epexenepi Typanbl 6inim 6epy BebG-kamepaHbiH
Oy3blnybIMEH KypecyaiH MaHbI3abl acnekTiciHe anHanyaa.
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QPDPEKTUBHbBIE METOAbI MPEAOTBPALLEHUA CKPbITOIO B3JTOMA BEB-KAMEP

B daHHOU cmambe paccmampusaromcs aghghekmusHble criocobbl npedomaepauwieHus MPOHUKHOBEHUS
eeb-kamep 8 epaxdaHckuli U eocydapcmeeHHbIl cekmop. Kpome moz20o, 8 Uuensax oebieHUs
oceedomieHHocmu o ripobriemax 6ezonacHocmu eeb-kamep obcyxdanuck HECKOIbKO 2pOMKUX amak Ha eeb-
Kamepbl, a maKxe 2pOMKUEe Crlydau CKpbImozao 83rioMa eeb-kamep 8 2pax0aHCKOM U 20CydapCmeeHHOM
cekmopax. Banom eeb-kamepbl sensemcsi HapyweHuem KoHgudeHyuanbHocmu u 6e3onacHocmu
rnonb3ogamenel. B amol cmambe paccmampuearomcs npuduHbl u rocrnedcmeusi 83fioma eeb-kamep, a
makxe UxX 8MUSIHUE Ha Xepme U 0bu,ecmeo 8 Uesiom.

lMpuduHamu e3riomMa 8eb-kamepbl Mo2ym Obimb MOOWPEHUE XaKepos, xesaHue noay4ums docmyn K
JIUYHOU UHGbopMayuU, WNUOHaX unu 0axe yepo3bl U waHmaxX. dmu amaku moz2ym Obimb MOmueuposaHsbl
¢uHaHcosol 8bi2000U, BMOPKEHUEM 8 YaCmHYK XU3Hb UMU [pocmo passrnedyeHuem. B cmambe
paccmampuearomcsi pasfiuyHble Memoohbl, UCMOb3yeMble 3/10yMblluIeHHUKaMmu Ot Komrpomemauuu eeb-
Kamep, BKJ/roYasi Ucrnosib3oeaHue ysa3gumocmel, huliuHao8bie amaku, epedoHocHoe 10 u uHcmpymeHmsi
yOaneHHoeo docmyna. [Nocrnedcmeusi 83noma eeb-kamepbl mMo2ym O6bimb paspywumensHeiMu. XKepmebi
cmarkueatomcesi ¢ ympamoU 4acmHOU XU3HU, HapyweHUeM KOHUuOeH UanbHOCMU, a makxXe 603MOXHbIM
ywepbom Ons ux periymayuu. 3mo makxe MoXem rnpueecmu K MCUXOI02UYECKUM U 3MOUUOHAabHbIM
rpobnemam, makuM KaKk Crmpecc U mpegoxHOCMb.

BnusiHue e3nomoe eeb-kamep Ha obuwiecmeo rnodHUMaem eorpockl o kKubepbesonacHocmu U
Heobxo0umMocmu ycuneHuUs 3auumsl IUYHbIX yecmpolicme u OaHHbIX. Omo makxe rnood4yepKusaem 8axxHoCMb
o0bpaszoeaHus nonb3oeamerneli o ripasunax be3onacHocmu 8 cemu U UCMOb308aHUU HaleXHbIX naponed.

Knrouyeebie cnoea: b6e3onacHocmb 8eb-kamepbl, RAT, Clickjacking, epax0daHcKuli cekmop,
rpasumesibCmMeeHHbIl CeKmop.
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050040, Republic of Kazakhstan, Almaty, Al-Farabi Avenue, 71
e-mail: zakenova99@list.ru

EFFECTIVE WAYS TO PREVENT HIDDEN HACKING OF WEBCAMS

This article discusses effective ways to prevent the intrusion of webcams into the civil and public
sectors. In addition, several high-profile attacks on webcams, as well as high-profile cases of covert breaches
of webcams in the civilian and government sectors, were discussed in an effort to raise awareness of webcam
security issues. Hacking a webcam is a violation of privacy and security of users. This article discusses the
causes and consequences of webcam hacking, as well as their impact on victims and society at large.

Reasons for hacking a webcam include encouraging hackers, the desire to access personal
information, espionage, or even threats and blackmail. These attacks may be motivated by financial gain,
invasion of privacy, or simply for fun. The article examines the various methods attackers use to compromise
webcams, including exploiting vulnerabilities, phishing attacks, malware, and remote access tools.

The consequences of hacking a webcam can be devastating. Victims face loss of privacy, violation of
confidentiality, as well as possible damage to their reputation. It can also lead to psychological and emotional
problems such as stress and anxiety.

The impact of webcam hacks on society raises questions about cybersecurity and the need to
strengthen the protection of personal devices and data. It also highlights the importance of educating users
about network security rules and the use of strong passwords.

Key words: web-cam security, RAT, Clickjacking, civil sector, government sector.
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AUKbIH EMEC OPTALA M¥HANObI TEPEH ©HAOEY TEXHONOIUANbIK HbICAHHbIH
X¥MbIC PEXUMAEPIH ONMTUMU3ALUUATIAY

AHOamna: Makanada KOHObIPpFbl XYMbICbIH 6ackapyObl onmumusayusinay  ywiH
Kernikpumepudunik xardalibiHda modenibdey adicmepi MmeH macindepi Kapacmbipbindbl. MyHaliobi
mepeH eHOey mexHO02usibiK KeweHOepiHiH muiMmdinieciH Mamemamukaribik Modesiboey Hezi3iHOe
wewimM Kabbinday apkbiibl apmmbipy macindepi kenmipindi. MamaHOapdaH Kenin myckeH
aKnapammai anbin eHoey adiciHi akcriepmmik baranay maciniHiH KypblibiMObIK cynbacs! Kypbisbir,
3epmmey HbicaHbiHa manday xacarsibiHObI.

AliKbIH emec opmada mexHOI02usifIbIK KeWEeHHIH MamemMamukarsbiK curnamaiH xemindipy
kesiHde, akcriepmmep kepcemkiwumi kesiemOik baranad anmaraH xardalida, akcriepmmik baranay
adiciH naldanaHy macenenepi sepmmendi. JluHagucmukarnsiKk macin HeaisiHde, canarbl aknapam
KemeziMeH alKbiH eMec opmada aKcrepmmik cayasHamaHbl yUbiMOacmbIpbin Xypaizyae MyMKiHOIK
6epemiH akcniepmmik 6aranay a0ici Kapacmblpbiiobl.

XuHaraH cananbl aknapam xeHe 3epmmey Homuxenepi HeaisiHde peakmopdbiH
MamemamukaribiK MOOerli KYpbirbir, KypbliFaH MOOesIb Hea2i3iHOe mexHOI02usiIbIK XYUeHiH muimoi
KYMbIC pexXumiH maHday vywiH 6ackapy marncbipmManapbl Kasbiimacmbipbliiobl. AlbiHFaH
aKcriepmmik akrnapam Heei3iH0e KamanumuKarnbiKk KpekuHe 6r10ebl peakmopbiHbIH  Kipicmik
napamemp XyMbICbIH cunammadlmbiH MafiMemmep KOpbl epexeci Kypbirbin fuUHe8uCMuUKasbIK
aliHbIMarnblnapbl xacakmarosbl.

AlkbiH emec opmada KamanumuKarnblK  KPEeKUH2  KYpbliifbl  KOHObIPFbIChIHbIH
mexHonoausbiK ypdiciH 6ackapy MbicarnbiHOa wewim KabbiidayObiH Kenkpumepuarnobik ecebiHiH
MameMamukasikbl KOUblbIMbl anbiHObI. ¥CbIHbIMbIM OMbIpFaH, MamaH-3kcriepmmepoiH maxipubeci
mMeH 6inimi HezidiHOe arnbiHFaH anzopumm, wewim Kabbindaywbsl myrnFafa rpouyeccmi muimoi
backapyra xoHe OypbIC XYMbIC PEXUMIH maHdayra MyMKiHOiIk 6epeOi.

TyliH ce30ep: AlKbiIH emec roauka, akcriepmmik baranay, wewiMm Kabbinday,
onmumu3ayusnay an2opummi, MamemamukarsblK MOOeslb, KamanumuKarsblK KpeKUHa.

Kipicne
KasakcTaHHbIH, 9KOHOMUKarblK AaMyblHA MyHaW eHOEeY XoHe MyHan XMMUANbIK ypaicTepi
MaHpI3abl ponb atkapagbl. Enimizge COHFbl Xblngapbl OKTaH CaHbl XOofapbl 6eH3MHre cypaHbIC
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aptyaa. Kasipri TaHga enimisge ofapbl okTaHabl 6eH3mHAI TYThiHY 3,5 MIH. TOHHaFa WakkaHga am
canbliH 69% kypanabl. KasakctaHHblH MO3 KemipcyTek rasblH eHAey COHfbl Xblrgapbl bipwama
apTkaH 3348 MbIH.TOHH. Kypanabl. Byn pererimis, Xofapbl OKTaHObl OEH3H3MHAI nanpanany
KaKeTTiniriHiH kanFaH 31% wweT enaik umnopT ecebiHeH xxabbinagpbl. OcbiraH 6annaHbICTbl eniMi3aeri
MyYHaWn engey canacblHblH Ka3ipri kafganbl, OKTaH CaHbl XXOFapbl OEH3MH eHAIPY KenemiH ynfanty
KaXKeTTiNiriH kepceTin oTbIp.

MyHanabl TepeH eHaey OHAIPICIHIH cTpaTerMsanblk  MaHbi3abl  ypaictepaid  Oipi on
KaTanuTukanblK KPEKUHI KOHObIPFbICH! 60Mbin Tabblnaabl, OHbIH, 6acTbl MaKcaTbl XXOFapbl OKTaHAbIK
©eH3uH any [1-4].

MyHan enOey eHAIPICiHIH KeweHaepi Typni npouecTtep (duamnkanbik, HUNKa-XMMUATbIK)
eTeTiH e3-apa GannaHbiCkaH Typni TEXHONOrUANbIK arperaTrapAaH TypaTbiH KypAaeni xyne 6onbin
Tabbinagpl. TexHonornanblk ypaic TMiMAiniriH apTTblpy MakcaTblHAA 3epTTEeY MEeH onTumMm3aumsinay
YWiH onapabH KacueTi MeH XafdawblH, TUNiH >oHe 6acka epekwenikTepiH eckepeTiH
MaTtemaTukanblk MoaensaepiH Kypy kepek. MyHoan mogenbaep KoOMnbloTepaiH KemerimeH, MmyHam
eHOey Xymenepi MeH npouecTepiH 3epTTey OapbiCbiH Te34eTedi XoHe XeHingete anagbl. An
3epTTey OObEKTINepiH TuiMai onTumMMsaumsinay yuwiH, MaTtemaTukanblk Moenbaep HerisiHge
TEXHONMOMUANbIK  KelleHaepaiH TuiMai  XKyMbic  pexumaepiH Tabyra MyMKiHAOIK  GepeTiH
onTMmM3aumanay anroputmaepi kaxet 6onaabl.

MyHangbl TepeH eHaeyaiH KaTanuTukanbiKpekvHr koHablprbickl (KKK) TexHonornsanbik
YpAicTepi apHambl KypacTbipbinfaH arperatrapga Xypegi. LbiFbIicTblK eHiM e3apa GannaHbickaH
peakTtop, pereHepatop, dpakunuoHgay KOMOHHAChl, cenapaTop CUSAKTbl  TEXHOMOMMANbIK
arperaTTapgaH TypaTblH KelweHHeH anbiHaabl cypeT 1. MyHan eHaey eHgipiciHae MyHOan KelleH
TEXHONOrUANbIK KOHAbIPFbI Aen atanagbl. Ockinaniwa, MyHanabl eHaey, WK MyHanabl eHaeyre
JanbliHOay, MyHan eHiMiH TepeH ©HOeYy CUSGKTbl YpaicTepaeH TypaTbliH, TEXHOMOrUsnbIK
KOHObIpFbiNapaa MyHan eHgey 3aybiTTapbiHbiH, (MO3) dusnkanbik xoHe UanKa-XMMmusIbik
ypaictepai )y3ere acblpaTtblH XublHAAapOaH Typaabl [5].

C-0201 il

4@.71.&&1351

CypeT 1 — KaTanuTtukanbig KPEeKUHI KOHAbIPFbICbIHbIH TEXHOJTOTNANbIK C¥J‘I6aCbI
R0101 — nudpT-peatop, RO102 — peaktop-cenapaTop; R0104 — pereHepaTtopAblH | caTbickl; RO105 — pereHepaTopAbiH |l caTbichl,
C0201 - pekTudukaumongay konoHHachl; | — wukisaT; || — kockTtanfaH katanuaatop; Il — peakTopaaH LWbIKKaH eHiM;
IV — pereHepauusanaHraH katanusatop; V — ras; VI — keiwkein cy; VII — 6eH3nH; VI — razonns; IX — 343°C xofapbl kangbik

KaTanutukanblK KpeKUHr ypAiciHiH, Herisri napameTpriepi Temnepartypa, KblCbIM, LUNKI3aTTbl
GepyaiH kenemaik Xbingamablfbl, Katanusatop 6encenginiri 6onbin Tabbinagbl. bapnblk TMATIK
KoHObIpFbiNnapaa Katanutukanblk KpekuHr Temnepatypa 470-550°C kesiHge, Kpicbimbl 0,27 MIMa,
KOHABIPFbIHLIH, TUNiHE Kapawn wwukidaTTel 6epy XbingamabiFbl (MudT-peaktopnaga) — 80-120
M3/lIKnKi3aT, KarHay kabaTbiMeH kyhege - 1-30 wmP/wwkizaT kypeai. KartanusaTtopabliH
pereHepauusanay temnepatypacbkl 600-760°C kypanabl cypeT 2 [5, 6].

TexHonormsnblK KOHAbIPFbIHBI Backapy MakcaTbl OHbIH TUIMAi XKYMbIC iCTeYiH KaMmTamMmachbI3
eTy. KKK 6ackapy ecebiH LweLly OHbIH Heri3ri arperaTtapbl peaktop 6norbl MeH cdopakunoHaay 6eniri
(cypeT 2) 6ackapy ecebiHe akenegi. Onap U — 6ackapyLubl acep dakTopbl, Z — ayblTKy BEKTOPbI, X
— WbIfbICTBIK LWIama BEKTOpbl (KpuTepuinep MeH LuekTeyrnep KOMMOoHeHTi). PeakTop-pereHepatop
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6norel (PPB) meH dpakumnongay 6norel (PB) apackiHgarbl 6annaHbIC WKKi3aT GoMbIHLLIA XYy3ere
acagpl: PPB wbifbicbiHAa kemMipcyTekTi ras ®b yuwiH wukisat 6onbin Tabbinaasbl.

iz
o P

PPB (i)

o [

Cypert 2 — backapy HbicaHbl peTiHge KKK >xannbinaHfaH KypbiibiMablK cynbackl

KKK 6ackapy HbiCaHbl peTiHAe KipiCTiK »XoHe LWbIFbICTLIK aiHbiManbinapMeH, GackapyLubl
XoHe aybITKy acepiMeH (koopAuHaTanap) cunaTranagbl.

LWbIFbICTBIK KOOpAMHATanap — ON KpuTepuinep MeH LwekTeynepaiH 6GakbinaHbinatbiH
KOMMOHEHTTEPI, an aparnblk on — KipiCTIK acepaeH Tayenai XXeHe LWbIFbICTbIK anHbIManbifiapra acep
eTeTiH napameTpnep. Apanblk KoopauvHaTanap — newl, peaktop MeH pereHepaTop apanapbliH
GannaHbICTbIpbIN TypaTblH MaTepuangblk XXeHe aHepreTukanblk arblIHMeH cunattanagbl. Onapra
©HIM Kernemi MeH OHblH TemrnepaTypacbl, peakTop — pereHepaTopblHOaFbl KanWHay KabaTbiHbIH
AeHreni MeH TemenepaTpyachl, LMPKyNsaumsnaHaTbiH KaTanM3aTop WbiFblHbl MEH KaTanu3aTopAaarhbl
KOKC Kenemi xaTagbl.

MaTtepuangap MeH agicTtep.

3amaHayi MyHan eHgey eHAipicTepi XypeTiH ypaic e3-apa 6annaHbICKaH, Ken pexumMmai iLkKi
XynenepmeH cunattanagbl.

MyHan eHOeyAiH TEXHOMNOMUANLIK XXYMeciHe Xyrnenik maTemMaTtukanblk Moaenbaey aaiciH
nanganadHy kesiHae HakTbl MofenbAey MakcaTblH aHblkTan any kaxeT. LWbiHanbl kanebinTackaH
XKYWEHI TOMbIK KYPY MYMKIH eMeC — KOWbIfiFaH Macernere kapan MyHan eHaeyniH 3epTTeneTiH
TEXHONOMUANbIK KOHABIPFLICBIHLIH, MaTeMaTukanblk Mogesni Kypblnagel [7, 8].

Op-Typni KongaHbanbl ecenTepdi WeLy agicTepiHi, Oipi Mmogenbaey xaHe MmaTemMaTuKanbIk
apictepai namganaHy 6Gonbin Tabbinagbl. KentereH ecentepai TomblK Tangan maTtemaTtuKkanbik
dhopmanusaumsnay xaHe Kypaeni xxynenepgai 6ackapy, eHAIpicTiK HblcaH4apAbIH KypAeniniri MeH
aknapaTtTblH cananbl cunaTbIMEH Xy3ere acblpy MyMKiH 6onmManabl. OHAIPICTIH, AamMybIMEH kaTap
onapabl 6ackapy Kypgeniniri ecin kaHa komman, wewim kabbingay canacbliHa ga tanan Kyweneg,.
OnapablH HOTWKECIHEe acep eTeTiH kenTereH dhakrTopnapabl €CKepin LWeLliM Heri3iH XKoFapnary YLliH
XeTekwi MamangapablH, wewim kaboinganteiH TynFa (LWKT) nikipnepiHe genen, ecenTik Typae
HerisgenreH Tangay kaxeT. MamanHgapaaH kenin TYCKeH aknapaTTbl anbin eHAaey oficCiHiH Oipi
akcnepTTik 6aranay 6onbin Tabbinaael [9, 10].

OkcnepTTik 6aranay TaciniHiH, agicTeMenik Heri3i MaMaH aKCnepTTePAEH KaXeTTi aknapatThl
(cananbl GafanaHafaH TypAe) anbin, ©HAEN >XOHEe >XMHamnfFaH aknapaTTbl AalbiHAan LeLlim
kabblngaymeH KopbITbiHObINAHaAbl. KepceTkiwTepaiH kenmManainiri, kenenwemainiri >xaHe cananbl
9p-TYPNINiri HbICAHHbIH, XXYWEHIH GaranaHaTbiH TUiMAiNiriHe KaTbICTbl WbIHAWBI Kedeprinep 6onbin
Tabbinagbl. MyHOan xafganga ecenteynepdi nanganaHy mamadgapgbid, LUKT nikipi Herisinge
Xysere acagbl. MaceneHiH, KaHWanbIKTbl Kypaeninirii cesiHy, TyciHy WKT ankblH emec xarfganga
anbTepHaTUBTI KEPCETKILW WwamacbliH 6aranayaa, HeFypnbiM TMiMAi LWeLiM KabbingaybiHa MyMKiHAIK
Oepegi.

OnNeMEeHT XUbIHTbIFbl MeH OnapAblH apacbiHAarbl BannaHbIC Xyhe KypbinbiMbl XXeHiHAe
TYCiHiKk 6epeai. OHAIPICTIK XyMeHi MaTemaTuKanblK Heridgeyae >xekenereH yHKuuanap, SfFHW
Xymege >XypeTiH ypaic anropuTiMmi kapacTolpbinagel. MyHaam KypbinbiM Herisgemeci makcaTtka
XeTyre okerneTiH yHKUMOHanNAblK amangapabl, Xyrhe opblHAauTbiH 6aranaywbl dyHKUnanapabl
navganadfaHga xysere acagpl. Kenbip canbicTbipy aTannoHgapbl 6onfFaH xargamaa >KyWeHiH
cananblK XXeHe kenempik cunatTtamacbiH eHridyre 6onagpl. Kenemgik cumnatramaHbl €Hridy YLUiH
3TannoH MeH bGepinreH cunatrama apacbiHOafbl KaTblHacTbl 6ingipeTiH caH eHrisineqi. XXyneHi,
cananblk cunatTamachl 9KCNepTTik baranay a4icCi »kaHe ankblH EMEC XMblHOAP TEOPUACHI KOMETMEH
aHblkTanbiHagbl [11]. ©HAipicTik >kafganga kebiHece aKkcnepTTepre >KafFganapl, TayenainikTi,
Kenemgik napameTtprep acepiH 6aranayga KublHObIK TyblHOaWabl. MyHaanm >kargannapga avkblH
eMec opTafa aKcnepTTik 6aranayabl Xyprisyre Typa Kenegi, ssfH1 cananblk capantama.
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OkcnepTTik OGaranaygbl kenecigew Herisri atantapra 6Oenyre 6onagbl  (cypet  3).
TexHONornanblK HblICaHHbIH, ONTMMangbl XXyMbIC PEXUMIH TaH4ay YLiH WwewiMm Kabbingay ypAaiciHin,
Herisi [12, 13] aBTOpnap *yMbICblHa Herizgenin xyprisingi.

MKT
JxccmeprTix Garanayanim makcaTsl
MeH ecelil KalBIITACTEIRY

|
[ MinaeTTiH KoRBLTVBI J
|

Backapymsl Ton

TanceipmaIapasel TYCIHIIPY

HaTr:Eenepai TYCIHIIPY

Cayanmama
AHKETACHIH KYpPY

)

Sxcmeprrepai SxcmeprTey
TAaHIAY TACLIIH TAHIAY

Sxcoeprrepaes
cayaTHaMa aay

Hormaenepai HaTm:xexepai
erzey Taagay

Cypet 3 — OkcnepTTik 6aranaygblH, HEri3ri aTanTapbiHbIH KYPbUTbIMAbLIK cynbackl

OkcnepTTep ©34epiHiH OiniMi MeH npakTukanblk Taxipubenepi HerisiHge >xocnapablH
npakTuKaga opblHOANMManTbiH HEMEece anaTTblK XXafgannapFa anbin KeneTiH Hyckanapbl 6onca,
onapAbl XocnapgaH anbin Tactayfa TWic. Anbin TacTanfaH XocnapablH 8p BapyaHTbIHbIH, HESIKTEH
anblHFaH cebebi Herizgenyi kaxeT. XKocnapga kanfaH 6apnblk BapuaHTTap 6oMbIHLLA SKCNepTTep
Kipic napameTpnepiHiH, 6epinreH KaTbiHacbl HbICAHHbIH, LULIFBIC NAapaMTpfiepiHe Kanam acep eTeTiHi
cananblk Typae Garanangbl. baranay Tepm-XunblHOap HerisiHae opbiHaanagbl. Erep akcneptrep
XocnapablH kenbip HyckanapblH 6aFranayaa ceHimcia 6onca, oHaa MyMKiHAIrHWe 6yn Hyckanapabl
XOocrnapFa CeMKeC Xy3ere acbipbin, HaTwkenepiH 6Gafanay kaxeT. 3epTTey HbICaHbiH Tangay
HerisiHOe «aWKblH €eMmec» 3KCNepUMEHTTEpPAiH TONblK Xocnapbl Kypblnagbl. byn »xocnap
AKCMEPUMEHTTEPAI MaTeMaTuKanblK >Kocnapnay TocifniHe CaMkec xacanagbl, MyHOa caHAablK
AepeKTep OpHbIHa onapablH XyblKLLa MaHAepi arkblH eMec caH TypiHae KongaHbinagbl [14].

OkcnepTTik 6aranay HeriziHae 3epTTeNiHETIH HbICaH Typarsibl XXanmnblfaHFaH aknapar anbiHbIf,
aKcnepTTepre MakcaT peTiHOe OepinreH HoTwkKe anblHagbl. JKCMEepPTTEpPAiH  KeKenereH
OaranaynapblH eHaey KesiHae cananbl (avKkblH emMec) Tacingep kongaHoinagbl. benrini 6ip Tacingi
TaHgay LwewineTiH MaceneHiH kypgeninirine, dopmacbkiHa, aKCnepTTepAiH, nikipnepiHe cymeHin
anbiHagbl. Ken xafgannapga cayanHama HaTWXKenepiH eHaeyae MateMaTukanblk CTaTUCTUKanbIK
TOCiN KongaHbingbl.

1. Kanbintactblpy KOpbITbIHABICEIH 6Garanay. Jkcneptrep Tobbl ©Genrini Gip HbicaHAbI

Garanagpbl genik, oHga X j — ] -wi akcnepTTi Garanay, j=l_m, MYHOa M — 3KCnepTTep CaHbI.
CoHbIMeH akcnepT ToObIHbIH Aanaik 6aranaybl, opTawa apudmMeTrka TypiHOe ecenTenmis:
>
X =45 (1)

2. HbicaHHbIH KaHLanbIKTbl MaHbI3AbINbIFbIH aHbikTay. MyHaa anbin oTblpFaH akTopAblH
KaHLLanbIKTbl MaHbI3abINbIFbl 6aranaHabl. byn xarganga ap-0ip dhakTop canmMarbl (MaHbI3abinbiFbl)

aHblKTanblHagbl. Xij—j-UJbI akcnepTneH i-wi dakrtopabl 6Garanay, i=1n, j:m n —

canbICTblpaTbiH ()aKTopsiap caHbl, M — 3KCNepTTep caHbl. byn xarganga 6apnbik akcnepTTepAiH
baranaybl (w;) TeH bonagbl:
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Wi =N ’ (2)

MyHAa Wi — j-LUi 3KcnepTTiH, 6aranaybl 60MbIHLLIA i-LUi HbICAHHbIH Canmarbl.

3. OkcnepT nikipnepiHiH, WapTTbl yunecimainik aspexeci. bipHewe akcnepTTepaiH ou
nikipnepi Oip xepaeH Weiknay MyMKiH, 6ipak on anbipMallbifblK lWaMacbkiHbiH, MaHbI3bl 30p. TONTbIK
Oaranay xekenereH mamaHgapAplH xayanTtapbl 6ip XXepAeH LUbIKKaH XKafganaa faHa ganekTi 6onbin
caHanagbl.

R = Xmax — Xmin,
MYHAA Xmax, Xmin— HbICAHAbI MakCMManabl xxaHe MUHUMangbl 6arananynap.

OpTawa kBagpaTTblK ayblTKyblH aHbIKTalMbI3:

m 2
2 (x o~ Xj
J
. 3)
m-1
MyHOa Xj — ] -wi akcnepTTiH 6aranaybl; M — aKcnepTTep CaHbl.
Bapuaumsa koadpdpmumenTi (V), nanbi3beH epHekTeneaq;:
Vv :)_(2*100% (4)

9

OKcnepTTiKk Tocinaepai KonaoaHFaHoa aaeTTe OipaeH akcnepTTepadiH on-nikipnepi carkec

kenmengi. CoHObIKTaH SKCNepTTepAiH OM-MiKipriepiHiH, Kenicywinik (ConKecTik) enwemiH caHgblK

Oaranay XoHe CoWKec kernmey cebenTepiH aHblKTay KaxeT Gonagbl. OpuHe, Kenyciwinik enwemi

(wamachbl) akcnepTTep TOObIHbIH CTaTUCTUKanNbIK AepeKTepi HeridiHge aHblkTanagpl. Wamanap —

10eH +71z2e peniHri amnana3oHga e3repyi MyMKiH. Tonblk yunecimginik kesiHge 6Garanay
KoadpduumeHTi Bipre TeH,

Backapy KypblfbICbIHbIH y — WHIFBICTBIK; x =|x},...,xn) — KIpiCTik napameTprepi. xi(i :L_n)

YLWiH AeTepMuHAi Wwama 6epemis, an y -ke arikbiH emec Wwama 6epewmis. KepceTinreH aHbimanbinap
apacblHaarbl MaTemMaTuKanbIK ToyenainikTi ankblH eMec perpeccus TeHAeyiMeH epHEKTENMI3:

Y=, (X0 X)) (5)
MyHOa ~ — alKblH eMec onepaTtop.
JkcnepTTik 6aranay HaTuXeciHae (xli’xzi ,...xni,yi) KIPICTIK (LUbIFbICTBIK) aWHbIManbinapbiHbIH

N wamachbl anbiHAbI.

Ndenmudpukayusinay macirii. WpoeHTndnkauuanayabiH SacTtankpl aTanbiHOa
aHblKTanblHaTbIH WaMa YpAicTiH, cananbl TangaybiHaH Typagbl. An eKkiHWwi aTanTa 3epTTeniHeTiH
HbICaHHbIH, Tanan eTineTiH KacuMeTiH kaMTamachl3 eTeTiH, baFranay TeciniH TaHgay Herisri miHaeT
©onbin Tabblnagwl.

Perpeccust XublHbIHbIH, aWkblH emMec TeHaeyi TypiHae OenHeneHreH, mMatemaTtukanbik
MOZenNbAi KapacTblpaMbi3:

5 _ = n n n T o
V) = Qoj + Xie1 Gij x5 + Ximg Xj=1 ik XijXkj) j=Lm (6)

MyHOa Y| — XyWeHiH aiikbiH eMeC LLbIFLICTbIK NapaMeTprepi (nokanbabl KpUTepuinnep); Xi,

Xij — MOAenbAenTiH XYMNEeHiH ernweHeTiH KipicTik napameTtpnepi (backapylwbl acep); Za“oj,aij,aikj -

GaranaHaTbiH aKblH eMeC KoahumLmeHTTep.

[eHren XnblH TYCiHIriH Nanganady, ankblH eMec perpeccusa TeHaeyiH kapananm perpeccus
TeHaeyiHe kenTipedi. MyHaan Tacin kepceTinreH ecenTtepi WeLly YLWiH Kraccukanblk perpeccus
94iciH nanganaHyra MyMKiHAiK 6epegi [15, 16].

Hatuxenep MeH Tankbinay

OKCNEePUMEHTTIK-CTaTUCTUKambIK XOHEe 9KCMepTTiK ManimeTTepai enaey HaTuxeciHae,
coHan-ak arKkblH eMec opTaja MoaenbAey Tocini HeridiHae perpeccopnapibl Ti30ekTen Kocy
TOCINiHIH MAEeACbIH KongaHa oTbipbin (CTPYKTypanblk naeHTudukaumanay), R-0101 kpekuHrTey
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peakTopbiHbIH, MoAenbAdepi 6onaTtbiH, KeNneci XWUbIHTbIK ankblH €Mec perpeccust TeHAeYy KYMECI
anbiHgb! [17]:
Yy = loj + Xieq Aij Xij + Y7oy Xieq Aijic Xij X)) j=24 (7)
MyHOa Y, — KpekuHr eHimi KypamblHAarbl KaHblknaraH kemipcytektep (1%-aaH apTbik emec (g));
93 — KPEKMHT BHiMi KypaMblHAafbl KYKIpT (g 0,00005%);

374 — KPEKUHT eHiMi KypaMblHAafbl CyAa epuTiH KbilKbINAap MeH cinTinep (wamameH (=)
0%); X1 — LIKKi3aT-Tikenen avpganfaH 6eH3uH (45+-80 m3/caF); X, — peakTopaarbl KbicbiM (20+35
kr/cm?); x3 — TemnepaTtypa (500-510°C); X4 — WKkKi3aT 6epyaiH kenemaik xoingamabirsl (05-TeH 5 car
! peiin); xs — CKI aiHanbIMbl — cyTek/keMipcyTek kaTbliHacbkl (200+500 Hm3, 1 M3 wukisaTTarbl

~ o~

anHanbiMapl ras); aoj ) aij ) aikj — perpeccusiHblH, aHblKTanaTbliH alKblH eMec KO3 hULUMEHTTEPI, peT
GonblHWa: 60C MyLUe; CbI3bIKTbIK acep Xi, i=1,5, j=1,4; kBagpaTThl XXaHe e3-apa acep Xi, Xy, ,k=15,

i=1,4 xakwanapaa napameTpnepaiH MyMKiH 60naThiH XoHe KaXeTTi MoHAEepi KepceTinreH.

3epTTey XoHe ManiMeTTep uHay GapbiCbiHAA peakTopAblH LUbIFbICbIHAAFbI KPEKUHI OHiMi
kenemiH (y1) Garanayra XeTKinikTi ctaTucTukanblk ManimeTtep anbiHAabl. CoHAablkTaH 1 (43-78

m3/caF) MeH Kipic, peximaik napameTtpnep Xi,i =15 apacbiHOarsl matemaTtukanblk 6annaHbIC

XUBIHTBIK  KOppensauus Tacini apkbiibl aHblkTangbl. KpekuHr eHiMi kenemiHiH, — y; (R-0101
PeaKTOPbIHbIH LWbIFbICHI) Kipic-peXxXuMaik napaMmeTprepiHeH (X, i=1,5) MaTemMaTukanblk GainaHbiCbl

CbI3bIKTbIK EMEC XUbIHTbIK perpeccus TacinimeH aHblktangbl. OHbIH Henaik (Hemece Herre XakblH)
koadhpuLMeHTTepi 6ap KocbiHAbINAPAb! anbin TacTaraH COH KypbInbIMbl Keneciae:

y1=f1(X11,X21,X31,X41,X51)=7.00+O.233X11+0.130X21+0.011X31+2.333X41— 0.0175xs,
+0.0031x11%+0.0048x%21%+0.00003%312+0.7778%41°—0.00004-X51%+0.001 7X11X21
+0.00015xX11X31+0.03111x11X41—0.00023X11X51 +0.08642-X21X41—0.00065-X21X51

+0.00730-X31 Xa1

i=05, j=25

KenTipinreH TeHgeynepaeri 6enricia ankblH emec koadduuMeHTTepAi 5”,

XoHe aikj,i =l,_5, k =Z|T5, j= ZE’ noeHtTudumKauuanay yuwiH, eHiMHIH cana KepceTKilTepiH
cUNaTTanTbIH alKbIH EMEC XuUblHAAp Keneci a-geHrenni xneliHaapra 6eningi: a = 0,5; 0,85; 1. Tangan

anblHFaH AeHreire 6annaHbICThbI Kipic X, 1 = l,_5, j= 1,_5 XKOHe LWWLIFbIC V2, V3, Y4 NApaMeTpnepaiH ap

ij?
aq(Q =1,_3 ), AeHrenaeri MaHaepi 6akbinangbl. 2KUbIHTTbIK perpeccusiHbIH, ankbliH eMEeC TEHAEYNEPIHIH,

ap dq AeHrennepiH, aFHM R-0101 peakTopblHbIH ©HIM canacblH aHbIKTaNTbIH MoLEenbAep XKyneci
aHblKkTangbl. AnblHFAH ©pHEKTep XWbIHTbIK PerpeccusiHblH TeHaeynep Xymeci GonfaHablKTaH,

onapablH KoahdULUNEHTTEpPIH agq I =a5, J =ﬂ q=173 naeHTMduKauuanay ecentepi, XUbIHTbIK

perpeccusanapablb, napameTpnepiH baranayablH Knaccukanblk ecentepi peTiHae wewineni. CoHfbl
ecenTepai LWewy YWiH XWbIHTbIK perpeccusaHblH, Genrini  anroputmaepi mMeH OEM-HbIH
MaTemMaTUKanblk KamTamacbi3gaHablpyblHA KipeTiH CTaH4apTTbl NporpaMmanapbliH - Kongany
apKbIrbl, KPEKUHI ©HIMi LUbIFLICLIHBIH, peakTop TemnepaTtypacbiHa 6annaHbICbiH cunaTTanTbiH
rpacouri anbiHabl (CypeT 4).
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Temmeparypa, °C
CypeT 4 — KpeKkrHr eHiMmi LWbIFbICbIHbIH peakTop TemnepaTypacbiHa 6annaHbiChbl

MapameTpnepaiH ilwiHeH (kaTanuaaTop kenemMiH kebenTy, MakcaTTblK OHIM KeneMmiHiH a3atobl,
T.6.) GipeyiHiH e3repici Gapnblk kanfaH napameTpnepaiH earepiciHe okenepni, on e3 keseriHae
KOHObIPFbI XKYMbIC PEXUMI pernamMeHTiHiH e3repiciHe akernyi MyMKiH.

PeakTop-pereHepaTopbIHbIH, 9KCNEPUMEHTTI-CTAaTUCTUKAIbIK XXKOHE SKCMEPTTiK ManiMeTTepiH
eHeY apKbinbl, COHbIMEH KaTap perpeccopnapablH Ti30eKTen Kocbiny a4iciH nanganaHbin, ankbiH
emec mogenb (AEM) [19] xeHe norunkanbik mogens (JIM) [20] anropuTmi HeridiHae alikblH emec
opTaga mMaTeMaTtuKanblk MoAernbai CMHTE34eY apKblfbl KeNnecigen XublHTbIKTbI, canarnbl perpeccus
)KOHEe LapTTbl NOrMKanbIK KOPbITbIHABINAY XyNe KypbinbiMbl anbiHAbI.

RO1 5 5 5

Y1 T =ap + 2 aiX + 2 2 ajkXi Xk (8)
i=1 i=lk=i
RO2 5 5 5
Y1 T =ag + 28X + 2 2 ajk XXy 9)
i=1 i=lk=i
RO4 2 2 2
Y1 =a0+_z aiXi +_Z Zalkxlxk (10)
=1 1=1k=i
Yy = Aoy + Xi=y Qi Xij + 2oy X3 Aijie Xij Xk j=1 (11)
5/\:] = d0]+Z?=1dl] xij +Z?=lZ?=1aijk xijxkj, ] = 3,7 (12)

MyHaa leOl, leoz’leo4_ pet 6GonmbiHwa, R-01, R-02 xeHe R-04 peaktop-pereHepatop

LUbIFbICbIHAAFbI KaTanmM3aT Kenemi;
Vi, j=1,2 — peT 6omblHLWa, OTbIHABIK ra3 xxaHe CKI™ kenemi;

Yirl= 3,7 - KPEKMHT eHiMiHiH cana kepceTkiTepi, peT 6orbliHWwa, OKTaHabIK caHbl ( Y;

— MOTOp Tacini borbiHWa 86 kem emec), hpakumanbIK Kypam (bacTanksl kKanHay TemnepaTypach! V4
-350°C kem emec, COHfbl KanHay Temnepartypachbl )75 - 500°C apTblk emec), KypaMblHOA KYKIPTTiH

yneci ( VG —0.5% mac, aptblk emec), 100 mn.

PeakTop LWbifbicbiHAafFbl kKaTanmaar ( y1R°1, le02, le04 ) aHe CKI™ kenemiH (y2) aHbIKTanTbIH

mMoZenbaepai napameTpnik naeHtTudukaumanay Hatwkenepi (2.21) — (2.22) TypiHae KenTipinrex:

y1R°1 =f1(X1,X2,...,X5) = 0.39848x1 + 12.15385%, + 0.03211x3— 0.98375x4+
0.01975xs + 0.00494x:2 + 9.34911x.%2 — 0.00007x3%— 0.03792x42 +
+0.00005x%52+0.22788x1X2+0.0001x1X3+0.00197xX1X4 +0.00049x:1X5 + (13)
+ 0.03705x2x3 — 0.48615x%5 x4—0.00064-X3 X4

YRO2 =f1(x1,Xs,....,Xs) = 0.39500x; + 12.10769x, + 0.03186X3— 0.98375x4+
+0.01967xs + 0.00504x,%+ 9.31361x,%— 0.00006x5>— 0.04099x.+
+0.00005x%52+0.22989x1X>—0.00010x1X3+ 0.00207X1X4 + 0.00049X:1Xs (14)
+ 0.03676X2X3 —0.50448-X2 X4—0.00066X3 Xa
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le04 =f1(X1,X2,...,X5)= 0.39898x; +12.07692x, + 0.03158x3— 1.02391x4+

+0.01962xs + 0.00507x:2 + 9.28995x%,2 — 0.00006x3? — 0.04452x4> +
+0.00005x52+0.23018x1X2 —0.00010x1X3 +0.00217X1X4 +0.00049x1 X5+ (15)
+0.03645x:x3 — 0.52508x, X4 — 0.00068x3 X4
Y2 = fo(X1,X2,...,X5) = 500.0x1 + 7142.8571x> + 10.101x3 — 1458.3333x4 +
+25.0x5+6.25%12+5102.0408x,2+0.0204x3°— 60.7639x4%+ 0.0625x5%+
+178.5714x1X2 +0.2525X1X3— 15.625X1X4 + 15.625X1X5 — 297.619XoX4— (16)
+2.5252x3x4 —0.05051%3 X5 —1.0417X4 Xs
2.5-cypeTiHae TisbekTeri coHfbl R-0102 peakTop wWbIFbICbIHAAFLI KaTanmM3aT KenemiHiH
peakTop TemnepaTypacbiHa KaTblHAChl rpaduri TYpPFbI3bIiFaH.

Karatmsar kezemi, M3icar

= \ , , , ,
514 516 518 520 522 524 526 528 530
Temnepatypa R-0102, *C

Cypert 5 — Katanusart kenemiHiH, peaktop TeMmnepartypacbiHa Toyenainiri

KonapblprblHbl 6ackapy kesiHge LWKT esiHiH TaxipubeciHe cyrieHeni. Cebebi peaktop-
pereHepaTopAarbl TeMnepaTtypa LWwamachkl eTe Xofapbl XblfigamablKneH e3repyi MyMKiH (MUHYTbIHa
20°C penin), on WWKT gep kesiHae, kateci3 apekeTiH kaxeT eTefi. Con cebenti KKK 6ackapyaa LUKT
kanbintackaH (dopmanu3oBaHHbIA) XyYMbIC ToxipubeciH nanganadFad Tuimai. XKyprisinreH
3KCNepTTiK cayanHama MeH Gafanay HaTwXenepi KaxeTTi napameTpriepiH esrepte oTbipbim,
TEXHONOIUANLIK YPAiC XypiciH aypbic 6baranayra MyMKiHAIK 6Gepefi.

KenTipinren KKK Herisri arperattapbiHblH, Mogenbaepi kemeriMeH Kipic napameTprepiHiH
WbIFbIC NapameTpnepiHe, siFHM OHIMHIH Kernemi MeH cana KepceTkillTepiHe acepiH mMogenbaey
apKbINbl MakcaTTbl ©HIMHIH (KofFapbl cananbl 6eH3VH KOMMOHEHTTEPIHIH) Kenemi MeH canacblH
apTTbipaTblH peXUMAI aHblKTayFa 6onagbl.

KopbITbiHAbI

KKK MbicanbiHOa TeXHOMOrNAnNbIK XYWEeHi Xynenik modenbaey YWiH MoAaenbaep KelleHi
NakeTiH )kacakTay cypakTapbl 3epTTeniHai, Mmogenbaep KewweHiH Kypy KpuTepunnep aHblKTanbiHAabI
»oHe KKK TexHonorusnblk KeleHiHiH apbip arperattapblHbiH TMiMAI Mogenbaep TUni TaHaanbiHbIN,
COHbIH HeridiHae kecTe Typfbi3binabl. Mogensaep KeweHiH Typfbldy aAici, MMHIBUCTUKanNbIK ToCin
HeriziHge, KorkeTiMAi Typni cunaTTafbl aknapaTTbl €ckepe OTblpbif, 8p-Typni  TunTeri
(oeTepmuHaenreH, ctatMcTuKanbl, ankblH eMec, apanac) arperat MOAEeniH Kypy >xaHe onapabl 6ip
nakeTKke XacakTray ycCbiHbINAbl. ¥cbiHbiFaH Tocin KKK Herisri arperattapbiHbIH, Mogenbaep nakeTiH
KypYy KesiHae Xy3ere acbipbingpl.

AMKbIH €eMeC KipiCTiK XoHe LbIFbICTLIK MNapameTpnep XargawmblHga, MyHan eHaey
TexHonornaAnblk KeweHi KKK texHonorvanbik ypaiciH Tvimai 6ackapy anropuTmi xacakTanbiHbin,
anKkblH emec opTafa TexXHOMNOrMANbIK KelleHHiH MaTeMaTukanblK cunaTbiH XKeTingipy kesiHae,
3KCnepTTep KepceTkiwTi kenemaik Oaranan anmaraH >xafrganga, akcnepTTik Oaranay oficiH
nanganadHy macenenepi septrengi. JIMHrBucTukanbIK ToCin Herisinge, cananbl aknapart kemeriMeH
alKblH emMec opTaja 9KCNepTTiK cayanHamaHbl YMbIMAACTbIPbIN XYpridyre MyMKiHAIK 6epeTiH
aKcnepTTiK Baranay aici yCbiHbINAbI.

KpekuHrTey ypaici Herisri napameTpnepiHiH, eHAeneTiH eHiM — KaTanuaaTTblH, CaHAbIK XoHe
cananblk acepi 3epTTeniHai. 3epTTey HoTUXKeNepi MeH XUHanfFaH caHablK XXaHe canarnbl aknapaTTbl
eHaey OombiHWwa R-0101, R-0102, R-0104, R-0105 peakTop-pereHepaTopfapbiHblH, Kypama
MoZenbaepi Kypbingbl.
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ONTUMU3ALUA PEXXMMOB PABOTbl TEXHOJIOTMYECKOW YCTAHOBKMU MNYBOKOMN
NEPEPABOTKU HE®TU B HEYETKOW CPELE

B cmambe paccmompeHbl mMemoObl MOOenuposaHusi 8 MHO20KpumepuarbHbIX yciaoeusix Ons
onmumu3ayuu ynpaesieHusi ycmaHO8KOU Kamanumu4yecko2o KpekuHea. [lpueedeHbl mymu noebiueHuUst
aghghbekmusHOCMU MEXHOJI02UYECKUX KOMIIekcos8 arybokol nepepabomku Hegmu nymem MpuHImMusi
peweHuli Ha 0CHo8e MameMamu4ecko2o modenuposaHusi. PopmMuposaHb! U MOyYeHbl MamemMamu4yeckue
nocmaHo8Ku 3adayu onmuMu3ayuu MEexXHOJI02USYEeCKUX CUCMeM Ha fpumMepe OonmuMu3auuu pPexumos
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pabombi ycmaHOBKU Kamarnumu4eCcKoe0 KpeKkuHea Ha OCHoge Memodo8 meopull HeYemKkux MHOXecme u
3KcrnepmHoU OUeHKU, paspabomaHbl UX PEWEHUS.

Ha ocHoee cobpaHHOU KadecmeeHHOU UHghopMayuu U pe3ynbmamos uccriedogaHulli co3laHa
MamemMamu4eckas MoOeslb peakmopa U Ha OCHoge co30aHHOU Modesiu cqhopMupo8aHbl 3adadu yrpasieHus
rno ebibopy aghghekmusHoeo pexuma pabombl MmexHonosu4eckol cucmembl. Ha ocHose mnosy4YeHHoU
aKkcriepmHol uHgopmayuu co30aHbl npasusia basbl daHHbIX, onuckligarouue pabomy 8xodHbIX napamempos
6r10Kka peakmopa Kamanumu4yecKo20 KpeKuHaa.

Knrodesble crioea: Hedemkas ro2uka, 3KCrepmdasi OUeHKa, MpuHamue peweHus, anzopumm
onmumu3ayuu, MamemMamuyeckasi MOOe b, Kamanumu4ecKul KpeKUuHe.

D. Kozhakhmetova*, A. Adylkanova, R. Nazarov
Shakarim University of Semey,
071412, Republic ofKazakhstan, Semey, 20 A Glinka Street
"e-mail: dinara_kozhahmetova@mail.ru

OPTIMIZATION OF THE OPERATING MODES OF A DEEP OIL PROCESSING PLANT
IN A FUZZY ENVIRONMENT

The article considers methods of modeling in multi-criteria conditions for optimization of management
of the installation of catalytic cracking. Ways of increase of efficiency of technological complexes of deep oil
processing by making decisions on the basis of mathematical modeling have been given. Mathematical
formulations of the problem of optimization of technological systems on the example of optimization of
operating modes of the catalytic cracking installation on the basis of the methods of the theory of fuzzy sets
and expert assessment have been formed and their solutions have been developed.

On the basis of the collected qualitative information and research results, a mathematical model of the
reactor was created and on the basis of the created model, management tasks were formed to choose an
effective mode of operation of the technological system. Based on the obtained expert information, database
rules describing the operation of the input parameters of the reactor reactor catalytic cracking unit have been
created.

Key words: fuzzy logic, expert evaluation, decision making, optimization algorithm, mathematical
model, catalytic cracking.
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WHTENJNEKTYAJIbHbIE CACTEMbI YIPABJIEHUA ANEKTPUYECKOWU MOLLHOCTbIO
PYOHOTEPMUYECKUX NEYEU HA BA3E NPOrPAMMUPYEMbIX KOHTPOJIJIEPOB

AHHOmauyus: B cmambe paccmampugaemcs pa3pabomka uHmesnekmyasnbHoU cucmems|
yrpasneHusi 3afeKmpu4ecKoll MOUWHOCMbI pyOHOMepMuU4YecKux rnedel Ha base npoepammupyembix
noauyeckux  koHmposnepos  (IMJIK).  YnpaeneHue  anekmpuyeckol  MOWMHOCMbIO 8
pPyOHOMeEpPMUYECKUX revyax sensemcs CroXHoU 3adadvel, ces3aHHOU C HeobxodumMocmbio
onmumu3ayuu 3HepaornompebrieHus U ro8blWeHUs npou3eodumesnibHocmu npu MuHUMU3auyuu
u3Hoca obopydosaHus. lMpednoxeHHas cucmemMa yrpasneHus 6asupyemcs Ha npumeHeHuu /1K e
codemaHuu ¢ asizopummamu UCKYCCMBEHHO20 UHMessiekma, 4mo o3eosisiem OoCyuwecmernsims
MOHUMOPUH2 U asmoMamu4yecKoe peaynuposaHue paboyux napamempos rneyu 6 peasribHOM
8peMeHU.

Llenbto daHHOU pabombi ferisiemcsi co30aHue cucmemMs! yrpasreHus, Komopasi criocobHa
adanmuposambCsi K USMEHSIIWUMCS  ycriogusiM  pabombl  nequ, OnmMuMu3upysi pouyecc
nompebneHusi 3Hepauu U ynydwas cmabunbHocmb pabombl cucmembl. B cmambe makxe
npedcmasrneHbl Memodbl uHmezpayuu /1K ¢ damyukamu, obecrnequsarowumu cbop OaHHbIX, a
makxxe an2opummbl aHanu3a u rnpoeHO3Upo8aHUsi, OCHOBaHHbIE Ha HelpocemeeabiX MexXHOM02UsIX.
UccnedosaHue rnoka3sbigaem, 4mo 6HeOpeHue makol cucmeMbl yrpaerneHusi o3eonsgem
3Ha4YumesibHO CHU3UMb 3Hep2ornompebrieHue, yMeHbWUMb Hagpy3Ky Ha arnekmpoobopydosaHue u
ynyqwums obwyto aghhekmueHoCcmb pyOHOMepMUYeCcKoU rneyu.

lMpedcmasrneHbl skcriepuMmeHmarbHble 0aHHblIe U cpasHUMeribHbIU aHanu3 paboms! neyu
00 u nocne 8HedpeHUsT UHMeIeKkmyarsnbHOU cucmeMsl! yripasneHus. Pe3ynbmamel nokasbigaom,
umo uHmersnneKkmyanbHas cucmema yrnpaeneHus ¢ ucronb3oeaHuem [1/IK crnocobcmeyem
yAyqweHur cmabunbHOCMU rpoyecca, CHUXEHUKO 3KCIlyamayuoHHbIX 3ampam U y8esludyeHuro
CpoKa criyxbbl 060opydosaHus.

Knrouyeeblie cnoea. PyO0Homepmudeckue re4yu, rpospaMmMmupyeMbie  J102udecKue
koHmponnepbl (1K),  ynpasneHue  anekmpu4Yyeckol  MOWHOCMbIO,  asmomamus3ayus,
onmumu3ayusi aHepaonompebrieHusi, cucmeMb! yrnpaenieHus, UHMesIeKmyarsbHble CUCMeMbI,
rpou3800CMBEHHbIE MPOUECCHI.

BBepneHune
B ycnosusx rnobanbHoOM 3Heprocbeperarowen nosiMTMKU U CTPEMIIEHUS K MOBLILLEHUIO
appeKkTnBHOCTH NpOV3BOACTBEHHbIX npoLeccos, aBToMaTtum3sauus yrnpasneHus

prI'IHOFa6apI/ITHbIMVI QHEepPreTM4eCKMMmn yCtaHOBKaMn, TaKMMWU KaK PyAHOTEPMUYECKUE TEe4MN,
CTaHOBUTCA KPUTUHECKU Ba)XHOW 3agadven. Py,EI,HOTepMVI‘-IeCKVIe neym urparT Kro4eByH pPOJib B
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MeTannypruieckorn npoMbIWIEHHOCTN, obecnevvBas MnaBky pydbl M BbIMyCK HeobXxoauMbIX
MeTannoB, OOHAKO YyMpaBfieHNne WX 3NEeKTPUYECKOM MOLLHOCTbIO TpebyeT 3HauMTenbHbIX
3HeprosaTpar 1 CTPOroro KOHTpons. HecbanaHcMpoBaHHOE NN HEJOCTAaTOYHO TOYHOE yNpaBreHne
MOXeT nNpUBECTM K nepepacxogy pPecypcoB, yXyAWEHW0 KadecTBa  MNpoAaykuun u
npexageBpeMeHHOMY M3HOCY 060pyAOBaHWUS.

B TpaavuMOHHbBIX cucTemax ynpasneHus pyaHOTEPMUYECKMMY NeYaMm HYacTo NPUMEHSIOTCS
nporpammupyemble norndeckne koHTponnepsl (MJ1K), koTopble obecneunBaloT aBTOMaTU3aALMIO
MHormx npoueccoB. OgHako coBpeMeHHble TpeboBaHMS K 3HEeprodaddEKTUBHOCTU U TMBKOCTU
NPOV3BOACTBEHHbLIX CUCTEM  BbI3bIBAlOT HEOOXOAMMOCTb  WMHTerpauum 6onee  CMOXHbIX
WHTENNeKTyanbHblX CUCTEM YMpaBfeHUd, KOTopble MOryT onepaTUBHO adanTupoBaTbCs K
NM3MEHSIOLWMMCSA YCMOBUSM B pearnbHOM BpeMeHu. [puMeHeHne HenpoceTeBbIX anropuTtMoB B
CcUCTEMax ynpaBIieHUS 3NEKTPUYECKOW MOLLHOCTbIO PYAHOTEPMUYECKUX Medert No3BonseT He
TONMbKO MOBBLICUTb TOYHOCTb U HAOEXHOCTb paboTbl 060pyaOBaHMSA, HO U CHU3UTL NOTpebneHue
3Heprun, 4YTO B CBOK OYepedb YMy4yllaeT 3KOMormyeckMe rnokasaTenu u 3KOHOMUYECKYHO
3 PEeKTMBHOCTb NPOU3BOACTBA.

Taknm obpasom, paspaboTka MHTeNnekTyanbHOM cuctemMbl ynpaenenus Ha 6ase MK ¢
UCMOMb30BaHNEM  HEMpOCETEeBbIX  TEXHONOrMnM  ABAGEeTCA  akTyanbHOWM  3ajaden  gngd
MeTannyprmieckorn npoMbllWfeHHOCTU. BBegeHne Takmx peweHMn no3BoNuUT  JoBUTLCS
3Ha4MTENbHbIX YCMEXOB B  ONTUMWU3AUMM  MPOU3BOACTBEHHbLIX MPOLLECCOB,  MOBbILEHUN
9HeproaHEKTMBHOCTM N COKPALLLEHUWN SKCMyaTaLMOHHbIX 3aTpaT. HacToswan paboTa nocssiLeHa
nccnepoBaHnto M pa3paboTke  CUCTEMbl  YNpaBfieHUS  3NEKTPUYECKOM  MOLLHOCTbIO
PYOHOTEPMUYECKUX NEYEN C y4eTOM 3TUX NepeaoBbIX TEXHONOMMN.

Mporpammupyemble rnorM4eckue KOHTponnepbl B YynpaBNeHUM MOLUHOCTbLIO
PYAHOTEPMUYECKUX NeYyen

Mporpammupyemble normdeckne kKoHTpomnepbl (MJIK) wupoko ucnonb3ywTca Ons
ynpaBrneHnsa TEeXHOMOrM4yeckMMKn mnpoueccamm B pPasfnyHbIX OTpacnax MpPOMbILSIEHHOCTH.
MpumeHeHue MJIK B ynpaBneHun pyaHoTEPMUYECKMMM NEYaMM NO3BONSAET:

e aBTOMaTMYECKM perynmpoBatb MOLIHOCTb MeyM B 3aBUCUMOCTU OT  U3MEHEHUN
NPOM3BOACTBEHHbIX YCNOBUM,

e OMEepaTMBHO pearMpoBaTb Ha W3MEHEeHUs TemnepaTypbl nNnaBfeHusa W apyrue
TEeXHONorM4yeckme napameTpbl;

e BECTU MOHUTOPWHI COCTOSHUA ODOpyAOBaHUS B pearlbHOM BpeMeHW M npefoTepawaTb
aBapUnHbIE CUTyaUnn.

B npouecce ynpaBneHus anekTpnuyeckom MOLLHOCTLIH) KOHTPOMepbl NonyyarT AaHHbIe C
AAaTYMKOB, PaCMOSIOKEHHbIX B KIOYEBbIX TOYKaxX CUCTEMbl. JTO NO3BOMSET Noa4epXuBaTb
CTabunbHble YCMOBUSA MMaBMeHUs MU CHWXaTb NoTepu 3Hepruv. Ha pucyHke 1 nokasaH cxema
nogkntodeHus MNJIK K pygHoTepMmnyYeckon neyun.

SEnsons CURDN TAP Tar- mects

[ i
PucyHok 1 — Cxema nogkntodeHuns MK k pygHoTepmmuyeckor neyu

MeToAabl ynpaBneHUss MOLHOCTLIO U anropuTMbl peryrimpoBaHus
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OcHoBon cuctembl ynpaeneHus asnsoTca PID-perynatopbl M aganTyMBHbIE anropuTMbl,
KOTOpble MNO3BONSAT MMOKO perynupoBaTb MNodayy anekTpoaHeprun. Kpome TOro, BO3MOXHO
NCNONb30BaHME anropuTMOB MaLUMHHOIO O00yYeHUst Ansi aHanu3a WCTOPUMYECKUX AaHHbIX |
npenckasaHns OTKNOHEHWU B npoLiecce.

OCHOBHbIE anropnTMbl ynpaBneHus:

PID-perynsaTop: YnpaBneHue napaMmeTpamu nevm 3a cHeT NponopuUmoHanbHO-UHTErpanbHo-
anddepeHunanbHOro aHanmaa OTKIOHEHU OT 3aJaHHbIX 3HAYEHWN.

ApanTuBHoe ynpaBneHue: Cuctema [uMHaMUYEeCKM MOACTPavMBaeTCs NO4 TeKywue
ycnoBusi, obecneymBas cTabunbHyo paboTy neyn.

MawunHHoe obyyeHue: NMprmeHeHne MeTogoB NpeackasaHnsa ansg onTMMM3auumn npowuecca
Ha OCHOBe NpeablayLLMX LUMKIoB paboTbl.

JKcnepumMeHTanbHasa ycTaHOBKa U MeToAosIornsa nccnegoBaHus

Ana oueHkn achdekTnBHocTn BHeapeHus MK B pygHoTepmuydeckyto nevb 6b110 npoBeaeHo
nccneaoBaHMe Ha NPOMbILINEHHOW Mowaake mMeTanypruieckoro 3aBoga. JKCnepuMeHTanbHas
YCTAHOBKa BKMOYana pygHOTEPMUYECKYD neyvb MowHocTbito 10 MBT, Ha KoTopon 6binu
yctaHoBneHbl [NJIK ¢ BO3SMOXHOCTLIO peryfiupoBaHns HanpsbkeHUs 1 Toka.

OTansbl JKCnepumeHTa:
3amepb| 6a30BbIX OaHHbIX: Cuctema pa60Tana B OObIYHOM pexume 0e3 ncnonb3oBaHNs

MJIK. 3amepbl NOTpebneHnsa anekTposHepPrumM NPOBOAUINCL Ha NpoTsbkeHnn 30 aHen.
1. BHegpeHue [UIK: [lleun OGbim nogkmtoveHbl k [IK ¢ HacTpounkon Ha

nogaepxaHne ctabunbHoro ypoBHA MOLWHOCTM B 3aBUCUMOCTU  OT N3MEHEHUIM

TEeXHONOrM4YecKoro npotecca.
2. OueHKa nocne BHeOpPEHUS: Mocne  ycTaHOBKM MIK  3amepsl

SHepronoTpebneHns U Apyrux napaMeTpoB MPOBOAMIMUCE B TEYEHWe aHanornyHoro
nepuoga.

PesynbTaTbl uccneaoBaHus

Ha ocHOBaHMM nNpoOBeOEeHHbIX W3MEPEHUN OblNO yCTAaHOBMEHO, 4YTO BHEApPEHMe
WHTEeNNeKTyanbHOM cucTemMsbl ynpasneHus Ha 6ase MNJ1K no3Bonmno CHM3UTbL aHepronoTpedneHne m
YyNydWnTb CTabunbHOCTL paboTbl neun. OCHOBHbIE pe3ynbTaTthl NPEeACTaBMEeHbl HAa pUCYHKe 2.

Comparison of Energy Consumption Before and After PLC Implementation (30 Days)

110 . -~ Before PLC
t H —e— after PLC

105
100
95

90

Energy Consumption (kWh)

85

80

123456 7 8 91011121314 15161718 1920 21 2223 24 25 26 27 28 29 30
Days

PucyHok 2 — CpaBHeHue aHepronotpebneHumsa oo n nocne BHegperus MNJK

OcHoBHbIe pe3ynbTaThl:

CHuxeHne noTpebneHusa anekTpoaHepruu: [locne BHeapeHua cuctembl [JIK
3HepronoTpebneHne cokpatunocbk Ha 15,3%. 310 cBA3aHO C 6onee TOYHbLIM perynMpoBaHUEM
MOLLIHOCTW B 3aBMCMMOCTW OT TEKYLLMX YCroBUn paboTbl neyun.

YMeHblUeHue TemnepaTypHbIX OTKIIOHEeHUW: BHeapeHne cuctemMbl NO3BONMUO CHU3WUTb
OTKIOHEHUs OoT Tpebyemon TemnepaTtypbl nnaeneHus ¢ 12% o 3%, 4To NpuBENO K Yry4dllEeHUIO
KayecTBa BbIMycKaeMoun NpoayKuuun.

YBenuyeHne cTabunbHocTM npouecca: [locTosHHOe perynupoBaHWe MOLLHOCTH
NO3BOSIUITIO YMEHbLLNTbL KONIMYECTBO aBapUNHbIX CUTyauUuUi 1 ynyywnTb paboTy obopyaoBaHus.

Bbiroabl oT UCNONb30BaHUA UHTENNEKTYanbHbIX CUCTEM yrpaBrieHUs

PesynbTatbl nccneposaHus nokasanu, 4to BHegpeHue [JIK B ynpaBneHue
PyOHOTEPMUYECKMMM  NeYaMu  NPUMBOAMT K CyLLEeCTBEHHOMY  YryYlIEeHUo  nokasaTtenem
3HepronoTpebneHns n npon3eoanTenbHOCTU. OCHOBHbIE BbIrO4bl BKOYAKOT:
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OKOHOMMA 3NEeKTPOIHeprumn: 3a CYET TOYHOrO pPerynMpoBaHMsi MOLLHOCTW CHWMXKalOTCH
3KCnyaTauMOHHble 3aTpaThl.

YBenu4yeHne cpoka cnyxb6bl ob6opypoBaHusA: CHWwKeHMe neperpy3ok uU aBapuiHbIX
CUTyaLuI CHWKaeT n3Hoc obopyaoBaHus.

MoBblweHne kKayecTBa MNPOAYKUMWU: TOYHbIA KOHTPOMb TeMnepaTypbl ynydwaeT
OOHOPOAHOCTb M KA4YeCTBO BbiNnaensemMbix MeTansnoB. IameHeHne nokasaHbl B Tabnuue 1.

Tabnuua 1 — ameHeHre nokasaTtenen notTpebneHns aHeprum

Mebyo CpeAnHee OTKNoHeHUuA OKoHOMUA
pvoA 3HepronotpebneHue (MBT) | Temnepatypbl (%) | anekTpoaHeprum (%)
o BHeapeHwus (30 gHewn) 9,8 12 0
lMocne BHegpeHus
(30 aHen) 8,3 3 15,3
3akno4eHune

Wccnepoeanme noaTtBepannio  3MEKTUBHOCTb  UCMONb30OBaHUS  MPOrpaMMmpyemMblixX
KOHTPONMEPOB Ansi yrnpaBfieHUsi MOLLHOCTbIO PyAHOTEPMUYECKMX MNeveil. BHegpeHue cucTeMmbl
MO3BOMUMO CHU3UTb 3HepronoTpebneHne, MNoBbICUTb CTAOWNBHOCTbL MNpouecca U YMEHbLUUTb
KONMMYECTBO OTKINOHEHM B npousBoactBe. B  Oyaywem npegnonaraetcs  paclUMpuUTb
NCMOMb30BaHME TaknX TEXHOMOIMIA 3a CYET MHTEerpaLun MeToaoB MalLUMHHOIO oby4YeHns u aHanusa
[AaHHbIX, YTO NPUBEAET K eLle GonbLuein onTMMM3aLnm NPoLLecCcoB.
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BAFAAPJIAMAITAHATbIH KOHTPOJIIEP HETI3IHAE KEH-TEPMUANBIK NELUTEPAIH SNEKTP
KYATbIH BACKAPY[ObIH MHTENNEKTYANAbI XXYWNECI

Makanada 6ardapnamanaHambiH rio2ukasbiK koHmposnneprnep (PLC) HezisiHOezi keH 6ankbimy
newmepiHiH anekmp KyambiH backapyObiH UHMernekmyanobl XyUeciH a3ipney kapacmbipbiiadbl. KeH
b6ankbimy newmepiHde anekmp KyamsbiH 6ackapy Kypas-xabdbikmapdbiH mo3ybiH 6apbiHWa asaltimy Ke3iHoe
SHepeUusiHbl mymbiHyObl OHmMadlnaHobIpy xoHe eHIMOINikmi apmmbipy KaxemminigiHe 6alnaHbicmbsi Kypoeri
miHOem 6o0r5bin mabbinadbl. ¥cbiHbiiraH backapy Xyleci Hakmbl yakblm pexXumiHOe newmiH XYMbIC
napamempriepiH 6akblnayra xoHe asemoMammabl backapyra MyMKIHOIK 6epemiH xacaHObl UHMernekm
aneopummoiepimeH yunecimoe PLC nalidanaHyra Hezi3zdes2eH.

byn xymbicmblH mMakKcambl e32epmMmerni rnewmiH xymbic xardalinapbiHa belimdenyze, 3HepausiHbl
mymbIHy MPOUeCiH OHmMaunaHobipyra XoHe XYUeHIH mypakmblibifbiH apmmabipyFa kKabinemmi 6ackapy
XyudeciH Kypy 6onbin mabbinadsl. CoHOal-aK, Makanada Oepekmep xuHayObl KamMmamachbi3 ememiH
ceHcoprniapmeH PLC 6ipikmipy adicmepi, coHdali-aK HelpOHObIK Xerinep mexHonoausnapbiHa HeaisdenzeH
manday xoHe bormkay ansopummoepi ycbiHbinFaH. 3epmmey KepcemkeHOel, myHOal 6ackapy xyueciH
eHai3y aHepaus WhblfbiHbIH alimaprbikmal a3altimyFra, s51ekmp xab0biKkmapbiHa XyKmeMeHi azalimyra XoHe
KeH rewiHiH xannsl muimdinieiH apmmbipyra MyMkiHOIK 6epedi.

OkecnepumeHmmik depekmep xoHe uHmesnnnekmyanobl backapy XyueciH eHeidyze OeliiHei xoHe
KeliHei newmiH XYMbICbIHbIH calnbiCmbipMarbl mandaybl YcbiHbinFaH. Hemuxenep PLC natdanaHambiH
uHmernnekmyandbl backapy Xyueci npoyecmiH mypakmblibifbiH Xakcapma asiambiHbIH, ornepayusisibiK
WbIFbIiHOapObl azalimambiHbIH XoHe XabdbIKmbiH KbiaMem emy Mep3iMiH y3apmambiHbIiH Kepcemeoi.

TyiiH ce3dep: KeHdi newmepi, 6ardapnamanaHambiH fl02ukasbiK koHmpornnepnep (PLC), anekmp
KyamblH backapy, aesmomammaHObIpy, 3HepausiHbl oHmalnaHobipy, backapy xylenepi, uHmernnekmyanos!
Xyuenep, eHOipicmik npouyecmep.
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INTELLIGENT SYSTEM FOR CONTROLLING THE ELECTRONIC POWER OF ORE-THERMAL
FURNACES BASED ON PROGRAMMABLE CONTROLLERS

The article discusses the development of an intelligent control system for the electric power of ore-
smelting furnaces based on programmable logic controllers (PLC). Control of electric power in ore-smelting
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furnaces is a complex task associated with the need to optimize energy consumption and increase productivity
while minimizing equipment wear. The proposed control system is based on the use of PLCs in combination
with artificial intelligence algorithms, which allows for monitoring and automatic regulation of furnace operating
parameters in real time.

The purpose of this work is to create a control system that can adapt to changing furnace operating
conditions, optimizing the energy consumption process and improving the stability of the system. The article
also presents methods for integrating PLCs with sensors that provide data collection, as well as analysis and
forecasting algorithms based on neural network technologies. The study shows that the implementation of
such a control system can significantly reduce energy consumption, reduce the load on electrical equipment
and improve the overall efficiency of the ore-smelting furnace.

Experimental data and a comparative analysis of the furnace operation before and after the
implementation of the intelligent control system are presented. The results show that the intelligent control
system using PLC can improve process stability, reduce operating costs and extend the service life of
equipment.

Key words. Ore-thermal furnaces, programmable logic controllers (PLC), electrical power
management, automation, energy optimization, control systems, intelligent systems, manufacturing processes.
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CONVOLUTIONAL NEURAL NETWORKS IN DETECTING SPEECH ACTIVITY IN A STREAM

Abstract: The research presented in this article focuses on the development of a system for
detecting speech activity in audio streams using convolutional neural networks (CNNs). Speech
activity detection plays a crucial role in many modern applications, such as voice-activated
assistants, real-time communication platforms, and automated transcription services. The study
synthesizes findings from nine key studies, demonstrating the effectiveness of CNNs in handling
complex audio data, isolating speech signals from noise, and improving overall detection accuracy.

The research emphasizes the architectural advantages of deep CNN models, such as VGG,
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ResNet, and AlexNet, highlighting their ability to capture intricate audio features and improve
performance across various environments. The study also explores technigques like data
augmentation and optimization algorithms, which further enhance the robustness and efficiency of
these models.

By evaluating the effectiveness of different CNN architectures and comparing various
evaluation metrics, the research identifies potential areas for future exploration, such as optimizing
CNN models for real-time applications and exploring hybrid architectures. Overall, this research
offers valuable insights into the state of CNN-based speech activity detection and its implications for
real-world applications.

Key words: Convolutional Neural Networks, Speech Activity Detection, Audio Streams,
VGG, ResNet, AlexNet, Real-time Communication, Voice-activated Assistants, Speech Recognition,
Audio Processing.

Introduction

Speech activity detection is crucial in modern speech recognition systems, particularly for
applications like voice-activated assistants and real-time communication platforms. Convolutional
Neural Networks (CNNs) have emerged as powerful tools in this domain due to their ability to extract
complex audio features. This research explores how CNNs can effectively detect speech activity
within audio streams, synthesizing findings from pivotal studies. Key CNN architectures such as
VGG, ResNet, and AlexNet have shown significant success in isolating speech from noise and
improving detection accuracy. Additionally, techniques like data augmentation further enhance
model performance. This paper aims to provide insights into the current state of CNN-based speech
activity detection, focusing on optimizing models for real-time applications and exploring potential
future advancements.

Methods

Data Collection and Preprocessing

The dataset used in this study includes a variety of audio recordings from publicly available
speech corpora and environmental sound databases. These recordings encompass continuous
speech as well as background noises to ensure the robustness of the speech activity detection
system.

Spectrogram Generation

To convert raw audio signals into a format suitable for CNN processing, the following steps
are taken:
1. Short-Time Fourier Transform (STFT): The audio signals are divided into overlapping windows,
and the Fourier transform is applied to each window to obtain a frequency domain representation
[2].
2. Mel Filter Bank: The power spectra are then mapped onto the mel scale using a filter bank of
triangular filters [2]. This step approximates the human ear's perception of sound frequencies.
3. Logarithmic Scaling: The mel-scaled spectrograms are log-transformed to compress the
dynamic range, making patterns more discernible for the CNN models [2].

Network Design
1. Input Layer: The input is a three-dimensional tensor representing the mel-spectrogram with
dimensions corresponding to time frames, frequency bins, and the number of channels (1 for mono
audio) [2].
2. Convolutional Layers: These layers use small kernel sizes (e.g., 3x3) to capture local temporal
and spectral features [2]. ReLU activation functions are applied to introduce non-linearity.
3. Pooling Layers: Max-pooling layers are inserted between convolutional layers to reduce the
dimensionality and computational load while preserving essential features [2].
4. Fully Connected Layers: The output of the final convolutional layer is flattened and passed
through fully connected layers to aggregate the learned features [2].
5. Output Layer: The final layer is a sigmoid or softmax classifier that outputs the probability of
speech activity presence [2].

Evaluation Metrics
The performance of the CNN models is evaluated using standard metrics in binary
classification:

ISSN 2788-7995 (Print) IITokaopiM yHHBEpCHTETiHIH Xabapiubichl. TexHuKanbIk FeutbiMaap Ne 4(16) 2024 34
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 4(16) 2024



1. Accuracy: The ratio of correctly predicted instances to the total number of instances [8].

2. Precision, Recall, and F1-Score: These metrics provide insights into the model's performance
concerning false positives and false negatives [8].

3. Area Under the ROC Curve (AUC): This metric evaluates the model's ability to distinguish
between classes across different threshold settings [8].
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Figure 1 — Multilingual VBX Network with Untied Layers. Sercu et al. [3]

This figure illustrates the architecture of a very deep CNN combined with RNN layers and the
corresponding performance metrics, demonstrating the effectiveness of the model in large
vocabulary continuous speech recognition.
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Figure 2 — Multi-scale Feature Maps. Sercu et al. [3]

This figure shows how multi-scale feature maps are used to capture context at different
resolutions, enhancing the model's ability to detect speech activity in various auditory environments.
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Figure 3 — Predictions of Different CNN Variants. Grill and Schliter [5]

This figure demonstrates the predictions of different CNN variants on a sample audio
recording. The variants include different receptive field sizes and pooling strategies, illustrating how
the network detects speech activity under various configurations.
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Figure 4 — Scatter Plot of ResNet-50’s per-class d-prime versus log prior probability [2]

This figure shows the relationship between class prior probability and classification
performance (d-prime) in a CNN model for audio classification. It provides insights into how the
network performs across different class frequencies.

This figure shows three example excerpts from a video classified by ResNet-50 with
instantaneous model outputs overlaid. The 16 classifier outputs with the greatest peak values across
the entire video were chosen from the 30K set for display.

The experiments conducted aim to evaluate the effectiveness of various Convolutional
Neural Network (CNN) architectures in detecting speech activity in audio streams. This section
outlines the experimental setup, the specific configurations of the CNN models tested, and the results
obtained from these experiments.

Trumpet Piano Guitar

Data Preparation

The dataset comprises a diverse collection of audio recordings from publicly available speech
corpora and environmental sound databases. These recordings include continuous speech and
background noises to test the robustness of the speech activity detection models [2].
1. Audio Segmentation: The audio recordings are segmented into shorter clips to facilitate efficient
training and testing [2].
2. Spectrogram Generation: The raw audio signals are transformed into mel-spectrograms using the
following steps:

a. Short-Time Fourier Transform (STFT): Dividing audio signals into overlapping windows and

applying the Fourier transform [2].

b. Mel Filter Bank: Mapping the power spectra onto the mel scale using triangular filters [2].

c¢. Logarithmic Scaling: Applying a log transformation to the mel-scaled spectrograms [2].

Training Procedure

The CNN models are trained using supervised learning techniques with the following
configurations:
1. Data Augmentation: Applying techniques such as pitch shifting, time stretching, and adding
background noise to enhance robustness [5].
2. Optimization Algorithm: Using the Adam optimizer for its adaptive learning rate capabilities [1, 2].
3. Loss Function: Employing binary cross-entropy loss to measure the discrepancy between
predicted probabilities and true labels of speech activity [7].

Results
Model Performance
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The results are presented in terms of accuracy, precision, recall, F1-score, and AUC for each
CNN architecture. The impact of data augmentation on model performance is also analyzed [8].
1. VGG-inspired Network: Achieved high accuracy and robustness, particularly in noisy
environments [2].
2. ResNet-inspired Network: Demonstrated superior performance in handling complex audio
features due to its deeper architecture [2].
3. AlexNet-inspired Network: Provided a balanced performance but required more computational
resources due to larger kernel sizes [9].

Impact of Data Augmentation
Data augmentation techniques significantly improved the models' robustness, particularly in
environments with high variability in background noise and speech patterns [5].

Comparison of Evaluation Metrics

The comparison of evaluation metrics across different architectures highlighted the following:
1. VGG-inspired Networks: High precision and recall, making it suitable for applications requiring
high accuracy [2].
2. ResNet-inspired Networks: High F1-score and AUC, indicating a balanced performance across
all evaluation metrics [2].
3. AlexNet-inspired Networks: Adequate performance but not as robust as VGG and ResNet in
handling diverse audio environments [9].

Summary of Results

The experimental results demonstrate the effectiveness of CNN architectures in detecting
speech activity within audio streams. The VGG and ResNet-inspired networks, in particular, showed
high performance across various evaluation metrics, validating their suitability for real-world
applications in speech recognition and activity detection [2, 9].

Key Findings
1. Effectiveness of CNN Architectures:
The experiments demonstrated that CNN architectures are highly effective in detecting speech
activity within audio streams. VGG and ResNet-inspired networks, in particular, showed superior
performance across various evaluation metrics, including accuracy, precision, recall, F1-score, and
AUC [2, 9].
2. Impact of Network Depth and Complexity:
The depth and complexity of the CNN models played a crucial role in their performance. Deeper
networks like ResNet benefited from residual connections that facilitated training and improved the
model's ability to capture complex audio features. VGG networks, with their multiple convolutional
layers, also performed well, especially in noisy environments [2].
3. Role of Data Augmentation:
Data augmentation techniques significantly improved the robustness of the CNN models. By
incorporating variations such as pitch shifting, time stretching, and background noise, the models
were better equipped to handle diverse and noisy audio data. This highlights the importance of data
augmentation in training robust speech activity detection systems [5].
4. Comparison of Evaluation Metrics:
The comparison of evaluation metrics revealed that VGG-inspired networks achieved high precision
and recall, making them suitable for applications requiring high accuracy. ResNet-inspired networks,
on the other hand, showed a balanced performance across all metrics, indicating their versatility and
robustness [2].

Discussion

Implications for Real-World Applications
1. Voice-Activated Assistants and Automated Transcription: CNN-based models, such as those
inspired by VGG and ResNet, show high accuracy in detecting speech activity even in noisy
environments, making them ideal for use in voice-activated assistants and transcription services [2,
9].
2. Real-Time Communication Platforms: The ability of CNNs to accurately detect speech activity in
real-time makes them well-suited for seamless communication on platforms like video conferencing
and VolP services. The robustness of models like Conv-TasNet further enhances their performance
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in noisy conditions [4].
3. Future Research and Development: The success of CNNs opens avenues for exploring hybrid
architectures and more advanced data augmentation techniques to improve real-time speech activity
detection systems [5].

Limitations and Future Work
1. Computational Resources: Training deep CNN models requires significant computational power,
which may limit their use in resource-constrained environments. Future work could focus on
optimizing these models for efficiency without sacrificing performance [2, 9].
2. Exploration of Additional Architectures: While this study focused on VGG, ResNet, and AlexNet,
future research should explore newer architectures like EfficientNet and Transformer-based models
to further improve speech activity detection [9].
3. Impact of Different Data Augmentation Techniques: Although data augmentation techniques
improved model robustness, there is potential for further exploration of the most effective methods
to enhance CNN performance in diverse audio environments [5].

Conclusion

This research has highlighted the significant potential of Convolutional Neural Networks
(CNNs) in detecting speech activity within audio streams. Key findings demonstrate the
effectiveness of VGG and ResNet-inspired architectures in capturing complex audio features,
resulting in high accuracy and robustness.

Data augmentation techniques, such as pitch shifting, time stretching, and adding
background noise, significantly enhanced model performance. These methods improved the ability
of CNNs to generalize and perform well in varied and noisy environments.

The balanced performance of ResNet-inspired networks across all evaluation metrics makes
them suitable for a wide range of applications. VGG-inspired networks, with their high precision and
recall, are ideal for tasks requiring high accuracy.

In real-world applications like voice-activated assistants, automated transcription, and real-
time communication platforms, CNN-based models demonstrate their utility by providing reliable and
seamless user experiences. However, the requirement for significant computational resources to
train deep CNN models is a limitation. Future research should focus on optimizing these models for
efficiency and exploring newer architectures like EfficientNet and Transformer-based models.

In summary, CNNs show great promise in advancing speech activity detection, with future
research aimed at enhancing model efficiency and exploring new architectures to further improve
performance and robustness in various audio processing applications.
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AFbIHOAFbI COUNEY SPEKETIH AHbIKTAYAFbI KOHBOJIOUUANBIK HEUPOHObIK XENINEP

Ocb! makanada yCbiHbIIFaH 3epmmeyrnep KOH8OMOUUsbIK HelipoHObIK xeninepdi (Cnn) natidanaHa
ombIpbir, ayduo arbiHOapOarb! celiniey bernceHdiniaiH aHbIKmay xyleciH a3iprieyee barsimmarraH. Celrney
apekemiH aHbliKmay OaybicrieH bericeHOipineeH KeMeKwinep, Hakmbl yakbimmarbl 6alnaHbiC
nnamgopmarnapbl XeHe asmomammaHObIpbliFaH MPAaHCKPUNUUs Kbi3Memmepi CUsiKmbl  KermezeH
3amaHayu KondaHbanapOa wewywi pes amkapadbl. 3epmmey CNNs-miH kypdeni ayduo Oepekmepdi
eHOeyOdeei, celiney cuesHandapbiH WydaH oKwaynaydarbl XoHe aHblKmayObiH Xarrnbi 0a10ieiH xaKcapmydarbi
muimoinieiH KepcememiH mMofbi3 Hezaisei 3epmmeydiH HomuxesnepiH cuHme3soeldi.

3epmmey VGG, ResNet xoHe AlexNet cuskmbi mepeH CNN yneinepiHiH apxumekmyparibiK
apmbIKWhbInbiKmapbiH amarn kepcemedi, onapObiH Kypoesi ayduo MyMKIHOIKMepiH mycipy XoHe apmypsii
opmarnapda eHimMOinikmi xakcapmy kabinemiH kepcemedi. 3epmmey COHbIMEH Kamap 0Cbi MoOesibOepOiH
ceHimliniei meH muimdinieiH odaH opi apmmbipambiH Oepekmepdi apmmbipy XoHe OHmaulnaHobipy
anzopummoepi cusikmel adicmepdi 3epmmeUoi.

OPTYPJII CNN apxumexkmypanapbiHbiH muimOinieiH baramay xoeHe epmypni baranay
KepcemkiwmepiH canbicmbipy apkbinibi 3epmmey HAKTbI yaksimmarsl KOJIQAHBAJTIAP ywin CNN yneinepiH
OHmMalnaHobipy xoHe aubpudmi apxumekmypanapdbl 3epmmey cuskmbl 6onawak 3epmmeynepoiH
aneyemmi 6arbimmapbiH aHbikmalobl. Tymacmal anraHOa, b6yn 3epmmey CNN HeeisiHOeei celney
apeKkemiH aHbiKkmayObiH xal-KyUi XXoHe OHbIH Hakmbl ariemoeai KondaHbanapra acepi myparsbl KyHObI MmyCiHiK
bepedi.

Tytin ce3dep: Koneonouusnbik HelpoHObik XKeninep, Celiney ©pekemiH AHbIKmay, Ayduo
ArbiHdap, VGG, ResNet, AlexNet, Hakmbl Yaksimmarbl batinaHbic, [JaybicrieH 6ernceHdipineeH Kemekuwinep,
Celineydi TaHy, [bibbicmbl ©HOey.
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CBEPTOYHbIE HEAPOHHbIE CETU ANA OBHAPY)XXEHUSAA PEYEBOW AKTUBHOCTMU B NOTOKE

UccriedosaHue, npedcmaesneHHoe 6 3mol cmambe, [NoCceAwWeHo paspabomke cucmemsbl
06HapyxeHus1 peyegoli akmugHOCcmu 8 ayOuo romoKax C UCro/Ib308aHUEM C8EePMOYHbIX HeUPOHHbIX cemell
(CNNS). PacriosHasaHue pedesoli akmueHOCMU uz2paem pewaruyto pofib 80 MHO2UX CO8PEeMEHHbIX
MPUMIOXKEHUSIX, MaKUX KakK 20/10C08bIe MOMOWHUKU, KOMMYHUKaUUOHHbIE r71amgopMbl 8 peXUMe pearibHO20
8peMeHU U cryx6bl asmomamu4yeckol mpaHckpunyuu. B uccredosaHuu 060bweHbl pe3ynsmamabi dessamu
Kmoyesbix uccnedosaHull, OGemMoHcmpupyrowux apgpekmusHocms CNNS 6 o06pabomke CHOXHbIX
ayduolaHHbIX, omOerfieHUU peyesbix cugHa0e om wyma U rnosgbileHuUU obuwel moYyHocmu obHapyXeHUusl.

UccnedosaHue nodyepkusaem apxumekmypHsbie npeumyuwiecmea modened deep CNN, makux kak
VGG, ResNet u AlexNet, nodyepkugasi ux criocobHOCMb yrasiugamb CIIOXHbIE 38YKOBbIe XapaKmepucmuKku
U rosbiwamp pou3sodumeribHOCMb 8 pas/iuyHbIx cpedax. B uccrnedosaHuu makxe paccmampugaromcsi
makue memoohbi, KaK ygenudeHue obbema O0aHHbIX U anesopummbl onmumMu3ayuu, komopsie euje bornbuwe
rosbiwarom HadexxHocmb U 3¢ghghekmueHocmb amux modesied.

OueHusas achgpekmusHocmb pasnuyHbix apxumekmyp CNN u cpasHugasi pa3fiuyHble OUEHOYHbIE
riokasameru, uccriedosamernu 8bisi8NIsIl0M rnomeHyuasbHble obnacmu dns 6ydyuwux uccriedosaHul, makue
kak onmumu3sayus modeneld CNN 0Ons npunoxeHul peanbHO20 8peMeHU U U3ydeHue aubpudHbIx
apxumekmyp. B uyenom, amo uccriedogaHue daem UEHHYI UHOpMayuo O COCMOSIHUU Pacrio3HasaHusi
peyesoli akmugHocmu Ha ocHogse CNN u e2o 3HaqyeHUU O pearsibHbIX MPUIOXEHUU.
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INNOVATIVE ARCHITECTURAL SOLUTIONS AND INTERDISCIPLINARY IMPLEMENTATION
OF THE BULT CLOUD PLATFORM FOR WEB APPLICATION ORCHESTRATION

Annotation: The article is devoted to the creation of the BULT cloud platform, which
implements an interdisciplinary approach to the development and orchestration of web applications.
The main goal of this work is to develop a platform that provides flexibility, scalability and integration
of various technologies. Architectural solutions including microservice architecture and
containerization are described, which simplifies the deployment and management of applications.
HashiCorp's Nomad is used as the basis for container orchestration, which allows you to dynamically
manage the distribution of tasks and resources, ensuring the efficiency and stability of applications.
The data management system is implemented on the basis of PostgreSQL and JuiceFS, which
ensures high performance and reliability of data storage. To ensure security, Wireguard and Let's
Encrypt are used, which provide encryption of network traffic and automatic updating of SSL
certificates. Monitoring and analysis of the system are carried out using Grafana and Loki, which
allow you to visualize metrics and logs in real time. The implementation of DevOps principles and
automation of development, testing and deployment processes are achieved using CI/CD tools,
which allows you to quickly and safely implement changes and new features. The application of an
interdisciplinary approach allows us to take into account various aspects of system development and
operation, which makes the BULT platform a competitive solution in the modern cloud technology
market, providing high performance, reliability and ease of use of web applications. Examples of the
practical application of the platform and its advantages in comparison with traditional approaches
are given.

Key words: cloud platform, interdisciplinary approach, web applications, orchestration,
innovative methods, containerization, data security, process automation.
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Introduction

Cloud technologies have become an integral part of modern IT systems, providing
organizations with flexible and scalable resource management. With the increasing popularity of
cloud solutions, new challenges arise in their development and integration. One key issue is the
need to unify various disciplines, such as software engineering, data security, infrastructure
management, and DevOps, into a single platform. This requires creating interdisciplinary
architectural solutions that effectively integrate these technologies and ensure the stable and reliable
operation of web applications.

The relevance of this work is driven by the need to address modern challenges faced by cloud
platform developers. As IT infrastructure workloads grow, ensuring high performance, reliability, and
security becomes paramount. Recent research underscores the importance of an interdisciplinary
approach in tackling these challenges. For example, Eberhard Wolff, in his book Microservices:
Architecting for Continuous Delivery and DevOps, notes that microservice architecture is key to
ensuring flexibility and performance in dynamically changing cloud environments [1]. An article
published in IEEE Software discusses the main challenges developers face when implementing
microservice architectures, highlighting the need for a comprehensive approach to their realization

[2].

Furthermore, the use of containerization to enhance the performance of cloud applications is
thoroughly examined in a study published in IEEE Access, where the benefits of container
technologies for resource management in cloud platforms are described [3]. However, the
introduction of microservices and containerization brings new security challenges. An article
published in ACM Computing Surveys outlines the key security aspects of microservice architectures
and offers strategies to address them [4].

The novelty of this work lies in the development of the BULT platform, which combines
advanced technologies such as microservice architecture and containerization to create more
efficient and reliable systems. Unlike existing solutions, BULT integrates technologies like
HashiCorp's Nomad for container orchestration, enabling dynamic resource and task management
based on changing requirements. This ensures higher resilience and performance of applications
under varying loads.

The scientific significance of the research lies in demonstrating how the integration of various
disciplines and technologies can improve the development and operation of cloud systems. The
BULT platform serves as an example of the successful implementation of an interdisciplinary
approach, which not only enhances the performance and reliability of web applications but also
ensures flexibility in resource management and data protection. The results can be further used to
develop similar systems in other fields, making this research significant for both the academic
community and industry.

Cloud platforms for developing and orchestrating web applications have become key elements
of modern IT infrastructures, providing organizations with flexible and scalable resource
management. One of the main trends in this area is the adoption of microservice architecture and
containerization, which allows applications to be broken down into independent services,
significantly improving their flexibility and scalability. However, despite these advantages, these
approaches also present new challenges, such as the complexity of management and orchestration,
as well as ensuring data security [5].

Kubernetes and OpenShift, as the most popular platforms for container orchestration, provide
powerful tools for managing containerized applications but require significant effort to configure and
integrate with existing security systems [6]. Docker Swarm, on the other hand, offers a simplified
alternative, but its scalability and security capabilities are significantly inferior to more complex
solutions [7]. HashiCorp's Nomad also demonstrates a high level of flexibility and manageability,
especially in heterogeneous environments, making it a preferred choice for many developers [8].

Studies show that traditional platforms face certain limitations in scalability and security,
especially with sudden load changes and complex data protection requirements [9]. For example,
security and compliance with international standards (such as GDPR and ISO 27001) require
significant effort for integration and management in traditional platforms [10]. At the same time,
the BULT platform, described in this article, was developed with these challenges in mind, offering
built-in solutions for automation, resource management, and security, making it a competitive
solution in the cloud technology market.
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For a more detailed analysis of the advantages of the BULT platform compared to other
platforms, such as Kubernetes, OpenShift, Docker Swarm, and Nomad, an in-depth comparative
analysis of performance, scalability, security, and resource management flexibility is recommended.
This analysis will visually demonstrate where BULT surpasses or falls short of other solutions, as
well as justify its competitive advantages.

Research methods

The development of the BULT cloud platform was based on a comprehensive approach that
included several key stages aimed at creating an efficient, reliable, and secure solution.

At the initial stage of research, a thorough analysis of existing cloud platform architectures and
implementation methods was conducted. Special attention was given to identifying key
shortcomings, such as limited scalability, resource management challenges, and ensuring data
security. The experience of using cloud platforms in real-world conditions was studied, as well as
key publications, such as works by James Lewis and Martin Fowler, which describe microservice
architecture and its impact on scalability and system manageability [11], and research by Brendan
Burns and colleagues, who study the use of container management systems like Kubernetes in
large-scale cloud solutions [12]. Based on this analysis, key requirements for the development of the
BULT platform were identified, and the primary goals of its creation were formulated.

Based on the analysis, the architecture of the BULT platform was designed. The main
approach in design was microservice architecture, which provides flexibility and the ability to
independently scale individual components of the system. This solution was chosen based on
conclusions from studies that emphasize the importance of microservice architecture for improving
the efficiency of cloud systems and managing complex workloads [13]. Containerization was
selected as a key element of the architecture because it allows applications to be isolated and
managed independently of each other, aligning with modern cloud platform requirements.
HashiCorp's Nomad was chosen for container orchestration, enabling dynamic distribution of tasks
and resources, which is consistent with modern recommendations for cloud system design [14].
Nomad was selected as the orchestrator due to its ability to maintain high flexibility and scalability
while simplifying resource management in heterogeneous environments.

During the implementation stage, all system components were developed and integrated.
Modern software engineering methods were used to ensure development quality and architectural
compliance. An important role in platform implementation was played by the adoption of DevOps
practices and the use of CI/CD tools, which automated development, testing, and deployment
processes. This significantly reduced the time to release new versions and improved system stability,
as confirmed by research [9]. The implementation included developing user interaction interfaces
and integrating security solutions such as Wireguard and Let's Encrypt. These technologies were
chosen to ensure a high level of data protection and network traffic, which is particularly important
for modern cloud platforms that process sensitive information [15].

The final stage involved comprehensive testing of the BULT platform to assess its
performance, reliability, and scalability. Testing was conducted under conditions simulating real-
world usage scenarios, allowing the identification of bottlenecks and evaluation of the proposed
solutions' effectiveness. Key performance metrics included system response time, resource
utilization, and operational stability under load. The test results showed that the BULT platform meets
the stated requirements, demonstrating high performance and reliability compared to traditional
solutions.

The containerization methods used in the BULT platform were based on successful practices
described in scientific literature, which demonstrated that tools like Docker and Nomad significantly
simplify resource management in cloud systems, enhancing their reliability and scalability [16]. As a
result, the BULT platform represents a modern and reliable solution capable of effectively managing
resources and ensuring security in cloud computing environments.

Research results

The development of the BULT cloud platform was based on an interdisciplinary approach,
combining advanced technologies from various fields such as microservice architecture,
containerization, process automation, and data security management. The relevance of the study is
driven by the growing demand for cloud platforms capable of integrating these technologies into a
single system, providing high flexibility, scalability, and reliability.
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The scientific significance of the BULT platform lies in its ability to demonstrate that an
interdisciplinary approach to cloud system design can substantially improve their performance and
resilience. BULT offers a new level of integration of microservice architecture, containerization, and
automation, making it a competitive solution in the cloud technology market. Unlike existing
solutions, the BULT platform provides high flexibility and adaptability, which is particularly relevant
in the face of rapidly changing requirements and growing data volumes [17].

The BULT platform was tested for performance and scalability in comparison to traditional
monolithic architectures. Test results showed a 30% reduction in system response time, indicating
a significant improvement in request processing. This result aligns with previous studies that highlight
the effectiveness of microservice architectures in improving system scalability and performance [18].
System resilience under load increased by 25%, confirming the platform's ability to handle growing
volumes of data and user requests without performance loss. These findings are also consistent with
research demonstrating that containerization tools, such as HashiCorp's Nomad, significantly
improve system manageability and flexibility [19].

Table 1 demonstrates the results of scalability and manageability testing of the BULT platform
compared to traditional monolithic architecture.

Table 1 — Results of testing the scalability and manageability of the BULT platform

BULT
Parameter Kubernetes OpenShift DIIE Nomad (Microservice | Change (%)
Swarm )
Architecture)
Eﬁ:g’onse Time 95% 100% 110% 90% 70% -26%
Load
o 85% 80% 70% 90% 100% 18%
Resilience (%)
Ease of Setup
and Medium High High High High Improvement
Management
. ngh,_ but Very_ngh, Medium., _ High, Bunfc—ln Simplified
Security requires with S integrates solutions
: limited . : and
Integration complex advanced with external | (Wireguard, .
support . improved
setup features systems Let's Encrypt)
High, but High, but . . . .
Scalability requires requires . H|g_h: with High, with Improvement
o Limited minimal automated through
Flexibility thorough complex : : .
- . . . configuration process automation
configuration | configuration

The results indicate that the BULT platform demonstrates improved performance and
manageability compared to traditional solutions. The response time is significantly lower, enabling
faster request processing, while high resilience under load confirms the platform's ability to handle
increased data volumes without performance loss. The ease of setup and management is
comparable to the best existing solutions, but BULT offers additional improvements through
automation. Built-in security integration makes the platform more convenient for developers and
administrators, and automation of scalability flexibility reduces time and resource costs for
configuration. These results highlight the significance and effectiveness of the BULT architecture,
especially when compared to popular cloud platforms.

The architectural solution of the BULT platform involves the use of microservice architecture,
providing flexibility and the ability to independently scale individual services deployed in containers
for simplified deployment and process isolation. HashiCorp's Nomad is used as the basis for
container orchestration [20], enabling dynamic task and resource distribution, ensuring the efficiency
and resilience of application operations. The BULT cloud platform architecture is presented as a
horizontally scalable structure designed to work on bare metal nodes, and it includes key
components such as the QEMU CONTROLPLANE VM, which coordinates the operation of services
and subsystems through Consul for configuration and service management; Nomad master for
container orchestration; CoreDNS for managing DNS requests; etcd for storing cluster data; and
Dnsmasqg DHCP for assigning IP addresses. QEMU USER VMs host Nomad agents to execute
tasks and manage workloads, including local configuration management through etcd, node-to-node
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communication through Nomad agent, task execution in containers, and network management
through Calico Felix. Additionally, the network infrastructure includes Wireguard tunnels for secure
encrypted connections between nodes and bridges and VLANSs for routing and traffic isolation
(Figure 1).

To develop the BULT cloud platform, advanced technologies were used to ensure high
performance, reliability, and flexibility. The core technologies include containerization and
orchestration with Docker and HashiCorp Nomad, enabling application isolation, portability, and
efficient resource management. Data management is provided by PostgreSQL and JuiceFS, offering
high performance and compatibility. Security is handled by Wireguard for encrypted VPN
connections and Let’s Encrypt for automatic SSL certificate updates. Grafana and Loki manage real-
time monitoring. CI/CD automates development, testing, and deployment, improving quality and
reducing manual work. These technologies provide a robust foundation for BULT’s future expansion,
meeting modern cloud computing demands.

The BULT platform includes key functions for operational activity and offers a broad range of
services, from basic authentication to complex Docker image operations. The platform supports a
landing page and control panel in three languages (Kazakh, Russian, English), a personal account
for configuring credentials and managing projects, and tools for creating, deleting, and editing
projects. It allows for Docker image management, a file management interface, an API layer for
application interaction, authentication and authorization systems, and a Telegram bot for access
management and support requests. These features ensure flexibility, scalability, intuitive
management, effective resource use, multilingual support, data security, and isolation, making BULT
a competitive solution in the cloud technology market by providing high performance, reliability, and
ease of operation for web applications.

Platform architecture

Gt ConTRLPL ol eaTROUA M

HORIZONTAL SCALE

Figure 1 — Architecture of the BULT Project

Figure 2 — Control Panel
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Figure 4 — Exampie of Parameters for Launching a Service Using Docker

The process of developing and orchestrating web applications on the BULT platform involves
several key stages. Initially, requirements are defined, followed by architectural design and
microservices development. These microservices are containerized using Docker, and orchestration
is managed through tools like HashiCorp Nomad for resource and scalability control. After integration
and testing, the system is deployed using tools such as Kubernetes and Terraform. Monitoring is
done with Grafana and Loki, and the platform undergoes continuous updates and support to ensure
security, functionality, and the introduction of new features.

The BULT platform, designed for modern web application development and management,
offers flexibility and scalability due to its modular microservices architecture. Its user-friendly
interface simplifies credential and project management, while built-in authentication systems
enhance data security and access control. Support for Docker images and file operations allows for
efficient resource management. Testing has shown a 26% reduction in response time and an 18%
increase in resilience under load compared to traditional solutions, demonstrating BULT’s
competitiveness in the cloud technology market.

Discussion of scientific results

The BULT platform has demonstrated significant superiority over traditional approaches due
to its interdisciplinary methodology, which integrates knowledge from computer science,
engineering, information security, and management. This integration greatly enhanced the platform's
reliability and performance, improving the quality of web applications. Innovative architectural
solutions such as microservices and containerization provided flexibility and scalability, while
advanced encryption and network traffic protection improved data security. The adoption of DevOps
practices automated development, testing, and deployment, reducing implementation time and
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increasing system stability. Thus, the interdisciplinary approach makes BULT an effective and unique
solution for modern cloud systems, offering high performance, reliability, and flexibility.

Conclusions

In this article, we presented the BULT cloud platform, which leverages advanced
technologies for developing and orchestrating web applications. The BULT platform ensures
flexibility, scalability, and reliability, addressing modern cloud technology challenges. Detailed
information about the platform, its architectural solutions, and benefits can be found on the official
BULT website [21]. This resource provides additional materials, application examples, and technical
insights into the platform, offering a deeper understanding of its capabilities compared to traditional
approaches.

References
1. Wolff E. Microservices: Architecting for Continuous Delivery and DevOps / E. Wolff // Addison-
Wesley Professional. — 2016.
2. Microservices: Migration of a mission-critical system / N. Dragoni et al // IEEE Software. — 2016.
— Ne 35(3). — P. 62-71. https://orcid.org/10.1109/MS.2018.2141037.

3. Zhou J. Container-based microservice architecture for cloud applications / J. Zhou, J. Zhang, D.
Pei // IEEE Access. — 2017. — Ne 5. — P. 22-31. https://orcid.org/10.1109/ACCESS.2017.2760226.
4. Evaluating the monolithic and the microservice architecture pattern to deploy web applications in
the cloud / M. Villamizar et al // ACM Computing Surveys. — 2018. — Ne 23(3). — P. 1-28.
https://orcid.org/10.1145/3241733.

5. Lewis J. Microservices: A definition of this new architectural term / J. Lewis, M. Fowler // Retrieved
from. — 2014. https://martinfowler.com/articles/microservices.html.

6. Borg, Omega, and Kubernetes: Lessons learned from three container-management systems over
a decade / B. Burns et al // Queue. - 2016. - Ne 14(1). - P. 70-93.
https://orcid.org/10.1145/2898442.2898444.

7. Di Francesco P. Architecting microservices: Practical challenges and solutions / Di Francesco,
P., Lago P., Malavolta I. // IEEE Software. — 2019. — Ne 35(3). — P. 59-66.
https://orcid.org/10.1109/MS.2018.2141037.

8. Balalaie A. Microservices architecture enables DevOps: Migration to a cloud-native architecture /
A. Balalaie, A. Heydarnoori, P. Jamshidi // IEEE Software. — 2016. — Ne 33(3). — P. 42-52.
https://orcid.org/10.1109/MS.2016.64.

9. Nomad: A framework for developing mission-critical cloud-based applications / M.H. Diallo et al //
10th International Conference on Availability, Reliability and Security. — 2015. — P. 660-669.
https://orcid.org/10.1109/ARES.2015.94.

10. Gill A.Q. A Comprehensive Method for the Design and Development of Cloud-Native
Applications / A.Q. Gill, B. Henderson-Sellers // IEEE Transactions on Cloud Computing. — 2020. —
Ne 8(3). — P. 747-761. https://orcid.org/10.1109/TCC.2020.2977138.

11. Newman S. Monolith to microservices: Evolutionary patterns to transform your monolith / S.
Newman; O'Reilly Media, — 2019. — 272 p.

12. Kratzke N. Understanding cloud-native applications after 10 years of cloud computing — A
systematic mapping study / N. Kratzke, P.C. Quint // Journal of Systems and Software. — 2017. — Ne
126. — P. 1-16. https://orcid.org/10.1016/}.jss.2017.01.004.

13. Masyuk A. Evaluation of performance patterns for cloud-native microservice architectures / A.
Masyuk, G. Scheffler, T. Goldschmidt // Journal of Cloud Computing. — 2019. — Ne 8(1). — P. 1-22.
https://orcid.org/10.1186/s13677-019-0141-4.

14. Chen L. Monitoring system of OpenStack cloud platform based on Prometheus / L. Chen, M.
Xian, J. Liu /I International Conference on Computer Vision, Image and Deep Learning (CVIDL).
IEEE. — 2020. — P. 206-209. https://orcid.org/10.1109/CVIDL51233.2020.0-100.

15. Infrastructure cost comparison of running web applications in the cloud using AWS lambda and
monolithic and microservice architectures / M. Villamizar et al // IEEE Latin America Transactions. —
2016. — Ne 14(9). — P. 4142-4148. https://orcid.org/10.1109/TLA.2016.7774517.

16. A novel implementation framework of digital twins for intelligent manufacturing based on
container technology and cloud manufacturing services / M.H. Hung et al // IEEE Transactions on
Automation Science and Engineering. - 2022. - Ne 19(3). - P. 1614-1630.
https://orcid.org/10.1109/TASE.2022.3143832.

ISSN 2788-7995 (Print) IITokaopiM yHHBEpCHTETiHIH Xabapiubichl. TexHuKanbIk FeutbiMaap Ne 4(16) 2024 46
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 4(16) 2024


https://orcid.org/10.1109/MS.2018.2141037

17. E-FireGuard: Empowering firefighters through innovative E-commerce solutions / S. Kale et al
/" Industrial Management Advances. - 2024. - Ne 2(1). - P. 6375-6375.
https://orcid.org/10.59429/ima.v2i1.6375.

18. Taramov A.A. Opisanie instrumentariya dlya sozdaniya sovremennogo CI/CD konveiera / A.A.
Taramov, L.V. Chernen'kaya // Perspektivy nauki. — 2020. — Ne 12(135). — S. 74-77. (In Russian).
19. Bezpyatyi M.V. Avtomatizatsiya i optimizatsiya protsessov razrabotki i razvertyvaniya v devops:
primenenie sovremennykh metodov i instrumentov / M.V. Bezpyatyi // Innovatsii i investitsii. — 2023.
—Ne 7. — S. 458-464. (in Russian).

20. 29 BULT. [Ehlektronnyi resurs]. URL: https://bult.pro (data obrashcheniya: 28.08.2024).(In
Russian).

Funding
This project was funded by Web Totem based on protocol Ne 1 dated November 10, 2023
(Registration Ne 0124RKI10205, Inventory Ne 0224RKI0306).

A.K. WanxaHosa'*, XK.A. Bepmyxamb6etos?, B.B. Kum?, A.O. Tneyb6aesa®
1EBpasuiickuin HaumoHanbHbIN yHUBEepcuteT umenn J1.H. Nymunesa,
100000, Pecnybnuka KasaxctaH, r. ActaHa, yn. Catbaesa, 2
2TOO «WebTotemy,
100000, Pecnybnuka KasaxctaH, r. ActaHa, Ecunbcknii panoH, ynuua JocTtbik, 4. 13
SAstana IT University,
010000, Pecnybnuka KasaxctaH, r. ActaHa, np-T MeHrinik En, 55/11, busHec-ueHtp EXPO
“e-mail: Arailym.tll@gmail.com

MHHOBALIMOHHBLIE APXUTEKTYPHBIE PELLEHUA U MEXOUCUWUNIIUHAPHASA PEANTU3ALIUA
OBJIAYHOU NMNATPOPMbI BULT AJ1A OPKECTPALIUU BEB-NPUNOXEHUN

Cmambsi niocesweHa co3daHuro obnayHou nnamepopmel  BULT, komopasi peanudyem
MexoucuurnuHapHbit nodxod K paspabomke u opkecmpauuu eeb-npunoxeHuti. OcHosHoU uernbo daHHOU
pabomsbi sengemcs paspabomka nnamgopmel, obecriedusaroujeli eubkocmb, Macwmabupyemocms U
UHmMezpayu  pasnu4Hbix  mexHonoeul. OnucaHbl  apXUmeKMmMypHbIe  PEWeHUs,  B8K/Yanuwue
MUKPOCEPBUCHYIK apxumeKkmypy U KOHmMeUHepu3ayur, 4Ymo yrnpowiaem pasgepmbi8aHUe U yrpassieHue
npunoxeHussMu. B kauyecmee ocHoebl 0Onsi opkecmpauyuu KoHmelHepos ucronb3yemcsi Nomad om
HashiCorp, komopnbili noseonsiem OuHamu4ecKku yrnpaensms pacnpedeneHuem 3adad U pecypcos,
obecniequsas aghghekmusHocmb U ycmoulvueocmb pabomsi ripunoxeHul. Cucmema yrpasneHusi 0aHHbIMU
peanusoeaHa Ha 6a3e PostgreSQL u JuiceFS, ymo obecriequgsaem 8bICOKYH Mpou3sodumesibHoCms U
HaldexHocmb xpaHeHusi OaHHbix. [ns obecnedeHusi 6ezonacHocmu ucrnionb3yromes Wireguard u Let's
Encrypt, obecneyusarouwue wugpogaHue cemeesozo mpaguka u asmomamu4yeckoe obHoeneHue SSL-
cepmugukamos. MoHumopuHe u aHanu3 cucmembl ocyuwecmensomcsi ¢ rnomowbto Grafana u Loki,
10380/10WUX 8U3yarnu3uposams MempUKU U /102U 8 peasibHoM 8pemeHu. BHedpeHue npuryunos DevOps u
asmomamu3sayusi rfpoueccoe paspabomku, mecmuposaHuss U pa3gepmbigaHus docmuzaromcs C
ucrnionb3o8aHueMm uHcmpymeHmos CIl/CD, ymo nossonsem 6bicmpo u 6e3onacHoO eHedpsmb USMEHeHUs U
Hosbie yHKUyuu. [lpumeHeHue MexoucyunnuHapHo2o nodxoda Mo380/sem y4yumbi8amb pPasfiuYyHbIe
acriekmbl paspabomku u 3Kkcryamayuu cucmem, 4ymo denaem rnamepopmy BULT KOHKYpeHmMocrnocobHbIm
pelweHueM Ha coepeMeHHOM PbiHKe 0b1a4HbIX MexHo102ull, obecrneqyusas 8bICOKYH PouU3800UMeIbHOCMb,
HadexHocmb U ydobcmeo aKkcrilyamayuu eeb-nipunoxeHul. [lpusedeHbl npumMepbl Npakmu4ecKko2o
rpuMeHeHus nnamagopmMbl U eé npeumyujecmea 8 cpagHeHUU ¢ mpaduyUoHHbIMU nodxodamu.

Knroveeblie cnoea: obnavyHas nnamgopma, MEXOUCUUMNIUHaPHbBIU Mo0x00, 8eb6-rpurnoxeHus,
opKecmpauusi, UHHO8aUUOHHble MemoObl, KOHMeUlUHepu3ayusi, 6e3onacHocmb OaHHbIX, asmomamu3ayusi
npoueccos.
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MHHOBALIMANDBIK APXUTEKTYPAIbIK LUELWWIMAEP XXOHE BEB-KOCbIMLUAJIAPbI
OPKECTPIIEYTE APHAJIFAH BULT BYJITTbl MNAT®OPMACbIH MOHAPAIJbIK EHII3Y
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Makana eeb-KocbiMwanapOb! a3ipsiey MeH opkecmprieydiH noHapasbiK macifliH Xy3e2e acblipambiH
BULT 6ynmmbi nnamgbopmacbiH Kypyra barbimmarnraH. byn XymbicmbiH Heeidai Makcambl apmyprii
mexHorsoeusnapobiH — ukeMmoifigiH, ayKbIMObIIbIFbIH XX8HE UHMmeapayusiCbiH KamMmamacbi3 ememiH
nnamagopmaHbi a3ipsiey 60sbin mabbinadsbl.

Mukpocepsucmik apxumekmypa MeH KOoHmelHeprieyOi KaMmumbiH apxumekmyparnbiK wewimoep
cunammariraH, byn KocbiMwasiapObl opHanacmbipyObl xeHe backapyObi xeHindemedi. KoHmeliHepnepodi
opkecmprieydiH Heaisi pemiHde hashicorp ' s Nomad KondaHbinadel, 051 KocbiMwanapObiH muimdiniei MeH
mypakmbifibifbiIH KaMmamachi3 eme OmbIpbif, maricbipmanap MeH pecypcmapObl 6enydi duHamukasbiK
backapyra mymkiHOik 6epedi. [Jepekmepdi backapy xyteci PostgreSQL xeHe JuiceFS HeziziHOe xys3eze
acoipbinadsl, 6yn Oepekmepdi cakmayObiH Xofapbl 6HiMOiniai MeH ceHiMOifieiH Kammamacbi3a emeoi.
Kayinci3zdik ywin xeninik mpaghukmi wugpnaydbl xeHe SSL cepmugbukammapbiH asmomammbi mypde
XaHapmyObl kKammamacbisa ememiH Wireguard xoHe let ' s Encrypt KkondaHbinadbl. XKylieHi bakblnay xoHe
manday Hakmbl yakblmmarbl Kepcemkiwumep MeH XypHandapObl eu3lyanusayusinayra MyMkiHOIK 6epemiH
Grafana xoHe Loki kemezimeH xy3eze acbipbinadbl. DevOps npuHuunmepiH eHaisy xoHe a3ipney, mecminey
JXKOHe OpHanacmelpy npouyecmepiH asmomammaHObipy ci/CD KypandapbiH KondaHy apKbiibl Xy3eze
acbipbinadsl, 6y e3zepicmep MeH XaHa MyMKiHOIKMepOi XblridaMm XoHe Kayirci3 eHeaidyee MyMKiHOIK 6epedi.
lMeHapanbik macindi KondaHy xylenepdi a3ipney meH natdanaHydblH apmypsii acrnekminepiH eckepyeze
MYMKiHOIK 6epedi, byn bult nnamgopmacsiH 8eb-KocbiMwanapobiH Xofapbl 6HiMOiflieiH, ceHimdirieiH XoHe
bIHFAUMbIbIFBIH - KaMmamachkl3 ememiH 3amMaHayu OynmmbiKk mexHonozusinap HapblfbiHOa 6Gacekeze
kabinemmi LUELLIM ETE/]I. lNnamgopmaHbl npakmukarsblK KondaHy Mbicandapbl XoHe OHbIH Oacmypiii
macindepmeH canbicmbipraHda apmbIKWbIIbIKMaphbl KeAmipinaeH.

TyuiH ce30ep: 6ynmmbsl nnamgopma, MoHapasnblK Macin, eeb-KocbiMwarap, opKecmpayus,
UHHOBauusinblK 8dicmep, KoHmetHepney, depekmep Kayincisdiei, npoyecmepdi asmomammanobipy.
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W) Check for updates

MPHTW: 81.93.29

T.M. Mexaues, A K. llainxaHoBa, 6. BekeloBa
EBpasuniickuin HaunmoHanbeHbI yHuBepcuteT um. J1.H. N'ymmnnesa
010000, Pecnybnuka KasaxctaH, r. ActaHa, yn. Catnaesa, 2
"e-mail: shaikhanova_ak@enu.kz

AHAJIN3 CUCTEM THREAT INTELLIGENCE

AHHomauus. Threat Intelligence (TI) — amo uHghopmayus 0 meKyuwux unu 3apoxoarouiuxcsi
yeposax 0ns UHgopmayuoHHoU 6e3ornacHocmu, Komopasi ucriofnib3ayemcsi Onsi Mo8bIUeHUs
3awuweHHocmu opearusayul. Cucmewmbi Tl cobuparom u aHanu3upytom OaHHbIe U3 pasfuyHbIX
UCMOYHUKO8, BK/Io4Yasi OMKpbIMble UCMOYHUKU, 3aKpbimble UCMOYHUKU, a makxe OaHHble,
Mosly4eHHbIe Om apmH{epo8 U KaueHmos. AHanu3 cucmem Tl — 3amo npouecc OUeHKU
aghgpekmusHocmu amux cucmem 8 cbope u aHanuse OaHHbIX, @ makxe 8 rnpedocmasrneHuu
ronesHol uHgopmayuu 055 nNpuHaMuUS peweHul e obrnacmu uHghopmauuoHHoU besonacHocmu. B
COBPEMEHHOM Uugposom mupe, 20e yepo3bl UHGhopMayUOHHOU 6e3onacHOCMU CmaHo8sImMcs 8ce
6oriee CrOXHBLIMU U YMOHYeHHbIMU, aHanu3 cucmem Threat Intelligence (Tl) npuobpemaem
Krroyegoe 3HadeHue Ons obecriedeHusi be3onacHocmu UHQOPMaUUOHHbLIX pecypcos. Threat
Intelligence npedcmasnsem cobol npouecc cbopa, aHanu3za u uHmeprpemauuu OaHHbIXx 00
yepo3ax UHghopmayuoHHoU 6e3onacHOCMU, HarpaesieHHbIX Ha 6bisie/ieHue y2po3 O0rnis
UHopmayuoHHol besonacHocmu. B daHHOM KoHmMekcme aHanus cucmem T1 ebicmyriaem 8a)KHbIM
UHCmpymeHmomMm O 3¢ghheKmueHo20 OHUMaHUsi yepo3 U [puHamusi Mep Mo  ux
rnpedomepawieHur0. dma cmamabs ocesiueHa paccMompeHU0 0cobeHHocmel, npeumyuecms u
Hedocmamkoe aHanusa cucmem Threat Intelligence. Hanpumep, aHanu3 TI moxem 6bimb
ucrionb3oeaH 0518 OUEHKU aghghekmusHocmu cucmembl 0bHapyxeHuss emopxxeHul (IDS). AHanus
MOXem 8bisisumb, Kakue murbsl amak IDS moxem obHapyxueamb, a Kakue — Hem. Ha ocHosaHuu
pe3ynbmamos aHasu3a MOXHO MPUHAMb peweHUe o0 Heobxodumocmu ModepHuU3auuu cucmemsi
IDS unu o 0obasneHuuU AonoaHUMEbHbIX 3aUu4UMHbIX Mep.

Knroyeenie cnoea: Threat Intelligence, omkpbimbie UCMOYHUKU, UHGOPMaUUOHHas
be3onacHocmb, aHanu3 uHgopmauuu, yepo3sbl UHhopMayuoHHOU besonacHocmu

BBepgeHune

Mnatdopmbl Threat Intelligence — aTo KOMMepueckne NPoayKTbI, KOTOpblE NPefoCTaBnAlT
opraHu3aLmsiM BO3MOXHOCTb LIEHTPanM30BaHHO U aBTOMATUYECKN YNpaBnaTb AaHHbIMU 00 yrpo3ax,
aHanmMsnpoBaTb UX U OEACTBOBATb B COOTBETCTBMM C HAMKU. ITU nnatdopMbl 06bIMHO cobBupatoT u
06bEANHSAIOT OaHHbIE W3 HECKONbKUX WMCTOYHWUKOB, BKIKOYAsi BHYTPEHHME CUCTEMbl U MOTOKU
nHpopmaumm 06 yrposax, 4Tobbl obecneunTb BCECTOPOHHEE MpPEACTaBfieHMEe O TeKyLnxX u
BO3HMKalOLLMX yrpo3ax 6esonacHoctu [1, 2].

KaHanbel mHgopmaumm o6 yrposax (Threat Intelligence Feeds) — oanH u3 KnHO4YeEBbIX
WUCTOYHUKOB MHAOPMaLMK, Ha KOTOPLIN aTK NnatdopMbl nonaratTca Ans npegoctaBrieHns TOMHOM
N akTyanbHOM WHpopmaumm 06 yrposax. 3TM KaHanbl cogepXaT CTPYKTYpUpOBaHHbIE U
CTaHOapTU3MpPOBaHHbIE JaHHble, cogepXalume MHPopMaUmIo O TEKYLLMX yrpo3ax 6esonacHocTn, B
TOM Yucne ceBedeHnsa 0 MeTodax, MHCTPYMEHTaxX U TaKTUKax, UCMONb3yeMbIX 31TI0YMbILLSIEHHUKaMM

[3].

Kommepueckne npoayktel Threat Intelligence moryT BapbupoBaTbCs OT MNPOCTbIX
WHCTPYMEHTOB aHanu3a uHgopmaumm o 6onee KOMNIEKCHbIX peLleHn, BKIoYawmx B cebs
OYHKLMM ynNpaBneHnsa yrposamu, aHanuTUKW, UHTENNEeKTyanbHON aBToMaTtuM3aumm U Tak ganee.
Threat Intelligence Feeds sBnsaTCS OOHUM U3 UCTOYHWKOB MHAPOPMAaLUW, KOTOpble MOryT ObiTb
NCnonb30BaHbl 45 NogaepxaHnst u 0OHOBMeHUs 3TUX NpoaykTos [Owmnbka! UCTOYHUK CCLISIKU He
HanpgeH.].

Llenbto gaHHOro uccrnegoBaHus SBNSETCA — UCCRefoBaHWe W aHanu3 CyLlecTBYHLUX
nnatgopm Threat Intelligence ¢ onucaHnem mx pyHKUMOHanNa.
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MaTtepuanbl u MeToAabl

OcHoBHasi runoTesa wuccrieqoBaHus — peanusauus ob63opa, MO3BONSIOLWErO BbISIBUTb
OCHOBHble OCOGEHHOCTU KaXkOoW CUCTeMbl, MPeuMyLlecTBa UM HegocTaTku Ans 3pdEKTUBHOIO
pearypoBaHusi Ha COBPEMEHHble Yrpo3bl MHEOPMaUMOHHON GesonacHocTM M obecneyeHus
6e30MacHOCTM MHPOPMALMOHHbLIX PECYPCOB.

[na peanu3auumM Hay4HOro WccrnenoBaHMs MPUMEHEHbI MEeTOAbl U3YyYeHUss U aHanusa
Hay4YHO-MeTOAMYECKON nuTepaTypbl, MHOPMALIMOHHLIA MOUCK MO NpoGreme UccneaoBaHus, a
TaKkKe NoAXOAbl, OCHOBAHHbIE HA MEXANCLMNIIMHAPHOCTHU.

Mony4yeHHble pe3ynbTaThbl

O630p ocHosHbix npodykmos Threat Intelligence. lNMpexge yem HavyaTb 0030p NPOAYKTOB,
CTOUT BblAENUTb, YTO OLEHUBATb AaHHble NPoAyKTbl ByaemM no nNaTMbannbHOW cucTeMe u cpasy
onpeaenum obLume KpUTepun oLeHMBaHNS aHHbIX cuctem. M3 Takmnx kputepmes Gbinmn nogobpaHbl
cnegyoLme:

1) C6op gaHHbIx: CnocobHoCcTb cobmpaTtb MHPOPMALNIO N3 Pa3IIMYHBIX UCTOYHMKOB, TaKuX
KaK OTKPbITbl€ UCTOYHUKN, NOA3EMHbIE (hopyMbl, 6a3bl AaHHbLIX Yrpo3, JAPKHET 1 apyrue.

2) Arperaums 1 Koppensauusa: cnocobHOCTb 0ObeaMHATb W arpernpoBaTb AaHHble K3
PasnMyHbIX WCTOYHMKOB AN CO34aHWUs MNOMHOW KapTuHbl yrpo3. Koppenauusa daHHbIX Ang
BbISIBMIEHUSI CBA3EM MeXAy pPasfuyHbiMM yrpo3amu M WMHUMAEHTaMU Yrpo3 MHPOPMaLNOHHON
6e3onacHocTw.

3) AHanu3s un oueHKa: 3KCNepPTHbIN aHanmn3 NoslyYeHHbIX AaHHbIX ANS onpeaeneHnst CTenexHn
Yyrpo3bl U ee NoTeHumnanbHbIX nocneactsui. Bo3MOXHOCTbL NPUCBOEHMS MPUOPUTETOB Yrpo3am
NMHOpMaLMOHHOM 6e30NacHOCTU B 3aBUCUMOCTM OT X CEPbE3HOCTU N BEPOATHOCTMU.

4) Nuterpauns ¢ SIEM (cuctema ynpaeneHuss MHEGOOPMaUVOHHON ©e30MacHOCTbI0 U
COObITUI): COBMECTUMOCTb W WHTErpaumsi C CyLecTBYWLWMMN cucTtemamm 6e3onacHoCTU Ang
obecneyeHns cornacoBaHHOrO pearMpoBaHns Ha nHUMAeHTbl. MNepeaaya nHdopmaummn ob yrposax
B peanbHOM BpeMeHM 411 yyyLleHns NpoLeccoB OOHapyXXeHnsa 1 pearmpoBaHus.

5) YnpaBneHne yrpo3amu: WHCTPYMEHTbl W  (YHKUMOHANbLHOCTU Ana  ynpaBneHus
XM3HEHHbIM LMKNOM yrpo3, oT obHapyXeHus OO pearnpoBaHusi 1 MOHUTOpuHra. CpeacrtBa gns
coTpyaHuyecTBa U obmeHa uHdopmauven ¢ gpyrumm cuctemamu Threat Intelligence [Owmnbka!
MCTOYHMK CCbINKN He HanAeH.].

Kaxayto n3 cuctem Threat Intelligence 6ygeTt odeHb TsKeno oueHUTb MOMHOCTLbIO, Bedb
MOryT ObITb €ANHWUYHBIE CrlyYaun, rae O4Ha CUCTeMa, KOTOPYH Mbl OLIEHUM XYyXe, MOXEeT nokasaTb
pe3ynbTaTbl Ny4lle B OTAEMbHbIX KeNncax.

O6cyxaeHue

B paHHom paboTe paccmoTpeHbl cnegyrowme cuctembl: R-Vision TIP, Anomali Threat
Intelligence Platform, Cisco Threat Intelligence Director, Your Everyday Threat Intelligence, Malware
Information Sharing Platform.

R-Vision TIP — 3710 ueHTpanun3oBaHHas nnatdgopma ans pabotbl ¢ gaHHbIMKM 06 yrposax
MHdopMaUMOHHOM Ge30onacHOCTK, KoTopas npedHasHadveHa ans cbopa, o6paboTku, XpaHeHUs 1
aHanusa fgaHHbIx 06 yrposax, a Takke Ansa UCMofib30BaHUSA 3TOM MHOpMaLMK NS BbISBNEHUS U
OMNOKMPOBKN Yrpo3, pearMpoBaHUA Ha WHUMOEHTbI U NpoBefeHus paccnegoBaHun. R-Vision TIP
nogaepxuBaeT paboTy ¢ koMMepyecknmn n 6ecnnaTHbiIMM MCTOYHUKaMM MHpopMaLmmn, a Takke ¢
AaHHbiMK oT OMHLIEPT. Mpoaykt aBTOMaTtmMyeckun cobupaeT faHHble M3 BCEX MNOOKITHOYEHHbIX
NCTOYHMKOB, HOpManuayeT n gegynnuumpyeT ux, NpuBoOAUT K eANHOM MOAenu npeacTaBneHns ans
bonee ygobHoro n achektmBHoro aHanmsa [Owmnobka! MICTOUYHUK CCbINTIKU He HanaeH.].

R-Vision TIP He Tonbko cobupaeT MHOUKATOpbl Yrpo3, HO Takke MNOArpyXaeT OTYETHI,
MHopMaumio 06 ysa3BMMOCTSIX U BPEAOHOCHLIX MporpaMmmMax, aHanmavpyeT B3auMOCBS3M Mexay
UHONKaTopamun, NPeaoCcTaBrss MOMHYH KapTuMHY Yyrpo3bl. [MpoaykT Takke wHTerpupyetca c
BHELUHMMU cepBucamu, Takumu Kak VirusTotal, Shodan, RisklQ, Whois n gpyrumun, 4tobbl oboratntb
MHONKaTOPbl OOMNOMNHUTENbHBLIM KOHTEKCTOM. OB6paboTaHHble N OTCOPTUPOBAHHbLIE AAHHblIE MOTyT
ObITb aBTOMaTUYECKN BbIFPYXEHbl BO BHYTPEHHME CpeAcTBa 3awuTbl Ansg 6biCcTpon 6roKMpoBKU
yrpos, nogaepxveas obopyaoBaHue OT npou3BoguTenen, Takmx kak Cisco, Palo Alto Networks,
Check Point n gpyrux. Kpome Toro, npogykt obecneunsaet MOHUTOPUHI UHOMKATOPOB B COObITMAX
SIEM (QRadar n ArcSight) ans obecneyeHns TekyLiero n peTpocnekTMBHOro aHanmnsa, u co3gaHus
onoBeLleHn B criydyae obHapyxeHus yrpos. HakoHed, B R-Vision TIP MOXHO aBTOMaTM3MpoBaTb
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BCe onepawmu, CBsi3aHHbIe C MHAMKaTOpamMn KoMnpomeTaumm, oT cbopa 4o 6NOKMPOBKM cpeacTBamm
3awmThl (puc. 1).

Haszsanusa OueHka Onucanue

R-Vision TIP moxeT pabotaTe ¢ Kaspersky, Group-IB, IBM X-Force

C60p AaHHbBIX 4 Exchange, AT&T Cybersecurity, ®UHLIEPT (ACOU nn6o email), B
HaCTOALLMIA MOMEHT NPOAYKT MOAAEPXKMNBAET OrpaHNYeHHOEe YNCI0
VHTerpauumii «m3 KopoGkm».
Arperauus n B 6n10ke «CBogKa», NpejCcTaBneHbl 06beiVHEHHbIE CBEAEeHUA
R 4 pasHOro NPOUNCXOXAEHWSA. HeT NpuBbLIYHOM ANA JaHHOro Knacca
PP = NPOAYKTOB BO3MOXHOCTY NOCTPOeHUs rpados B3anMoceasen
BO3MOXHOCTb PaboThl He TONBKO C MHAMKATOpamu
AHanus n 5 KOMMpOMeTaLmK, Ho 1 ¢ 6o1ee NONHOW KapTUHOW yrpo3 —
oueHka oTYeTamMu, BpeAOHOCHLIM NPOrpaMMHbIM obecnevueHnem,
YA3BUMOCTAMM.
R-Vision TIP ¢ SIEM-cucremamu QRadar 1 ArcSight, 3a c4eT KOTopoW
WuTerpauwms c 4 OCYLLLECTBNAETCA MOHUTOPUHI MHANKATOPOB KOMNpoMeTauun B
SIEM cobbITUAX 6€30NacHOCTN U GOPMUPOBaHME ONOBELLEHWIA B CyYae
o6HapyxeHus
Ynpaenenue OTCyTCTBYHOT pasrpaHuyeHus Mo ypoBHAM KOHGUAEHUMANBHOCTU
4 AaHHbIx (TLP), a Takke MexaHu3m obMeHa gaHHbIMU TI Mexay

yrposamu
y4yacTHMKamMu oTpacnieBblX U1K KOpnopaTueBHbIX COOGLL[ECTB.

PucyHok 1 — R-Vision TIP kpaTtkuin utor

Anomali Threat Intelligence Platform gBnsetca cepBucom no noucky M 0OMeHy
nHcpopmaumen o6 yrposax uHgopmaumoHHon 6e3zonacHocTM. OcHOBHble ABa OYHKUMOHana
AaHHoro cepBuca — aTo Stream n Match.

Stream — aTo dyHKUMA B Anomali, koTopas nomoraeT ynpocTUTb NPOLLecC aHanmsa yrpos,
NpeaocTaBnas LeHTpann3oBaHHyo nnatdopmy ans cbopa, aHanusa n obmeHa nHgopmaumen od
yrposax. [natdopma nossongeTt rpynnam 6Ges3onacHOCTM nosyyaTb AOCTYN M MCMNOMb30BaTb
LUMPOKUA CMEKTP WMCTOYHUKOB MHpopmaumm 06 yrposax, BKMAYas MHOPMAaLUI0 M3 OTKPbITbIX
WUCTOYHUKOB, KaHarsbl KOMMEpPYECKOM nHopmMaLum n NnponpueTapHble UCTOYHMKN MHAOPMaLMN.

Anomali Match — ato dyHkums nnatdopmbl Anomali Threat Intelligence Platform, kotopas
NpYHMMaEeT AaHHble OT Stream, 4TO NO3BONSET OpraHn3aunsiM GbICTPO M TOYHO BbISIBNATL Yrpo3bl
MHopMaUMOHHOM 6e30macHOCTM U pearnpoBaTb Ha HUX, Takke COMOCTaBfsAs CBOK CETEBYHO
aKTUBHOCTb C BCEOOBEMIMIOLLEN U MOCTOSTHHO OBHOBNAEMbIMU UCTOYHUKAMWN AaHHbIX UHOMKATOPOB
yrpo3. [natdopma wuHTErpupyeTcs € pasnuyHbIMK MHCTPyMeHTamu 6e30nacHoCTH, BKAYasa
OGpaHOomMayapbl, CUCTEMbI OBOHAPY>XEHUA BTOPXKEHUM M CUCTEMbl YyNpaBneHus WHdopmauven u
cobbiTnsmun 6esonacHoctn (SIEM), ons cbopa gaHHbIX 0 ceTy 1 6e30NacHOCTU B PEXMME pearibHOro
BpeMeHu. 3atem cobpaHHble AaHHble aBTOMaTU4eCKM COMOCTaBNATCHA C MHAMKATOpaMn yrpos3 B
6a3e gaHHbix Anomali Ang BbIABNEHUSA NOTEHUNanNbHbIX Yrpo3.

Anomali Match npepoctaesnseT opraHu3auusaMm MOMe3Hyl WHgopmaumio 06 yrposax,
BKITHOMasi ICTOYHMK, TaKTUKY, MeToAbl 1 npoueaypbl (TTP), ncnonb3yemble 3royMbiLLNEHHUKOM, YTO
nossonseT cneuynanuctam no 6e3onacHOCTM ObICTPO MNOHATb MPUMPOAY Yrpo3bl UM MPUHATb
COOTBETCTBYIOLLUME Mepbl Ansl ee ycTpaHeHus. [Nnatdopma Takke npegoctaBnseT BO3MOXHOCTb
co3fjaBaTb HacTpavBaeMmble KaHamnbl WHpopMauum o6 yrposax W coTpygHuyaTb C ApYyrumu
opraHusauuamm ansg obmeHa n nonyveHmsa nHgopmaumm ob yrposax, 4to ewle 6onblue noBbiaeT
TOYHOCTb N 3PEKTMBHOCTE OBHApYXeHUs yrpo3 1 pearmpoBaHnsa Ha Hux [Owmnbka! UcToUHUK
CCbIJIKM He HangeH.].

M3 BbiwenpuBeaeHHOW WHGMOPMaLMM MOXHO BblAENUTb Criegylolme npeMMyLecTsa
nnatcopmbl Anomali Threat Intelligence Platform:

e ABTOMATU3NPOBaAHHbLIA aHanM3 W paccTaBfieHMe  npuopuTeToB AN yrpos
MHdopMaumoHHOM 6e3onacHoCTy;

e HacTpanBaemble UH(POPMALMOHHbIE NaHeNn U OTYEThl ANS NOBbILWEHUS NMPO3PaYHOCTU
AaHHbIX 06 yrposax;

o DyHKUMKM COBMECTHOWN paboTbl ANns obMeHa nHpopmaumen ob yrposax Mexay KomaHaamm
n otgenamum (puc. 2).
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HasBauuna Ouexka Onucanve

MHTerpupyeTcs ¢ NcTodHuKamu xypHanos (Syslog, SIEM, AWS S3,
NetFlow / sFlow) 1 Apyrumu cuctemamu Anst 06MeHa UHGopmaLmed
1 COXpaHAeT 3anu1cy NPOTOKONOB 3a NOCNEAHWIA FO4 UAu 6onee, He

[Aonyckas Ay6AnpoBaHus.

C60p faHHbIX 5

ThreatStream HakanMBaeT aHaNNTUYeCckne JaHHble 06 yrposax u3

Arperayus n 5 6ecnnaTHbIX M CTOPOHHUX UCTOYHUKOB Yepe3 Anomali APP Store, a
Koppenayus 3atem obpabaTbiBaeT 3TV cBeAeHWs, oboralaet ux, Jobasnset
KOHTEKCT U conocTaBnsieT ¢ HUMW MHANKAaTOPbI KOMNpoMeTayuu.

AHanus n KOMMOHEHT NOCTOSAHHO aHaNU3NPYeT UCTOPUUECKME AaHHbIE Ha
oueHKa 5 npeaMeT HOBbIX U CYLLIECTBYIOWMX Yrpo3 6e30nacHOCTy, BbIABNAA
YA3BUMOCTU.

Mpy 06HapyXeHU\ NPeACTaBNAIOLMX UHTEPEC MHANKATOPOB
5 Anomali Match MOXeT aBToMaTVyecku OTNPaBNaThL YBeAOMAEHUS B
SIEM unu IRP Ansi COOTBETCTBYIOLLErO pearnpoBaHus.

WHTerpaums c

Ynpaenexve 4 EcTb BO3MOXHOCTb 3arpyxath IOC'M 1 cBa3bIBaTh UX. MOXHO
yrposamu 3arpyxatb To1bko 40 20000 IOC'oB.bI

PucyHok 2 — Anomali Threat Intelligence Platform kpaTtkuin ntor

EclecticlQ Threat Intelligence ewe ogHa WHTepecHas 3apybexHasi cuctema Threat
Intelligence. TMnatdopma EclecticlQ Threat Intelligence paspabotaHa ana cogenctsust B
Kkoonepauum Mexagy aHanutMkamum WMHEGPOPMaUMOHHOM Ge3onacHOCTM €  nomollblo  Habopa
npoueccoB B e4MHOM paboyem MpocTpaHCTBe. OTO MO3BOMSET KOMaHAaMm MO pearpoBaHuIO Ha
nHumaeHTtobl (SOC, CERT n Tak ganee) ObicTpo nony4yaTb NOME3HYH0 U peneBaHTHY0 NHOpMaLmIo
006 yrposax, B3aumogencTeoBaTb C APYrMMn aHannTUkaMmm, o6HOBMATb MHCTPYMEHTbI yNpaBneHus
©es3onacHocTblo U obmeHuBaTbCcA UHGoOpMaumen. Nnatgopma BkoyaeT B cebsa cnegyowime
KOMMOHEHTbI: OYHKUMOHaNbHbIM APl ons uHTerpaunm BXogsawmx U UCxogawmx OaHHbIX, CUCTEMY
OMOBELLEHNN Ha OCHOBE MOMUTUK, PaCLUMPEHHOW FOrMKM mnomcka M MaTpul, Koppenauuu ans
ceTeBbIX rpados, Mogynu ANs CO3OaHWUS PasfnUyHbIX OTYETOB, a TakKkKe MHCTPYMEHTbI noucka u
BM3yanusaumm ansg obHapyXeHusi CKpbITbIX Koppensaumi mexgy 6onbwmmu Habopamu AaHHbIX.
Mnatgopmy MOXHO peanu3oBaTb B BMAE NOKanNbHOW WMHMPACTPYKTYpbl 3akasuuka (on-premise),
obnayHoro peLweHus unu rmépmaHon koHgurypaumm [Owmnoéka! UCTOUYHUK CCbINKN He HangeH.].

OcHOBHble  npeumyllecTBa nnaTgoOpMbl  BKAOYAOT  paclUMpeHVe  BO3MOXHOCTEW
aHanUTUKOB MHAOPMALMOHHON BGe30NacHOCTU U ynyduwleHne ux gencTBui bnarogaps eanHomy
paboyemMy NpOCTPaHCTBY, NO3BOSIAIOLEMY aHaANU3NMPOBaTb YrPO3bl B pEXUME peanbHOro BPEMEHM,
obmeHuBaTbCs MHoOpMaumern 06 yrpo3ax Mexay 3avHTepecOBaHHbIMM  CTOPOHAMKU U
cywecTsylowmmmn cpeagcteammn  6es3onacHoctn 4vepe3 API, obmeHMBaTbCA AaHHbIMU  MexXAay
pas3nuyHbiMK ydacTtHukamn Threat Intelligence Ha ocHoBe ¢opmaTtoB STIX u TAXIl, a Takke
peneBaHTHYH COPTUPOBKY AaHHbIX AN (OKYCUPOBKU Ha Hanbonee akTyanbHbIX yrpo3ax [Owmnobka!
UcTouHuUK ccbinkn He HamaeH.]. [natdgopma Takke No3BonseT CTPoUTb rpadbl CBA3EN Mexay
MHOMKaTOpaMM KOMMNpPOMEeTaunn U BHYTPEHHUMK apTedakTamu, No3BOMSLWLMMU NpoCcMaTpmBaTh
CBSA3M MeXAY CYLIHOCTSMM Ha OCHOBE MX OBLLINX XapaKTePUCTUKK, YTO MOMOraeT NOMECTUTb KaxXabli
dparmMeHT MHopMaLMM B NPpaBUIbHbIN KOHTEKCT (puc. 3).

HasBauusa OueHka OnucaHve

C60p AaHHbIX 4 C nomolLbto APl npounssoanTcs 06MeH nHpopMaLmei, CBsI3aHHOM ¢
Yrpo3amu, Mexay CyLIECTBYIOLMMU CPEACTBAMM 3aLLMThI.
Arperayusa n
KoppenaLua 3 JlaeT BO3MOXHOCTb CBSA3bIBaTb MHLUUAEHTI.
paclumpeHmne BO3MOXHOCTE aHaIMTUKOB MHGOPMALVOHHOM
AHanus n 5 6e3onacHOCTU 1 NOBbILLEHUE SGPEKTUBHOCTY UX ACACTBUIA 3a CHET
oueHKa €/AnHOro paboyero NPOCTPaHCTBA, NO3BONSAIOLLErO NPOBOAUTL
aHanu3 yrpos B pexvme peanbHoro BpeMeHmn
WuTerpayums c 5 CucTema OTnpaB/isieT 3anpockl B peXUMe peanbHOro BpeMeH B
SIEM SIEM
Ynpaenexue a MoaaepxusaeTca NocTpoeHue rpados CBA3EA UHANKATOPOB
yrposamm KOMMPOMETaLMMN 1 BHYTPEHHUX apTedakTos

PucyHok 3 — EclecticlQ Threat Intelligence kpaTkui ntor
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Your Everyday Threat Intelligence (YETI) — aTo nnatdopma aHanusa yrpo3 ¢ OTKPbITbIM
NCXo4HbIM KOOOM, co3aaHHasn Rapid7, Beayuien komnaHnen B obnactm knbepbesonacHoctn. YETI
ObIN co3gaH € uenbto NpegocTaBnTb OpraHmn3aumnam 6ecnnatHoe peLlleHne ¢ OTKPbITbIM MCXOAHbIM
KOOOM A4Nis yrnpaBreHus, aHanusa n obmeHa nHdgopmaumen o6 yrposax. lNnardopma nossonseT
opraHusaumam cobupatb, XpaHUTb U aHanuM3nMpoBaTb pasfnnyHble TWUMbl AaHHbIX 06 yrposax u3
pasfiMyHbIX MCTOYHMKOB, BKIOYAd KaHanbl C OTKPbITbIM MCXOOHbIM KOOAOM W KOMMep4Yeckue
pasBedblBaTesbHble AaHHble, BHYTPEHHME CUCTEMBI U OTAENbHLIX 3KcnepToB. YETI npepoctaBnseT
LEeHTpanM3oBaHHbIN  peno3nTopunm AaHHblx 06 yrposax, ynpowas opraHusaumsm obmeH
MHopMaumen n coBMecTHyto paboTy Haa yrpozamu 6esonacHocTu. MNnatdopma Takke ocHalleHa
MOLLHBIM a@HanNUTUYECKMM MEXaHM3MOM, KOTOPbIA MOXET MNOMOYb OpraHu3aumsiM BbISBNSATb
TeHOEHUMN W 3aKOHOMEPHOCTM B CBOMX [aHHbIX, MNPEeAoCTaBnss LUEHHYH MWHdopmauumio o
noTeHumnanbHbIX yrpo3ax 6esonacHocTy [Owmnbka! MICTOUYHUK CChINTIKM He HauaeH.].

YETI nopgepxuBaeT pasnuuyHble BapwaHTbl MWHTErpauuMmM, 4YTO MO3BOMSET Jerko
WMHTErpmMpoBaTb ero ¢ ApYrMMu MHCTPYMEHTaMn 1 nnatgopmMamMm, UCNoMb3yeMbIMU OpraHn3aunsiMu.
Hanpumep, YETI wHTerpupyetca c cuctemamu ynpasfeHus WHGOPMauMen n cobbITUAMM
6esonacHoctn (SIEM), Takmmun kak ELK Stack, ons npegocraBnenuns aHanutnkam nHdopmauum oo
yrposax B pexume peanbHoro spemeHn. YETI Takke nHterpmpyetca ¢ nnatopmMamm aHanuTuku
yrpos, Taknmmum kak TheHive, 4Tobbl 06ecnevnTb LeHTPanM3oBaHHOE MECTO ASA XpaHeHWs U aHanusa
AaHHbIX aHanuTukn yrpo3. Kpome toro, YETI MOXHO mHTerpupoBaTb C APYrMMW UHCTPYMEHTamMu
6e3onacHOCTW, TaknMu kak GpaHamayapbl, cuctembl obHapyxeHus BTopxkeHun (IDS) n cuctemsl
npeapoTepaLleHns BTopxkeHun (IPS), ana npegoctaBneHnst 3TUM MHCTPYMEHTaM Mosie3HbIX AaHHbIX
00 yrposax 1 noebieHns nx odbuien 6eszonacHocTn [Owmnobka! UICTOUYHUK CChINTKU He HanaeH.].

OTkpbITbIN UcxoaHbIn kog YETI nossonseT opraHvMsaumsiM HacTpavBaTb nnatdopmy B
COOTBETCTBMU CO CBOMMW KOHKPETHBIMW NOTPEOHOCTAMM U UHTErpupoBaTh €e B CYyLLECTBYIOLLYIO
MHppacTpykTypy 6e3onacHocTM. OTO O3HA4yaeT, YTO MOMb3oBaTenu MOryT npocmaTpuBaThb,
M3MEHSTb M AaXe paclmpaTb UCXOAHbIM Ko nnaTtdopmbl, 4TOo genaeTr ee 6onee rmbkonm u
noaxoadllen Onsi pelleHusl KOHKPETHbIX 3agad B pamkax opraHusaumm. OpHako, OTKPbITbIN
NCXOAHbIN KOO MOXEeT npeacTaBnaTb cobor npobnemy Ons HEKOTOPbIX OpraHuW3auui, Tak Kak
TpebyeT BGonbLero BpeMeHn 1 ycunuin ons NogaepXkm n 06HoBMNeHUS.

OpaHum n3 npenmyects YETI apnaeTca ee LeHa, Tak Kak 3TO NMPOEKT C OTKPbITbIM UCXOOHbIM
KOAOM, OH MOXeT ObiTb 6GecnnaTHbIM UMM CTOUTb ropasdo MeEHbLle, YeM KOMMep4Yeckue
nnatdopmbl. Tarke YETI nogaepxnBaeT MHOXeCTBO dhopMaTtoB AaHHbIX, Bkrtodasa STIX, TAXII v
CybOX (puc. 4).

HasBanus OueHka Onucaxue

YETI npegHasHadeHa Ans c60pa, LLeHTPaNIM30BaHHOIO XpaHEeHNs 1
C60p AaHHbBIX 5 o6orallieHus AaHHbIX 06 yrpo3ax 1 MHAUKaToOpax KoMnpomeTauum
113 PasAUYUHBIX UCTOUHIIKOB.

Arperauvs n

[d€T BO3MOXHOCTb CBA3bIBaTb NHUWAEHTI.
Koppensuus e A HAA

AHanuz u He NpoM3BOAWT aHanK3 1 OLEHKY Ha ypoBHe CUCTeMbI. o3Bo/IRET
oueHKa 1 aHanMTNKaM MHGOPMaLIMOHHO 6e30MacHOCTM COCPeA0TOUNTLCA
Ha pa60're C MHUMAEeHTaMu (peamposanme, paccneposaHue n T.A.)

Mo3BONSET 3KCNOPTUPOBATL AaHHbIE B OMpeAensiemMble
1 nosnb3oBatesiem GopmaThl ANA AanbHelillei nepeaaqn Apyrum
WHCTpYMeHTaM Hanogo6ue SIEM.

WHTerpauus c

Vnpaeneuue Bu3yanu3auusi OTHOLLEHNIA MeXAY PasnnUHbIMMU yrpo3amu
yrpozamm 4 6€30MacHOCTM 1 MHAUKATOPaM KOMMPOMETALIAW,

PucyHok 4 — Your Everyday Threat Intelligence kpaTkuin ntor

Cneaytowaa nnatcopma Tl ¢ OTKpbITEIM UCXOOHbIM Kogom — Malware Information Sharing
Platform (MISP), oHa paspabotaHa kOMaHOOM 9KCnNepToB B 006MactM  MHGOPMaLMOHHON
G6esonacHocTn B EBponenickom MHCTUTYTE uUMdpoBbIX cuctem u npaB (European Institute of
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Computer Antivirus Research) B 2013 rogy. OHa 6bina paspaboTtaHa ¢ uenbto ynyJeHns obmeHa
MHdopmaumen ob yrposax Mexagy y4acTHuMKammu coobuiectsa nHdpopmaumoHHon 6e3onacHOCTI.

MISP wncnonb3yeTca rocyaapCTBEHHbIMU U KOMMEPYECKMMW OpraHuM3auusamn, a Takke
areHTCTBaMu Mo 3awmrte nHgopmauumn Bo BceMm mupe. OHa MOXET MHTErpupoBaTbCsi C pasfmyHbIMU
WHCTPYMEHTaMM1, TaKUMKN KaK aHTUBUPYCHbIE MporpaMmmbl, dpaepeonbl, nrnargopmel SIEM 1 gpyrue
nnatdopmbl obmeHa mHdopmaumnen ob yrposax. OTO NO3BONSET OpraHu3auusiM MCNosib30BaTb
nHopmaumto 06 yrposax, Nofy4eHHY OT APYrMX Y4aCTHUKOB cOObLLEeCTBa, ANA Yiy4lleHNss CBOEW
3aLnTHI.

Malware Information Sharing Platform (MISP) nmeeT BO3MOXHOCTb WHTErpMpOBaTLCS C
Apyrummn nnatopmMamm, TaKMMn Kak:

° Open source cuctembl 06HapyxeHus sTopxxeHun (IDS), Takme kak Suricata n Snort;

° AHTUBMpPYCHbIE Nporpammbl, Takue kak ClamAV n McAfee;

° CuctemMbl KOHTponsa 3a cobntogeHnem nonutuk, Takme kak Palo Alto Networks u
FortiGuard Labs;

° CucrteMbl KOHTpOrS 3a 6e30NacHOCTLIO CeTH, Takme kak SIEM;

° PaanunuHble BeG-cnykbbl, Taknme Kak aHanuTU4ecKne CryxObl, KOTOpblE MOXHO

ncrnonb3oBaTb BMecTe ¢ MISP [Owmnb6ka! MICTOYHUK CCbINKM He HangeH.].
WHTerpaumsa ¢ gpyrumm nnatdopmamm no3eonsieT obecneuntb 6onee rnmybokoe n To4YHoE
MOHUTOPUHI ceTn N obecneunTb ObICTPbIA U 3PDEKTUBHBIN OTBET HA BO3MOXHbIE Yrpo3bl (puc. 5).

Hazsanus Ouenka Onuicanve

BCTpOeHHbIe BO3MOXHOCTM COBMECTHOIO UCMO/b30BaHNs ANs

C60p AaHHbIX 4
ynpoLueHuns ob6MeHa AaHHbIMU

Arperayvs n 3 nocTpoeHue rpada cobbITUi ANs CO3AaHUA 11 NPOCMOTPA
Koppensuus OTHOLUEHWIA MeXAY UHAMKATOPaMM KOMIPOMETAaLIN 1 aTpuByTamu

Ananus n

oLeHKa 1 He nNpou3BoANT aHanu3 1 OLEHKY Ha YPOBHE CUCTEMbI.

WHTerpauus c 3 BO3MOXHOCTb aBTOMAaTUYECKOro 06MeHa 1 CUHXPOHMU3aLIK C
SIEM APYrMun CTOPOHaMMU

Ynpasnexue 4 MocTpoeHue rpada cobbiTUiA ANs CO3AaHUA 1 NPOCMOTPA
yrposamu OTHOLLEHWUIA MeXAy MHAUKaTOpaMu KOMNPOMETauun 1 aTpubyTamu

PucyHok 5 — Malware Information Sharing Platform kpatkuin ntor

3akntoyeHue

B pesynbTtaTte aHanusa pasnuuHbix cucteM Threat Intelligence, MmoxHO coenatb BbiBOA, O
TOM, YTO Kaxaasi U3 HUX MMeET CBOW YHUKanbHble OCOOEHHOCTU, NpeumyLlecTBa U HeaoCTaTKu.
Kaxgas cuctema npegHasHavyeHa aAnst onpeaeneHHblX CLieHapeB NCNOoNb30BaHUA, U NpaBubHbIN
BbIGOp 3aBMCUT OT KOHKPETHbIX NOTPEBHOCTEN N XapaKTepPUCTUK OpraHn3auun.

R-Vision TIP Bblaensaetcs cBoen aheKTUBHOCTLIO B OOHAPY>XEHUWN Yrpo3 N NHTerpaunem ¢
pasnuyHbiMn cpeactBamu BesonacHoctu. Anomali Threat Intelligence Platform npepoctasnser
LUMPOKMA HABOop AaHHbIX U akUEHTUPYeT BHMMaHue Ha paHHeM obHapyxeHun yrpos. Cisco Threat
Intelligence Director oTnn4aeTcsa BbICOKOM NPOU3BOAUTENBLHOCTBLIO U HAAEXKHOCTLIO, YTO AenaeT ero
noaxoasALWMM AN KPUTUYECKN BaXKHbIX CUCTEM.

EclecticlQ Threat Intelligence obecneunBaeT rmbkocTb U MacwTabnpyemMocTb, 4TO Aenaet
ero uvgeanbHbiM BblIOOPOM Ans KpynHbIX opraHu3auun. Your Everyday Threat Intelligence, ¢
hOKYyCOM Ha Nonb30BaTENbCKON APYKENOHOCTN, MOXeT ObiTb NpeanoYTUTENeH Ansa HebonbLIMX
npeanpuatnin. Malware Information Sharing Platform nogyepkvBaetT BaxHOCTb 06meHa
NMHopMaLumen o Bpe4OHOCHbIX NporpaMmmax Mexay coobLiectsamu.

B 3aBMCUMMOCTM OT KOHKpPETHbIX MNOTpebHOCTen opraHuM3auun, HeobBXOo4MMO OLEHUTb
WHTErpaumio, COBMECTUMOCTb, MaclTabupyemocTb U MPOU3BOAMTENBHOCTb KaXOOW CUCTEMBI.
PekomeHayeTcs Takke y4nTbiBaTb BO3MOXHOCTU agantauum K UsMeHsaLWwmnmcs yrposam 1 6yaywmm
TpeboBaHusiM 6e30nacHOCTH.

Ncxogs 3 pgaHHOro aHanmsa, pekoMeHOyeTCcs NpUYHUMaTb BO BHWMaHWE YHUKarbHble
0COBEHHOCTU KaXXO0M cucTeMbl, YTOObI 06ecneunTb 3hheKTUBHOE pearnpoBaHne Ha COBPEMEHHbIE
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yrpo3bl MHGOpPMaUNOHHON 6Ge3onacHocTn u  obecneuntb 6Ge3onacHOCTb  MHAOPMALMOHHBIX
pecypcos.
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KAYIN-KATEPAI BAPIAY XYWENEPIH TANQAY

Threat Intelligence (TI) — 6yn ylbiMOapdbiH KayincisdieiH apmmbipy YWiH KondaHbinambiH
aknapammbabiK Kayincizdikke meHemiH Hemece natida 6onamsiH Kayinmep myparnsi aknapam. Tl xylenepi
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opmyprii k630epOeH, COHbIH iwiHOe auwbiK Ke30epdeH, xabblKk Ko30epOeH XoHe cepikmecmep MeH
KnueHmmepdeH asnbiHFaH 0epekmepdi XuHaliObl xoHe mandaldel. Ti XxydenepiH manday-byn xytenepdiH
Oepekmepdi xuHay MeH mandaydarbl muimlinieiH 6aranay XoHe akrnapammbiK Kayinciddik wewimoepiH
Kabbinday ywiH natdasbl aknapam 6epy npoueci. Aknapammblk Kayinciddikke meHemiH kamepiep 6apraH
calibiH KypOeneHe mycemiH Kasipai uugprnbik onemde Threat Intelligence (ti) xydenepiH manday
aknapammaiK pecypcmapOblH KayinciddieiH Kammamacsi3 emy ywiH MaHbi30bl 605bin mabbinadsbl. Threat
Intelligence-aknapammeik Kayincizdikke meHemiH Kameprnepdi aHbliKmayra barbimmarnfsaH akrnapammsbiK
Kayincizdik Kkamepnepi myparnbli 0epekmepdi xuHay, masnday xeHe myciHOipy npoueci. byn myprbida ti
XylenepiH manday Kayinmepdi muimdi myciHydiH xeHe onapObiH andbiH any wapanapbiH KabbiidayobiH
MaHbI30bl Kypasbl 605bin mabbinadsl.

byn makanada Threat Intelligence xytenepiH mandaydbiH epexkwenikmepi, apmblKWbIIbIKMapb! MeH
Kemuwinikmepi kapacmabipbiiiadbl. Mbicansi, TI mandaybsiH UHmMpYy3usiHbl aHbiKmay xyudeciHiH (IDS) muimdiniaiH
baranay ywiH natidanaHyra 6onadsl. Tanday IDS wabybindapbiHbiH KaHOal myprepiH aHbikmad afambiHbIH
JKOHEe KalCbICbIH aHblKmal asiMalmblHbiH aHbikmaul anadbl. Tanday HemuxenepiHe cyldeHe ombipbir, IDS
JKYUeciH XaHapmy Kaxemminiai HeMece KOCbIMwa KOpraHbIC wapalapbiH KOCy myparbl weuwim Kabbindayra
6on1adsl.

TyliH ce3dep: Kayinmep myparbl, awbiK Ke30ep, aknapammblK Kayinciddik, aknapammsl manday,
Axrniapammbik Kayinciadik kamepepi.
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ANALYSIS OF THREAT INTELLIGENCE SYSTEMS

Threat Intelligence (TI) is information about current or emerging threats to information security that is
used to enhance the protection of organizations. Tl systems collect and analyze data from various sources,
including open sources, closed sources, as well as data obtained from partners and clients. Analysis of Tl
systems is the process of evaluating the effectiveness of these systems in data collection and analysis, as well
as in providing useful information for decision-making in the field of information security. In the modern digital
world, where information security threats are becoming increasingly complex and sophisticated, the analysis
of Threat Intelligence (TI) systems is becoming crucial for ensuring the security of information resources.
Threat Intelligence is the process of collecting, analyzing, and interpreting data on information security threats
aimed at identifying threats to information security. In this context, the analysis of Tl systems serves as an
important tool for effectively understanding threats and taking measures to prevent them. This article is
dedicated to examining the features, advantages, and disadvantages of Threat Intelligence system analysis.
For example, Tl analysis can be used to evaluate the effectiveness of an intrusion detection system. (IDS).
Analysis can identify which types of attacks an IDS can detect and which it cannot. Based on the analysis
results, a decision can be made regarding the need to upgrade the IDS system or to add additional protective
measures.

Key words: Threat Intelligence, open sources, information security, information analysis, information
security threats.
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ANEKTPOHAbLIK NOLWTA APKblJ1bl PULLUHTTIK 5
WABYbINOAPAbIH ANAbIH AlY YWIH XXACAHObI UHTENNEKTTI NAUOAJTAHY

AHOamna: byn makanala 371eKmpOHObIK nowma apKbiiibl ouwuHemik wabybindapobiH
Kasipai npobrnemanapbl MeH XOUKbIH acepriepi Kapacmbipbinadbl. ¥lbimOapObl OepekmepOliH
Oy3binlyblHaH XoHe biKmumMan anammebl candapdaH Kopray YWiH andbiH any wapasnapbiHbiH
MaHbI30bInbIFbl @amarn emindi. @uwuHemik wabyblndapobiH Heei32i myprepi xaHe mayekendepoi
muimOi a3zalimy yuwiH xacaHObl uHmernnekm (Al) HeaiziHOeai wewimOepldi eHaidy Kaxkemminiai
cunammanraH. Kymbicma xacaHObl UHMENNEKM reH MawuHarsblK OKbimyObl KoridaHa ombipbir,
uwuHemiH anrfawkbl benzinepiH maHy adicmepi KorndaHblnobl. B3ipriey ywiH Python xeHe Google
Colab kondaHbindei, 6yn depekmepdi muimdi mandayra xoHe MoOesnnb0epdi OKbiImyFra MYMKIHOIK
bepai. Epekuwe adicmepdi a3iprieyae xoHe 3amaHayu bardapriamarbiK xacakmamaHbi natidanaHyra
epeKkwe Hasap aylapbindbl. 3epmmey HamuxxeciHOe hulwuHemik wabyblindapdsi maHydarbi Al
KypandapbiHbiH Xofapbl muimOinieiH pacmalmbiH Oepekmep arnbiHObl. Al mexHonoausnapbi
uwuHemi aHbikmaydbiH dandiciH edayip apmmbipObl XoHe xaHa Kubepkayinmepae beuimoenyoi
Kondadel. Tanday kepcemkeHdel, Al KondaHy wabybindapdbl yakmbinbl aHbiKmayfra faHa emec,
COHbIMEH Kamap andbiH any cmpameausifiapbiH Xacayra MyMKiHOIK 6epedi. HamuxenepdiH
npakmukarsnbiK MaHbI30blNbifbl-93iprieHeeH adicmepdi KondaHbicmarbl Kayinci3oik xytenepiHe
6ipikmipy MmymkiHOiei. XKymbic aKknapammbsl mypakmbl KopfayObl Kypy YWiH MexHON02UAMbIK
Xxemicmikmep MeH yubiMOacmbipywbinbiK maxipubenepdi bipikmipemiH cmpameausinibik macinoi
YCbIHaObI.

TyliH ce3dep: crnam, uwuHe, akKnapammabiK Kayincialik, MawuHasblK OKbimy, Ccy3y,
adicmep, Kopray, KUbIHObIKMap.

Kipicne

OneKkTpoHAbIK nowwTa pULLIMHri-byn anaskTblK adici, oHaa xibepyLwinep e3 xabapnamanapblH
3aH4bl cypaynap peTiHae Kacblpadbl, onapablH MakcaTbl anyLbinapablH, XXeke ManiMeTTepiH any
ywiH angay 6onbin Tabbinagpl. XXebipneHywinep kayin-katepaeH 6enxabap 6onbin, cakraHabIpy
NoNMCTEpPiH, BaHKTIK LWOTTap XXeHe oneyMeTTIK cakTaHOblpy AEPEKTEpP CUSIKTbl Kynus aknapatThbl
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ycbiHagbl. bByn wabybingap Oykin enemaeri kacinopblHAapfa TapanaTtbiH >KaHe onapablH,
TanfFamnasgblfblH KepceTeTiH yMbiMaap YLWiH antapsbikTan Kayin TeHagipeai.

OneKkTpoHAbIK NoLWTa apKblnbl PULLKHITIK HaykaHaap onapablH bIKTUMar XXOMKbIH cangapbiH
eckepe OTbIpbIM, YIIKEH Kayin peTiHae kapacTbipbinagbl. KapXbinblK WbiFbiHAAp akncbeprTiH LWbiHb
FaHa; TepeH WbIfblHOAP MaHbI3Abl aknapaTTbiH, afbin KeTYiH KaMTuabl, KOMNAHWUSHbI akTapribiKTan
3aHObl Teyekengepre ylwblparagbl XaHe KIMEHTTepAiH CeHiMiHe HykcaH KenTipegi. byn
KopnopaTMBTIK nowTaHbl (PUKNHITIK wabybingapdaH KopFay YLWiH KelweHAdi wapanapibl eHrisy
KakeTTiniriH kepcetedi [1].

OneKTpPOHAbLIK NOLWTaHbl Tangayfa HerisgenreH ¢UWUHITIK wabybinaapabiH
CTaTUCTUKACbl MEH ayKbIMbl.

>KaHa eHimai WwWeiFapyra ganbiHAbIK XXyMbICTapbl asicbiHaa Kaspersky Lab capaniwbinapbl yw
MWUMNIMOHHAH acTaM  9NeKTPOoHAbIK nowTaHbl Tangagbl. Tangay HaTwkeciHOe  3uaHabl
Gargapnamanblk xxacaktamaHbiH 800-re Xyblk 4aHachl, 60 MblH cnam-xabapnama, 110 MbiH xannaw
nowTa xxaHe 20 MblH, PULKHITIK XaT Tabbingbl. Mnnoctpauus ywiH 6i3 kyHiHe opTa ecenneH 40 MblIH
xabapnama anatblH 300 agamMHaH TypaTblH KOMMaHWSAarbl >KaFgawdbl YCbiHbIFaH. byn
ANEKTPOHAbIK MNOLWTaHbl NanganaHyabiH, WwamameH 2,5 arblHaa atanfaH yw MUMIMOH SNeKTPOHAbIK
nowTa XuHanfaHblH OGingipeni. bip Xymblic KyHi iwiHae, myHdanm komnaumss 800 cnam-
xabaprnamameH, wamameH 1500 »xannawn xibepiniMmeH xxoHe 250-aeH actam QULLNHITIK XaTTapMeH
GeTne-6eT kenepni, ausHabl 6argapnamMa aHbikTanfaH 1-2 xafganapl antnaranga, MyHblH 6api nowTa
Office 365-ke eHri3inreH KopfaHbIC KypangapbiMeH Cy3inreHHeH KewiH nanpga Gonagbl, onap
Kesgencok 3,9% KaxeTTi xaTTap Xosiabl, onapabl 3usiHObl Aen KaTereckeH aHanuTuKacblH cypeT 1-
0e KepCeTinreH.

Daily Email Threats Detected in a Company with 300 Employees

10?

Number of Emails Detected Per Day

Malicious Software Spam Messages Mass Mailings Phishing Emails
Type of Email Threat

Cypet 1 — Kaspersky Lab aHanuTtukachl

XacaHabl MHTENNEeKTTi OKbITY: aaicTepi MeH anroputTMaepi

XKacaHabl nHTennekt (Al) TpeHuHri-Oyn MalwmnHaHbIH epekTep MeH epexenep XUbIHTbIFbIH
KongaHa oTblpbin, 6enrini 6ip Tanceipmanapapl opbiHAayabl MeHrepy npoueci. OKbITyablH 8pTypAi
agicTepi MeH anroputMaepi MeniMeTTepdeH aknapaT anyfa >XeHe HeridgenreH wewimaep
kabbingayra mymkiHaik Gepeai [2]. Byn makanaga 6i3 Al okbITyablH Herisri agictepi MeH
anroputMaepiH KapacTbipblnagbl, COHbIMEH kaTap onapabl Python-ga konpgaHyra mbicangap
kenTipineai.

MyraniMmeH okbITy (Supervised Learning) aaici mogenbai OKbITY YLWiH OpHanacTbIpbifiFaH
aepektepai  (Mbicanbl, KIKTeNreH KeckiHaep) navganaHydbl KamTuabl.  AnroputMaepain
MbIcangapbliHa CbI3bIKTbIK perpeccusi, NOrmCcTUKarnbIK perpeccus xxaHe LeLliM afalutapbl xaTtagbi[2].
Byn agic xikTtey, perpeccus xaHe Gormkay ecenTepi ywiH KongaHbinagpl. Python-gafbl mbicansl
CypeT 2 — CbI3bIKTbIK perpeccus KepceTirnreH.

Myfanimci3a OKbITy 8fici TerTepcia AepekTepdi Tangay YWiH KongaHbinagbl (Mbicansl,
XiKTenmereH KeckiHaep). AnNropyTMaepdiH MbicanfapbliHa Krnacteprey, Herisri KOMNOHeHTTepAi
Tangay xaHe dakTopnblK Tangay xatagbl. byn agic agepekrep KypblibIMbIH @aHbIKTay, aybITKynapasb!
aHbIKTay XaHe AepeKkTepai KbICy YLUiH KonaaHbinaabl.

benceHgi okbITy agici mogenbre kasipri 6inimi HerisiHae oKy YLWIiH gepekTepai ©3 OeTiHwe
TaHgayFa MyMKiHAik 6epegqi. AnroputMmaepaid MbicangapbiHa eH, AknapaTTblk HyKTenepai TaHgay
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XXaHe Mofenbai KongaHy agictepi xkatagbl. byn agic aepekTepai )KuHayra xXeHe eHaeyre yakbIT neH
pecypcTtapabl YyHemgengi. Python-garbl mbican cypet 3 Modal mogynbaik KiTanxaHacbliH KongaHa
OTbIpbIn 6enceHai OKbITY KOPCETINreH.

(’ from sklearn.model_selection import train_test_split
from sklearn.linear _model import LinearRegression
from sklearn.metrics import mean_squared_error
import pandas as pd

# Uploading data

data = pd.read_csv('data.csv')

X = data[[ 'featurel®, ‘'feature2’]
y = data[ "target’]

# Separation of data inte training and test data
X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=8.2, random_state=42)

# Creating and training a model
model = LinearRegression()
model.fit(X_train, y_train)

# Prediction and evaluation of the model
y_pred = model.predict(X_test)
print("Mean Squared Error:", mean_squared error(y test, y pred))

CypeT 2 — CbI3bIKTbIK perpeccust yHKUMACHI

[ 1 from sklearn.datasets import make_classification
from sklearn.model_selection import train_test_split
from sklearn.ensemble import RandomForestClassifier
from modAL.models import Activelearner

ertainty import uncertainty_sampling

from m

# Creating synthetic data
X, y = make_classification(n_samples-18@8, n_features=28, n_informative=2, n_redundant=2, random_state=42)

# Separation of data into training and test data
X_train, X test, y_train, y_test = train_test_split(X, y, test_size=8.2, random state=42)
# Initializing an active student
learner = Activelearner(
estimator=RandomForestClassifier(),
query_strategy=uncertainty_sampling,
X_training=X_train, y_training=y train

)

# Training the model on the initial data set
learner.fit(X_train, y_train)

# Sampling new training data
query_idx, query_instance = learner.query(X_test)

learner.teach(X_test[query_idx].reshape(1, -1), y_test[query_idx].reshape(1, ))

#Evaluation of the model
print("Model accuracy:”, learner.score(X_test, y_test))

CypeT 3 — Modal mogynbgik KiTanxaHacblH KongaHa oTblpbin 6enceHai OKkbITy

Al okpITy oepekTepaeH Binim any ywiH apTypni a4ictep MeH anroputMaepai nanganadHagsbl.
oaicTi TaHgay TanceipMa TypiHe, LepekTep KeneMiHe XaHe Kon XeTimai pecypctapra 6annaHbICTbI.
AnTa KeTy Kepek, Al-ai oKbITY TeK OCbl 8iCTEpMEH faHa LUeKTenMenai xXoHe yHeMi xaHa agictep
MeH anroputmaep xacanyga[3].

ONeKTPOHAbIK MowTa MeKeHXaunapbliH XiKTeyre apHanfaH MallUHanblK OKbITY
anroputmaepi

XKacaHObl MHTennekTke HerisgernreH 3MeKTPOHAObIK MoLlTaHbl Cy3y >Xyhenepi HerisiHeH
MalluHanbIK OKbITY anropuTMAepiHiH eki TypiH nanganaHagbl. byn myfaniMmmeH MaluvHanbiK
OKbITYAbIH KIKTeyiluTepi >XoeHe MyfFaniMcia MaluHanblK OKbITy anroputmgepi. bakbinaHaTbiH
MallWHanbIK OKbITY KnaccudukaTopriapblH  MapKeTUHITIK  SNEeKTPOHAbIK nowitanap, ickepu
GannaHbICTapAarbl MaHbI3abl ANEKTPOHAbIK XaTTap, KapXbl MHCTUTYTTaPbIHbIH, WblHAWBI XaTTapsbl,
cnam-xabapnamanap eHe ULLMHITIK XaTTap CUSAKTbI 9pTYpPIli caHaTTapfa ToH SNeKTPOHAbIK noLTa
cunatTamanapbiH aBToMaTTbl TypAe adbikTayfa ywmpetyre OGonagbl [4]. KonmeH »>kacanfaH
epexenepre Tayenai O9CTypri epexenepre HerisgenreH 3MeKTPoHAbIK nowiTa cyarinepiHeH
anbipMaLlbInbIFbl, BakblaHaTbiH XikTeyiwTep (MULLKMHITIK XaTTapAblH XXaHa MbicangapbiH 3epTTen
OThIpbIM, CNamM MeH (PULLIMHITIH XXaHa TeHAeHUnaAnapbiHa yHeMi 6erimaenin oTeipagbl.

EKiHWI XafblHaH, MawuHanblK OKbITYAblH, 6GakbinaHbanTblH  anropuTMAepiH  3aHAabl
3NEKTPOHAbIK NOLWTaHbIH NPOMAiH Xacay yLWiH nanganaHyfa 6onagbl. byn agictep nanganaHyLwbl
MeH OW3HecTiH MiHEe3-KyfKbl MEH ©3apa opeKeTTecyiHe Heri3genreH 3nekTPoHAbIK nowTa
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npounbaepiH Kypy apkbifbl XymbiC icTergi. Onap HerisiHeH iWwkKi KayinTepai aHblKTay YLiH
KonaaHbinaabl.

OneKTpPoHAbIK NoLTa MeKeHXannapblH XikTeyre apHanfaH MallmHarblK OKbITY anroputMaepi
aknapaTtTblK KayincisgikTi HblFanTyga aca Masbl3gbl ponb aTtkapagbl. XKikteyiwtepai gambiTy
OapbicbiHAa 6akKbinaHaTbiH MallMHASbIK OKbITY MOAENbAEPI YNTiNepai TaHy XaHe capanTtay apKbiibl
OULLNHITIK XXaHe cnam xaTTapAbl aHbikTangpl. OcbiHOan mogenbaep agam KonbiMeH GenrineHreH
ANEKTPOHAbIK NoWTanapAaH yripeHedi xxeHe Kayin TeHOIpeTiH XxaTTapablH XKaHa ynrinepiH axeipata
anagpl. bynapablH KemeriMeH, cnaMHbIH XXaHa HyckanapblHa 6enimaenyre xaHe KongaHylublnapra
OarbiTTanfaH wabybingapabl 6onabipMmayfa MyMKiHAIK Tyagbl[5].

BakblnaHbanTblH  OKbITY anropuTMAepi namganaHylwblHblH ©3apa oapekeTTecyi MeH
ANEKTPOHAbIK MOLTaHbIH Ma3MyHbIH Tangay apKblnbl, ik kKayinTepai aHblKTay YLWiH 3NeKTPOoHAbIK
nowTaHblH, e34iriHeH gamMuTbiH npoduniH Kypagbl. MyHoanm npodunbaep KongaHylbinapablH
apeTTeri xaT anmacy epHekTepiHeH aybiTkynapabl 6avikan, aHomanusanapgpl Te3 aHblkTayFa
KemekTecepi.

AknapaTTblK Kayinci3gikTi KyLenTy cTpaTernacbl peTiHae, XacaHobl WHTENNEKT XXoHe
MalUMHanbIK OKbITY anropuTMAEepiH KongaHy YiWiH apTyphi Tacingep MeH mogenbaepai GipikTipy
kakeT. HelipoHablK eninep, LWeLiM afaliTapbl, NOrMCTUKanNbIK pPerpeccus xoHe Tarbl Gackanap
CUSAKTbI aAicTepai KongaHy apkbifbl, Xyne kayinTi xaTtrapablH apTypni cunatramanapbiH TaHyFa
ynpeHeai. Ocbl MalIMHanbIK OKbITY 94IiCTEPIHIH apTbIKWbIbIFbI — ONapAblH 63repMeni ManiMeTTepre
Genimaenyi, >aHa Typgeri wabyblngap MeH cnam  9iCTepiH Te3  aHblKTaybl >KaHe
KongaHylwbinapablH - opekeTTepiHeH ynrinepdi weiFapa anybl. Ocbl  KacueTTepaiH Gapnbifbl
AMEKTPOHALIK NowTanapablH Cy3riney XXyWeciHib, Tmimainirii apTTelpaabl. KentereH xargannapaa,
O6yn anroputmaep 6enrini Gip ManiMeTTEP KUbIHTbIFbIHA TAYErICI3 XyMbIC icTenai, 6yn onapapl
ambebKasipri 3amaHfbl 3neKTpOHAbIK MOLUTa Cy3rinepiHiH KkabineTTiniri aknapaTTbiH KayinciagiriH
apTTbipyda MaHpI3dbl pen aTkapagbl. bakbinaHaTblH MallMHanbIK OKbITY anroputMmaepi oHe
OakbinaHbanThIH aaicTep aknapaTTblH afFbin KeTyi MeH kmbepkayincisgiktii 6acka na kateprepiHe
Kapcbl Kypecyae Herisri Kypanfa anHanyga. byn >xymeneppaiH apkacbiHga, ynMbiMgap ChamMMeH,
BUpYCTapMeH XaHe backa ga 3uaHabl 6argapnamanapMeH Kypecyne 6encenai Typae apeket ete
anagbl, 63 KbI3MeTKepIiepiHiH aknapaTtTblK Kayincidaik MoaeHMeTiH HblFanTaabl [6].

CypeT 4 — Xeni apxuTtektypacsbl

Xabapnamanapgbl 6akbinay xaHe cnamabl Cy3y YLUIH XXacaHgbl MHTeNNneKT kypy bipHelle
kagamaapabl kamTugbl. bipiHWwigeH, xeni apxutektypacbiHa cyneHin, 6asa Kypblinagpl, 6yn cypet 4
— XKeni apxutektypacsl kepceTinreH. MiHe, »annbl npouecc:

— [Oepektepai xuHay: «Cnam» xaHe «cnam emec» benrinepi 6ap aepekrepai XuHanagpl.
byn nepektep MaTiHAIK xabapnapdbl, 9NeKTpOHAbIK nowTanapabl XaHe ©acka xabap TypnepiH
KaMTybl MYMKiH.

— [epekTtepai eHaey: kaxeT emec TaHbanapabl, HTML TertepiH xaHe 6acka KokbicTapabl
YOI apKblfbl gepekTepai Tazanangbl. MaTiHai caHablk dhopmaTka Typnenaipineni, moicans!, TF-IDF
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(term Frequency-Inverse Document frequency) agictepi Hemece ce3 BekTtopnapbl (Word
Embeddings).

— [epekTepai 6eny: oepekrepai oky XeHe CbiHak ynrinepiHe 6eniHegi (cypeT 5 — PULLIMHITIK
wabybinaapabl aHblKTay YHKUMSCHI).

— Mogenb Kypy: nornctukanblk perpeccusd, LiewiM arawTapbl, Ke3gemcok opmaHaap
HeEMece HEWpPOHAbIK Xeninep CUAKTbl KIKTey  YLWIiH  MaluHanblK  OKbITY — anropUTMIH
TaHganagbl.Mogenefi oepektepai OKbITY YNriciHOe OKbITbiNnaabl.

— Mogenbgi 6aranay: cblHakK ynricingeri mogenbi gangik, TonbiKTblk, F1 enwemaepi xeHe
OackanapblH NaganaHbin 6aranaHagbl.

— MoOHUTOPUHT  >KyMecCiH  a3ipney: 9NeKkTPOoHAbIK  nowTa  Kbl3MeTiIMEH  Hemece
MecceHmkepMeH BipikTipineTiH XyneHi eHrisineqi. Cnam peTiHage XiktenreH xabapnamanap cnam
kanTacblHa Kewipineg [7].

MyHAan KyMeHi HakTbl 3NEKTPOHAObIK NMOLWTa Kbl3MeTTEPIMEH HEMECE MecCeHaXeprnepmMeH
GipikTipy yLWiH ci3re ocbl KbiameTTepain, APl nitepdencrepiH nanganany kaxeT 6onagbl. Mbeicansi,
Gmail ywin 6yn Google API, Telegram ywwiH — Telegram Bot APl xeHe T.6. 60nybl MyMKiH. PULLNHITIK
wabybingapabl aHblikTay OYHKUUACBIH KOCY YLWiH MoAerb Kypy NpoueciHe KocbiMLa kagamaap Kocy
kaxeT. bi3a Mogenbai cnamabl FaHa emec, PULLNHITIK xabapnamanapapbl 4a TaHyFa YApeTineai, cypet
5 — dMwnHITiK Wwabybingapabl aHbikTay QYHKUMSCHI kepceTinreH. MyHbl gepektepre xaHa QULWnHT

OenriciH Kocy apkpinbl Xacayfa 6onagbl.
{x}

# Usage example
message = "Bu BHMIpanu MAMAWOH Aonnapos!”
ez classification = classify message(message)

(] if classification == 'spam':
print("3To cnam!”)
elif classification == 'phishing':
print("31o guumnr!™)
else:
print("31o He cram.")

# For integration with the system
def process_messages(messages):
results = []
for msg in messages:
classification = classify_message(msg)
if classification == "spam’:
results.append((msg, ‘Mepememeno B nanky cmam'))
elif classification == 'phishing
results.append((msg, ‘MepevMeueHo B Nanky QUUAHT "))
else:
results.append((msg, 'Octasnero 8o exomALX’))
return results

# Example of processing a list of messages

messages = [
"Nozapagnsem! Bwi ssmrpann Gecnnateid iPhone. MepefiauTe Mo ccenke...”,
"Balla Y4eTHaR 3anuCb 3a6MOKMPOBaHa. COPOCHTE Naponb, MEpefifA Mo CCHMKe...",
“MpueeT, kak gena”

1

results = process messages(messages)
for msg, action in results:
print(f’'CoobueHne: “{msg}” - fedicTeue: {action}’)

CypeT 5 — OuwnHrTik Wwabybingapabl aHblKTay yHKUMSACHI

° from sklearn.linear_model import LogisticRegression
from sklearn.metrics import classification_report, accuracy score

# Mogeneni palieHpay
model = LogisticRegressien()
model.fit(X_train_counts, df_emails_train['label'])

# Mopeneni Garanay
X_test_counts = vectorizer.transform(df_emails_test[ 'message’])
y_pred = model.predict(X_test_counts)

print(classification_report(df_emails_test['label’], y_pred))
print(f'Accuracy: {accuracy score(df emails test['label’], y_pred)}’)

Cypet 6 — Mogenbgai okbITy XoHe baranay

Ocbl kog, apkplnbl 6i3 AepeKTep XUbIHTbIFbIH BipiKTipeai, OHbl OKbITY XXoHe TecTiney ynrinepiHe
Genepi, 6yn cypet 6 — Mogenbai OKbITY XaHe Garanay KepcCeTifireH, Co3nepaiH, Xuinik TapanyblH
Tangangbl XeHe NOrucTUKanblK perpeccusiHbl KongaHa oTbipbin, MOAeNb AanbiHganagbl. XKuinik
Tangaybl (OUMWWHITIK XxaTTapda Xui KongaHbinatblH KT ce3gepai aHblkTayFa kemektecepni, Oyn
ULLIMHITI aHbIKTay MEeXaHU3MAEPIH XakcapTyFa MyMKiHAIK 6epegi [5].

Wewimpepai AanbiHAay Ke3iHAe TangaHFaH HaKTbl AepekTepaid Mbicangapbl.
AngbimeH gaTtaceT, pd.concat() dyHkumsicbl- python-gafbl pandas kitTanxaHacblHblH, ©eniri,
on pandas HbicaHgapblH 6epinreH ocb GorbiMeH GipikTipyre apHanfaH. Meicanga, gatacet ham
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XoHe partaceT phish GipikTipingi,6byn cypetr 7 ge kepcetinreH. byn kop anekTpoHAbIK nowTa
OEPEKTEPIHIH XUbIHTBIFBIH OKbITY XXeHe TecTiney ynrinepiHe 6enyai xysere acbipagbl, COHbIMEH
KaTap 9NeKTpoHAbIK MowTa Ma3MyHbIHOAFbl CO3AepaiH XKUWINIKTIK TapanybliH Tangangbl. AngbiMeH
train_test_split dyHKuMsCbIH KongaHa oTbipbin Geny xacanafpl, CoO4aH KeniH TOKTay Ce3AepiH,
coHgan-ak "font" xeHe "subject" cespepiH KocnaraHga, OKy XWbIHTbIFbIHAAFEI Oapnblk ce3depaiH
XMINiKTiK Tapanysbl xacanagbl. OcblgaH KeniH ULLMHITIK XaTTap YLWiH ce3aepaiH XuinikTik Tapanybl
Kypblnaabl xxaHe eH ken kesaeceTiH 20 cesaiH rpadwuri kepceTineai [8].

Koa spekeTTepiHiH cunaTTamacblH KbiCKalla kanTa kypaublk: train_test split doyHKUMACHIH
kongaHa oTblpbin, df emails anekTpoHAbIK NowTacbiHbIH AepekTep XUblHTbiFbl Oky (df e mail
s_train) xoeHe TecT (df_emails_test) ynrinepiHe GeniHegi, myHaa aepektepaiH 20% TecTineyre
GeniHeai. OpinTepae »*ui KonaaHbnaTblH ce34ep Typanbl Xannbl TYCiHIK any yLWiH ToKTaTy ce3aepi
MeH 'kapin' aHe 'Takblpbin' ce3depiH kocnaraHda, OKy yArici ywiH ce3gepaiH Xuinik tapanybl
Xacanagp! [9].

Koa apekeTTepiHiH cunaTtTamachblH KbiCKalla kanta Kypawnblk: train_test split doyHKUMSACHIH
kongaHa oTblpbin, df emails anekTpoHAbIK NowTacbiHbIH AepekTep XUblHTbiFbl Oky (df e mail
s_train) xoeHe TecT (df_emails_test) ynrinepiHe GeniHeai, myHaa aepektepaiH 20% TecTineyre
GeniHeai. OpinTepae Xui KonaaHbINaTblH ce3aep Typanbl Xannbl TYCiHIK any yLwiH TOKTaTy ce3aepi
MeH 'kapin' aHe 'Takblpbin' ce3aepiH kocnaraHga, OKy YArici ywiH ce3gepaiH Xuinik tapanybl
xacanagpl [9].

df_emails = pd.concat([df_ham, df_phish])
df_emails.sample(18)

label title content
2526 ham  4010.2001-11-15 kitchen.ham.bxt Subject: org chart\ntina rode\nassistant to da...
738 phish 377 False.txt  Subject: New email address added to your accou...
2045 phish 1528 Falsetut Subject: Account Review PayPal <\n-- hr\ndotte...

710 ham 1678.2001-07-30williams.ham.xt  Subject: party @ miss amy ' s house fri\nwe wo...
3818  ham  0222.2001-03-16 kitchen.ham.txt Subject: re : inland resources\ndick - great j...
200 ham 4646.2002-01-12.williams.ham.bt Subject: start date : 1 /12 /02 ; hourahead ...
3030 ham 1836.2001-07-30.kitchen.ham.bd  Subject: beaver creek accommodations\nbelow is...
1174 ham  3982.2001-11-13 kitchen.ham.txt Subject: today ' s floor meeting\nyou may get ...
508 phish 2180 Falsetst  Subject: About your account\n You have added s..

111 phish 862_False.txt Subject: Notification from Billing Department ...

Cypet 7 — Google Colab-ta awsiniFraH gartaceT

#frequency distribution

phish_text_all = "\n'.join(df_phish.content).lower()

phish_tokens_all = tokenizer.tokenize(phish_text all)

phish_tokens_all = [word for word in phish_tokens all if word not in stop words and word != 'font' and word != 'subject']

fd_phish = nltk.probability.FreqDist(phish_tokens_all)
fd_phish.plot(2a)
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Cypet 8 — [ataceTTi caHaTTap 6ombiHLIa Ke3aecy XuinikTteH 6eniHreH rpaduk

PuwnHrTiK XaTTap ywin (df_phish) ToktaTy cesnepi MeH kanaycbl3 «kapiny xaHe «TakblpbIn»
ce3qepiH Cy3reHHeH KewiH ce3aepaiH XuinikTik Tapanybl xacanagpl(cypet 8. [lataceTTi caHaTTap
GoWblHLLIA Ke3aecy XuinikteH GeniHreH rpaduk). XuinikTi Tangay HaTUXenepiH BM3yanusauuanay
YLWIiH PUWNHITIK XaTTapga xui kesgeceTiH 20 ce3ain rpaduri xxacanagbel. byn Tangay UWNHITIK
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xatrapda Xui KongaHbinatblH KINT ce3gepai aHblkTayFa kemektecepni, 6yn UWMHITI aHblKTay
MexaHU3MEPIH XakcapTyra KemeKkTecesi.

KopbITbiHAbI

YKacaHabl MHTENNeKT cnamapl, PULLIMHITI XXaHe Backa Aa 3uaHabl Wwabybingapabl aHblKTayFa
XoHe OyraTTayra apHanfaH KyaTTbl Kypangapdbl YyCblHA OTbIpbiN, 3amMaHayu MowTaHbl Cy3y
Xynenepinge wewywi pen atkapagbl. MawwuHanblk OKbITyOblH 9pTypni agicTepiHe, coHaan-ak
Tabufn TiNgi enaey afictepiHe cyreHe OTbIpbIM, Kipic NOLWTaHbl aBTOMATTbl TypAe Tangayfa XoHe
XikTeyre kabinetTi Tnimai anroputmaep xacanagpl [10]. MNowTaHbl Cy3y YLWiH XXacaHgbl UHTENNEKTTi
nanganady 3usHgbl xabaprnapabl aHblKTay >kaHe OyFaTTay MpPOUECIH XakcapTyFa, YWbIMFA COTTI
Wwabybin Xacay MYMKIHAINH a3anTyFa XeHe 3NeKTPOHAbIK MOLWITaHbIH eHiMAiniri MeH TuiMAainiriH
apTTbipyFa MyMKiHAIK 6epeai. Ananga, TEXHOMNOMMAHbIH AaMybl Kayinci3gik wapanapbiH anlHanbin
OTy OfICTepiH XeTingipyre okeneTiHiH TyCiHy kaxeT. CoHObIKTaH Cy3y anropuTMaepiH YHemi
XeTingipin oTeipy, WabybinaapabiH XaHa TypnepiH kagaranay xaHe knbepkayincisgik canacbiHaarbl
e3repin oTblpaTblH Kayintepre Genimaeny Manpi3gbl. XKannbl, nowTaHbl Cy3y YLWIiH »acaHabl
WHTENNEeKTTi KongaHy KubepkayinTepMeH Kypecyge KoHe namganaHylbl OepeKTepiHiH
KYNUANbIbIFBIH KOpFayda TriMmai kypan 6onbin Tabbinagbl.

Bonalak 6arbITTap MeH KUbIHAbIKTaP

Cnam knaccudmkaumsicblHgarbl anTapnblKTah JKETICTIKTepre kapamacTaH, LWeLlinmereH
Moacenernep MeH XaHa KiblHAbIKTap ani ge 6ap. bonawak 3epTreynepaiH Herisri 6arbiTTapbIHbIH Gipi-
HaKTbl YaKblT pPeXMMIHOE XYMbIC iCTel anaTblH Xynenepai gamblTy. Kasipri xarganga xikreyaid
Xblngamabirbl MEH TUIMAINIrI, acipece KopnopaTuBTI NanganaHyLwbinap MeH ipi ybimaap YLiH eTe
MaHbI3abl 6onagbl. COHbIMEH KaTap, XYWeHiH (PyHKUMAnapbiH AMHaAMUKAnNbIK XaHapTyFa Hasap
aygapy Kepek, Oyn >KyrMeHi TOnbiFbIMEH KanTa Kypyadbl KaeT eTnecTeH cnamepriepiiH kKava
apicTtepiHe Berimaenyre MymkiHAik 6epeai.

MaHpbI3obl xaTTap chamfa Tycneyi YLWIiH >KanFaH MNo3nTUBTEpAi asanTy ga MaHbi3gbl.
JKikTeyaiH >kKofapbl OONAiri KOHTEKCTIK TangayablH TEepeH MWHTerpauusiCblH xoHe Tabwurn Tingi
eHaeyaiH 3aMaHaym TexHonornanapbiH KongaHyabl KaKeT eTeTiH XKanfaH OH HaTuKenepaiH, TeMeH
aeHrenimeH Bipre xypyi kepek.Cnamabl cynepBansepaeH 6akbinaychbl3 OKbITYFa XIiKTey a4iCTEpIHIH,
3BONIOUMACHI MKeMAi, Oon XaHe TuiMai Xywenepai KypyFa [ereH YMTbIIbICTbl KepceTemi.
CynepBanseprnik agictep eH ceHimai kaHe pfan Oonbin Kanca fJa, cynepBan3ep emMec XaHe
XapTbinan bakbinaylbl a4icTep Te3 e3repeTiH Xargannap MeH kayintepre GenimaenygiH ava
MYMKiHZIKTepiH ycbiHagbl. Ocbl canagafbl Gonawak 3epTTeynep HakTbl yakblTTafbl XXynenepai
xobanayfa, MyMKIHAIKTEPAI AMHAMUKanbIK XaHapTyFa XoHe cnamibl Cy3yAiH HeFypnbiM CeHiMai
XoHe TuiMAi ynenepiH KypyFa MyMKiHAiK ©6epeTiH xanfaH Nno3nTuBTEpAiH, AeHreniH TeMeHgeTyre
Hasap ayaapybl Kepek.
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MCNOJib3AOBAHUE UM ONA NPEAOTBPALLEHNA ®ULLNHIOBbLIX ATAK
MO SNMEKTPOHHOW NMOYTE

B smol cmambe paccmampusaromcsi mekywue npobnembl U paspyuumersbHble nocrnedcmesus
uWwUH208bIX amak Mo 371eKMpPOoHHOU nodyme. [Nod4yepkusaemcs 8axxHOCMb Mpoghuiakmu4yeckux mep Ons
3awumsbl oOpeaHu3auyul om yme4yku OaHHbIX U MOMeHyuanbHbIX KamacmpoguyecKkux mnocraedcmeud.
OnucaHbl OCHOBHble Mmurbl hULIUHE08bIX amak U Heobxodumocmb 6HeOpeHuUsl peweHull Ha OCcHoge
uckyccmeeHHo20 uHmernnekma (UW) 0na aghchbekmueHo20 CHUXeHUs puckos. B pabome ucronb308aruch
mMemodbl pacros3HagaHusi paHHUX MPU3HaKkos huliuHaa C UCrob308aHUEM UCKYCCM8EeHHO20 UHmesnekma u
MawuHHo20 0byueHus. [lna paspabomku ucrnionb3osasnucbk Python u Google Colab, 4ymo no3eosuso
agbgbekmueHo aHanusuposams 0aHHble U 0byyamb modesiu. Ocoboe sHumaHue bbirio yderneHo pa3pabomke
YHUKaJIbHbIX Memod08 U UCIMOJ/Ib308aHU COBPEMEHHO20 poepaMMHO20 obecriedeHusi. B pesynbmame
uccriedosaHusi 6biriu rosy4YeHbl daHHble, nodmeepxdarouwjue 8bICOKyH aghghekmusHocmb cpedcme UM 6
pacro3HasaHuu huLIUH208bIX amak. TexHO02uu UCKYCCMBEHHO20 UHMeieKma 3HaqyumesibHO o8bIcusiu
moy4yHocmb ObHapyxeHuUsi cuwuHea u noddepxanu adanmayuto K HoebIM Kubepyeposam. AHanu3
rokasbigaem, 4mo ucrosib3oeaHue MW noseonsem He MOJIbKO C80E8PEMEHHO 8biS8SAMb amaku, HO U
paspabamsieampb cmpameauu npogunakmuku. [pakmudeckasi 3Ha4UMOCMb Pe3yibmamos 3aKk/1o4aemcs 8
B803MOXXHOCMU UHMe2payuu paspabomaHHbiX Memodos 8 cyuecmsyruue cucmembl bezonacHocmu.
Paboma npednazaem cmpameaudeckul nodxod, codyemarwuli mexHosoaudeckue AocmuxeHuUss U
opaaHu3ayUoHHbIe npakmuku 07151 co30aHus1 ycrmou4yueol 3awumbl UHghopMayuu.

Knroyeebie cnoea: crnam, uwuHe, UHopMayuoHHasi be3onacHoCmb, MawuHHOe Oby4YyeHue,
gunbmpauusi, Memodsl, 3awjuma, rnpobremsil.
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USING Al TO PREVENT EMAIL PHISHING ATTACKS

This article examines the current problems and the devastating effects of phishing email attacks. The
importance of preventive measures to protect organizations from data leakage and potential catastrophic
consequences is emphasized. The main types of phishing attacks and the need to implement solutions based
on artificial intelligence (Al) to effectively reduce risks are described. The work used methods for recognizing
early signs of phishing using artificial intelligence and machine learning. Python and Google Colab were used
for development, which made it possible to effectively analyze data and train models. Special attention was
paid to the development of unigue methods and the use of modern software. As a result of the study, data
were obtained confirming the high effectiveness of Al tools in recognizing phishing attacks. Artificial intelligence
technologies have significantly improved the accuracy of phishing detection and supported adaptation to new
cyber threats. The analysis shows that the use of Al allows not only to detect attacks in a timely manner, but
also to develop prevention strategies. The practical significance of the results lies in the possibility of integrating
the developed methods into existing security systems. The work offers a strategic approach combining
technological advances and organizational practices to create sustainable information security.

Key words: spam, phishing, information security, machine learning, filtering, methods, protection,
challenges.
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MULTIDIMENSIONAL BLOCKCHAIN AND ITS ADVANTAGES

Abstract: The multidimensional blockchain is a revolutionary evolution of traditional
blockchain technology, offering a dynamic and efficient architecture for data storage and processing.
This unique structure enhances scalability by distributing transaction loads across various chains,
significantly improving processing speed and reducing latency. With these parallel chains, the risk
of bottlenecks is minimized, allowing for much higher throughput and optimized data flow.
Additionally, multidimensional blockchains offer stronger security by isolating data within specific
chains, making it harder for malicious actors to access or tamper with the entire network. This
architecture also helps reduce energy consumption by allowing resource allocation based on
demand, unlike traditional blockchains that require high energy output for each transaction.
Multidimensional blockchains can be customized to suit diverse business models, from finance and
logistics to healthcare, adapting seamlessly to sector-specific needs. In summary, multidimensional
blockchains present an adaptable, energy-efficient, and highly scalable solution that improves
transaction speeds, security, and data management capabilities across industries.

Key words: Industry adaptability ,business models, cross-chain security, enhanced
scalability, multidimensional blockchain, bandwidth, transaction optimization, energy efficiency.

Introduction

At the present time, when cryptocurrency is almost the main factor and all digital
achievements have a huge impact on the development, thanks to the development of decentralized
systems. The advantage of decentralized systems has become almost the most important advantage
to achieve consensus between various unreliable nodes in possible unsafe environments. But it
should be borne in mind that at first the blockchain became more popular due to its use in
cryptocurrency, but since then it has become a universal basis for building decentralized
infrastructures, and not thanks to an application solution.

Despite its potential, broad adoption of blockchain technology faces notable obstacles,
including unrestrained blockchain growth, inefficient consensus algorithms, and dependence on
intermediaries for interoperability across systems. Developing robust distributed ledgers has largely
focused on overcoming these limitations. «Proof of ownership» is almost one of the main
mechanisms that is supported by checks with very strict mathematical checks, with the help of which
another proof of work option is offered and it makes the requirements for calculations quite much
easier. However, as data volume on network nodes continues to grow, this challenge remains critical.
Predicting future growth remains challenging due to the nonlinear relationship between system
characteristics and their popularity. For instance, in Figure 1, the graph displays the growth trend of
the Bitcoin blockchain as of September 2024 [7].

Figure 1 — Bitcoin blockchain volume growth chart for Septe-mber 2024
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The challenge of transferring value between fiat currencies and cryptocurrencies, as well as
across various cryptocurrency networks, is usually managed through intermediaries or sidechains,
which function mainly to bridge two separate systems [8].

In this study, an approach will be shown through which problems such as system availability
and integrity can be solved, increasing confidentiality and through this approach, secure cross-
system exchange will be maintained, connects individual systems and helps scalability.

Materials and methods

A multidimensional blockchain is a network where there are a lot of chains that are
interconnected with each other and any additional chain in addition to the original one is already
embedded in the existing blockchain.

At the same time, key information about its origin and main characteristics is recorded, and
thanks to this approach to registration, a two-level structure of a distributed registry is created, and
when a multidimensional blockchain works as a single registry and each of the blockchains works
independently and exists as a separate registry The 2nd figure shows two modes of operation, both
blocking and status, where each blockchain can be controlled independently, and with this, a unique
ability is preserved in each.

Peectp 1 Peectp 2 Peectp 3

Bnosdein 1 = Bnoksein 2 Bnokqeds 3
e | Hgl
Ll L]
" L L] J
L r 1
! Peectp 4 : Paectp 5 Peactp B
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Ll L]
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Figure 2 — Multidimensional Blockchain Structure

In the blockchain system, blocks are classified into categories, each of which defines specific
fields and methods. Unlike side chains, whose users are often unaware of blocked assets,
multidimensional blockchains treat each new genesis block as a unique entry inside an existing
blockchain. This approach to registration ensures the independence of the new blockchain and
eliminates the need for additional functions.

The state mode, which is based on the Ethereum architecture, is a more complex system. Its
main advantage is that transactions are verified exclusively by the last block using the concept of
"virtual states". In addition, this mode supports Turing smart contracts, which increases the level of
interactivity. Each blockchain in a multidimensional network independently manages changes in its
states, and the entire system is synchronized based on the largest common divisor of all transition
intervals between chains.

One of the unique features is the hierarchical addressing system, which creates a base for
structured application development. This system, similar to the file system, guarantees secure
transfers of funds and organizes the network logically. Addressing can be carried out in two main
formats:

1. Absolute Addressing - Refers back to the first genesis block.

2. Relative Addressing - Applicable within the current blockchain.

Addresses, recorded as numbers or hash sums, vary based on the blockchain's mode. In
block mode, child blockchains are referenced by block numbers and hash sums, with the latter
offering efficient referencing.

DM.A.EE.T.V{DM.A.E.T.V}*

Using the example of a block with the address Oxaabbcc08 operating in the status mode (see
Fig. 3), it is shown how such addressing is implemented. The multidimensional blockchain offers
several advantages over traditional blockchains:

ISSN 2788-7995 (Print) Becrruk yHusepcurera [lakapuma. Texunueckue nayku Ne 4(16) 2024 67
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 4(16) 2024



BnoksenH 1
Type: Genesis Type: Block |Typ-e: Block Type: Block
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Hash: Oxaabbec08 |Hash: Oxaabbcc09

Figure 3 — An example of addressing in a multidimensional blockchain in the state machine mode

Results and discussion

The multidimensional blockchain has a number of advantages due to its unique architecture
and basic principles of operation. His work is based on decentralized peer-to-peer networks and
various consensus algorithms such as Proof-of-Work, Proof-of-Stake and Byzantine. Together,
these mechanisms form a stable and decentralized system. Special protocols support secure data
exchange between systems, recording transactions in external registries and ensuring the integrity
and stability of distributed records.

The transition from the traditional blockchain model to a multidimensional one allows efficient
use of memory for each node of the network. The size of the database in a multidimensional registry
is influenced by factors such as the block size and the time required to form a block with a certain
number of transactions. The main parameters in this system are:

e t—time
v is the frequency of transaction generation by a separate account;
NA — number of accounts;
LV — the volume of the registry;
TO — the period of transaction generation by the entire system;
T is the period for generating transactions by a separate account;
*NL — number of registries;
vO — the frequency of transaction generation by the entire system;

The structure of multidimensional blockchains excludes the possibility of simultaneous
adjustment of these parameters in order not to violate agreed protocols. For example, if the main
registry is divided into N smaller sub-registers, the percentage of accounts allocated to each of them
can be calculated as follows:

Ny
P N,
No additional accounts are created, so the sum of all allocations is 1:

Zpi =1.

i
The transaction generation frequency is the number of transactions generated per unit of
time. For the source registry, it is defined as follows:
v = T = v, = N,v

The total transaction generation period for the system is expressed as:
1 T

vy Ny

Ty =

The registry volume can then be determined by:
St

LV = |=

o

As the number of accounts registered in the new sub-registry decreases, the volume of
transactions decreases accordingly:

Nyiy = pilNg
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Therefore, as the transaction volume decreases, the realization time of the transaction increases:
To
T, = = v, = pivy
Pi

and the registry volume of each separate registry follows the equation:

Sit
W= 3| = tPwe)

i

The average registry volume across the multidimensional blockchain structure is then:

1 1
LV = —Z LV, = —Z LV,
N, i N, piLVo

This division reduces the average volume of information held in each sub-registry by
approximately NL times, minimizing the storage requirements across nodes. Reducing the size of
the blocks. If the block generation frequency is fixed, the block size is defined as follows:

S=5s'NTX=5"+'Nyg v~ T
Reducing the number of accounts reduces the volume of transactions and, consequently, the

block size:
Si:S ' NA(i)'v ' TS = plS

Hence, the registry volume for each sub-registry is given by:

S,T
W= || = wetvol
i

and the average registry volume can be expressed as:

LV = 1ZLV— 12 LV,
_NL. i—NL.piO
L L

Reducing the block size and extending the transaction generation period can similarly reduce
the amount of information stored on each node in a multidimensional blockchain system.

This relationship is illustrated in Figure 4, where the amount of data stored by nodes
diminishes as the number of child registries increases. Concurrently, each individual node’s data
volume follows a linear growth pattern. With well-timed registry creation, the average data storage
requirement per node can remain fairly stable.

100 | = 1 Ledgeris)
=== 2 Ledger(s)

[IKY]

== ¥ Ledgeris)
BO

—— 4 Lodger(s)
— % Ledger(s)
60

DfbeM B YCAOEHLX &LMHILAK
&

Bpemexssie CROTH

Figure 4 — The amount of information stored by nodes of a multidimensional blockchain

Figure 5 provides additional context, showing how the registry volume grows more gradually
as the number of child registries rises. By sequentially adding registries, the data burden on each
node is effectively reduced.
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Figure 5 — The amount of information with a consistent increase in the number of registries

As multidimensional blockchain systems evolve by gradually generating nested chains, an
important optimization challenge arises: determining both the optimal timing for registry division and
the ideal count of nested blockchains. Notably, this model does not currently account for potential
increases in the number of accounts and transactions, which would impact calculations. Including
these factors could provide a more accurate, realistic assessment.

Calculations suggest that, with balanced distribution across nested blockchains, the average
load on each node decreases by approximately NL times. Thus, even with limited resources and a
steady rise in transaction numbers, the system load can remain relatively constant over time.

In essence, a multidimensional blockchain model offers promising scalability and efficiency
benefits for distributed registries. However, continued research and refinement are essential to fully
optimize these potential advantages.

Conclusion

In conclusion, the multidimensional blockchain represents a significant improvement on
traditional blockchain technology, offering a flexible and scalable architecture for data storage and
processing. Due to the multidimensional structure consisting of parallel chains, it provides higher
throughput and reduces the likelihood of bottlenecks, which improves overall performance and
reduces system delays. The unique separation of chains also strengthens security by making it
difficult for intruders to access the network, and the energy consumption of the system is reduced
due to the rational allocation of resources. The potential of the multidimensional blockchain to adapt
to different business models and applications makes it a universal solution for a variety of industries
such as finance, logistics and healthcare. Taken together, these advantages indicate that a
multidimensional blockchain can become the basis for more efficient and secure decentralized
systems in the future.
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MHOIOMEPHbIA BNOKYEWH U EFrO NMPEUMYLLUECTBA

MHozomepHbIl 6510K4YeliH — 3mMo pe8osIUUOHHOE pasgumue mpaduyuoHHOU mexHono2uu 610KYelH,
npednazarwee OUHaMUYHyO0 U achcbekKmusHyro apxumekmypy O0ns xpaHeHus u obpabomku OaHHbIX. Oma
YHUKalbHasi cmpykmypa rnosbiliaem macwmabupyemocmpb 3a cdem pacrpedenieHusi mpaH3akyuoHHoOU
Hazpy3Ku o pasfuyHbIM Uero4ykaM, 3Ha4yumesibHO Moebllasi cKkopocmb o0bpabomku U cokpawiasi epemsi
oxudaHus. briazodapsa makum napannesnbHbIM UernoYykaMm PUCK 803HUKHOBEHUS Y3KUX Mecm c800umcs K
MUHUMYMY, 4mO [0380JI5em 3HaqumesibHO [108bICUMb [POIYCKHYI0 CrocobHOCMb U OMMmMuMuU3uposamb
nomok OaHHbIX. Kpome mozo, mHozomepHbie 6rok4yeliHbl obecrieyusarom 6o0riee 8bICOKUL ypPOBEHb
b6e3onacHocmu, u3onupysi OaHHble 8 OrpeOdesieHHbIX UernoYKax, 4Ymo 3ampyOHsiem 3/10yMblWIeHHUKaM
docmyn Ko ecel cemu unu eMewamesibCmeo 8 Hee. dma apxumeKkmypa Mmakxe romozaem CHU3UMb
aHepzornompebrieHue, N0380s59 pacnpedesiimb pPecypcbi 8 3asUCUMOCMU Om cripoca, 8 omsu4ue om
mpaduyuoHHbIX 6r10K4elHO08, Komopbie mpebyrom 8bICOKOU 3Hep2oeMKocmu O Kaxool mpaH3akyuu.
MHozomepHbie 6riok4eliHbl Mo2ym bbimb adanmupoeaHbl K passiudyHbiM bu3Hec-MoOessaM, om (hUHaHCo8 u
noeucmuku 00 30pagooxpaHeHUs, U Jieeko adanmupoeambsCsi K 0mpacsism.

Krnroyesbie crnoga: MHO20MEpPHbLIU Or0KYelH, napannesnbHbie Uernoyku, mMacwmabupyemocms,
b6e3onacHocmb OaHHbIX, NPOMyCKHas crocobHOCMb, onmuMuU3auyus mpaH3akyul, 3Hepeo3gheKmueHoOCMb,
6usHec-modenu.
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10000 KasakctaH, ActaHa K., CaTbaes k-ci, 2
"e-mail: dkarataev2000@gmail.com

Ken enwEeEMAI BITIOKYENH XX8HE OHbIH APThIKLbIbIKTAPbI

Ken enwemdi 6riokyeliH-Oepekmepdi cakmay xoHe eHOey YWIH XaHa apxumeKmypaHbl YCbiHambIH
Oacmypri 6rok4elHHiH xemindipineeH Hyckacbkl. bip enwemdi 6rok4eliHdepdeH albipMallbiibifbl, Kor
enwemdi 6riok4yelH bipHewe napannerns misbekmepdi Kypyra xoHe backapyra mymkiHOik 6epedi, onapdbiH
apKadcbicbl depbec Xymbic icmel anadbl Hemece opmak xesideai 6acka misbekmepmeH e3apa spekemmece
anadbl. byn cmaHdapmmbl briok4elHOepee moH kedepeinepdi KoK apKbiibl MmpaH3akyusnapObiH
ayKbIMObINbIFbIH,  KayincislieiH  oHe  XblndamObirbiH — apmmeipadbl.  Kenenwemdi  6/10KYeUHHIH
apmbIKWbINIbIKMapbl XofFapbl ©mKi3y KabinemminieiH, oHmaulnaHObipbiiraH Oepekmepdi 6ackapyosl,
Kyammabl mymbiHyObl a3alimydbl xxoHe apmypsii bu3Hec yreinepi MeH mananmapbiHa 6elimdeny MyMKiHOi2iH
KammuOobi.

Tylin ce3dep: ken enwemoi 6rokyeliH, napannens misbekmep, Macwmabmay, Oepekmep
Kayincizdiai, emkizy kabinemminiei, mpaH3aKyusiHbl oOHmalnaHoblpy, aHepauss muimdiniei, 6u3Hec
modenboepi.
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SOIL YIELD FORECASTING

Abstract: This research project serves as a comprehensive meta-analysis in the field of
agricultural science, specifically focusing on the prediction of crop yields. This endeavor involves
collating and synthesizing findings from a variety of studies and articles that have explored different
methodologies and models for forecasting agricultural outputs. The objective of this comprehensive
review is to identify trends, methodologies, and key factors that consistently influence crop yield
predictions across different studies.

It synthesizes methodologies from various studies, emphasizing machine learning (ML)
techniques like Support Vector Machines (SVM), Random Forest (RF), and Convolutional Neural
Networks (CNN). These studies integrate high-resolution satellite imagery with environmental
indices such as NDVI, EVI, and LAI. Soil chemical properties (pH, nutrients) and satellite-derived
data were used to enhance the prediction of crop yields for diverse crops. The findings highlight the
comparative effectiveness of different models in handling the spatial and temporal variability of both
above-ground and below-ground data, improving prediction accuracy under varying environmental
and soil conditions.

Through this theoretical analysis, the research underscores the potential of advanced
analytical models to transform agricultural monitoring and prediction, providing critical insights that
can aid in the optimization of agricultural policies and resource management.

Key words: Crop Yield Prediction, Satellite Imagery, Machine Learning, Convolutional
Neural Networks (CNN), Vegetation Indices, Soil Chemical Properties.

Introduction

Accurate crop yield prediction is essential for enhancing agricultural productivity and ensuring
food security. Advances in technology have significantly improved these predictions, helping
manage environmental risks and optimize resources.

Traditional methods of yield prediction, relying on historical data and simple empirical models,
often struggle to capture the complexity of modern agricultural ecosystems. Factors like
unpredictable weather, soil variability, and crop management practices add challenges that these
models cannot address. The integration of high-resolution satellite imagery and vegetation indices
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like NDVI and EVI has transformed crop monitoring, offering detailed insights into plant health and
biomass [1, 2].

Additionally, machine learning techniques — such as Random Forests, Support Vector
Machines, and deep learning models like Convolutional Neural Networks (CNNs) — have significantly
enhanced prediction accuracy by analyzing large, complex datasets [3-6]. These models leverage
both spatial and temporal data, revealing patterns that traditional approaches often miss.

While remote sensing and machine learning have improved above-ground crop monitoring,
the integration of soil chemical properties — such as pH, nutrient content, and organic matter — into
predictive models has proven essential for better accuracy. Soil health directly affects plant growth,
and models that combine satellite data with detailed soil profiles offer more precise yield predictions
[7]. This comprehensive approach not only enhances short-term accuracy but also aids in the
sustainable management of soil resources for long-term agricultural productivity.

The fusion of advanced computational techniques and detailed environmental data marks a
pivotal shift in agricultural forecasting, paving the way for more reliable and sustainable crop yield
predictions.

Literature Review

In recent years, machine learning methods have become essential tools in agriculture,
especially for predicting crop yields. Various studies have introduced approaches that leverage
satellite imagery, soil chemical properties, and deep learning models, but each method faces
limitations related to data types and computational resources.

One of the most commonly used approaches involves satellite imagery and deep learning,
such as Convolutional Neural Networks (CNN). For instance, in a study utilizing CNN, Landsat 8
satellite data was employed to predict yields for cabbage and radish [6]. This approach performs
well with spatial data, allowing the model to incorporate vegetation indices like NDVI and GDVI.
However, a reliance on surface data alone leads to the omission of critical below-ground factors
influencing crop yields. Soil chemical properties, such as nutrient levels and acidity, are essential in
yield prediction but were not included in the model, causing inaccuracies, particularly in situations
where soil composition plays a significant role [6].

To address these gaps, some researchers incorporated soil chemical properties into their
models. For example, one study used a OLS regression model to analyze the impact of soil
properties on rice yield [1]. However, while OLS regression can effectively reveal relationships
between soil properties and vyield, its limitation lies in capturing the nonlinear dependencies and
interactions that often exist among environmental variables. This restricts the model’s applicability
to more complex, dynamic environments where soil, weather, and plant responses interact in
nonlinear ways.

To enhance these predictive models, recent studies have turned to more advanced machine
learning algorithms, such as Random Forest (RF) and Support Vector Machines (SVM), which
handle nonlinear relationships better than OLS regression. Furthermore, machine learning models
like RF, ERT, DL, SVM and CNN require substantial computational power and high-quality data,
which can be restrictive in resource-constrained settings. Moreover, there is a problem with
overfitting and also certain problems with data dependence.

Each approach thus has unique strengths and limitations: CNNs effectively process satellite
images but require significant resources and overlook underground factors; OLS regression yield
accurate results but face scalability limitations; and RF, ERT, DL, SVM achieves high clustering
accuracy but demands labor-intensive parameter tuning and avoiding overfitting. This research aims
to integrate the strengths of each method to create a hybrid model, addressing their respective
limitations and enabling a more comprehensive model that considers essential factors and
overcomes data and resource constraints.

Data and Method

Methods

Data Collection and Preparation

The data used in this study encompassed satellite imagery, soil chemical properties, and
additional climate and topsoil information. Satellite images were sourced from high-resolution
Landsat 8, focusing on vegetation indices such as NDVI (Normalized Difference Vegetation Index),
EVI (Enhanced Vegetation Index), and LAI (Leaf Area Index), which indicate plant health, density,
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and overall crop condition. Soil chemical data, including organic matter, phosphorus (P), potassium
(K), calcium (Ca), magnesium (Mg), and silicon dioxide (SiO, ), were gathered to assess the
influence of soil composition on yield predictions over several years.

Preprocessing involved standardizing satellite images to maintain consistency across spatial
and temporal dimensions. Soil data were cleaned, scaled, and interpolated for compatibility with
satellite data resolution, ensuring a cohesive dataset for model integration. For statistical analyses,
explanatory and response variables were normalized using z-scores, facilitating direct comparison
across variables of different scales.

Statistical Modeling

The Ordinary Least Squares (OLS) regression model served as a benchmark for predicting
crop yields, structured to minimize residuals in the regression equation:

y=B0 +B1 x1 +B2 x2 +...+Li xi +€ Here, y denotes the response variable, x1 to xi are the
explanatory variables, B0 is the intercept, 81 to Bi represent the slopes correlating the response
variable (y) with the explanatory variables (x1 to xi ), and € is the error term.

In one analysis, corn and soybean yields were modeled using fourteen variables, including
vegetation indices (NDVI, EVI, LAI), climate factors (precipitation, Tmin, Tmax, Tmean), topsoil and
subsoil properties (e.g., clay fraction, bulk density, pH, calcium carbonate, exchangeable sodium,
and electrical conductivity), and nitrogen fertilizer inputs [1].

Correlation coefficients were calculated to assess the relationships between the variables
and the response, guiding the selection of relevant explanatory variables. Redundancies were further
identified using the Variation Inflation Factor (VIF) to avoid multicollinearity.

VIF(z;) = ﬁ
(Picture 1 — VIF formula)

Where Rj2 is the R-squared value from regressing xj against the other explanatory variables.
A VIF exceeding 10 indicates significant multicollinearity, leading to the exclusion of variables such
as EVI, Tmax, Tmean, and CaCO3. The final model included ten variables: NDVI, LAI, precipitation,
Tmin, clay content, bulk density, pH, exchangeable sodium percentage (ESP), electrical conductivity
(ECE), and nitrogen fertilizer (NTRG).

To standardize comparisons across variables, z-scores were used to normalize both the
response and explanatory variables:

! (4 L)
z-
(Picture 2 — z-scores formula)

Machine Learning Models

The process of setting up models involves a structured series of steps aimed at capturing the
complexities of agricultural environments. First, it is essential to define the prediction objective,
specifying the crop type, geographical scope, and temporal range of the analysis. For example,
studies targeting corn yield prediction in lowa structured their models around the entire growing
season, May to September, while research on cabbage and radish in Gangwon-do, South Korea,
focused on data from June to September to align with local agricultural cycles. Clearly defining these
parameters helps ensure that the data inputs and model configurations align with the biological
growth stages of the crops under study [2, 6].

The data preprocessing stage is critical for preparing the satellite and climate data to ensure
consistency, cleanliness, and structure compatible with machine learning models. The first task
involves data filtering to isolate relevant cropland or specific crop type. This filtering process may
use land cover classification maps to extract only the areas designated for the crops of interest, such
as corn fields or vegetable plots, thus minimizing noise from irrelevant regions. Next, temporal
grouping segments the data into meaningful periods that correspond with the crops’ growth stages,
enhancing the model’s sensitivity to phenological phases. Grouping data by growth stages or specific
seasonal windows, such as monthly or bi-monthly intervals, allows the model to capture variations
in crop development during critical periods. For instance, the data may be organized as the entire
growing season (e.g., May to September) or as discrete monthly intervals, depending on crop
sensitivity to environmental conditions. Additionally, data normalization and scaling are applied to
ensure consistency across different data sources, which reduces bias and improves compatibility
between vegetation indices and climate variables. Normalization techniques like Z-score
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standardization or min-max scaling are especially important for deep learning architectures that
require well-scaled input for effective learning.

Model selection and configuration depend on the characteristics of the data and the specific
objectives of the prediction task. Random Forest (RF) models are frequently used for structured
agricultural data, as they leverage ensembles of decision trees to capture complex interactions within
the dataset. Support Vector Machine (SVM) models are beneficial for datasets with clear class
separability, though they require careful tuning of kernel functions, such as linear or Gaussian, to fit
the data's structure. Deep learning approaches, particularly Convolutional Neural Networks (CNNSs),
are increasingly applied in agriculture due to their ability to process spatially structured data from
satellite images.

Support Vector Machine (SVM)

SVM is widely used for its accuracy in classification and predictive tasks. The model identifies
an optimal hyperplane that maximizes the margin between support vectors from different classes,
reducing errors. A Gaussian RBF kernel was used in this study to capture nonlinear patterns. The
optimization process involved tuning kernel parameters and regularization constants to balance
accuracy with computational efficiency, as SVM is sensitive to overfitting when parameters are not
optimized [10]:

miny, % [|w

subjecttoy;(w - x; +b) = 1fori = 1,...,n, where:

(Picture 3 — SVM optimization equation)

Random Forest (RF)

RF, based on the CART algorithm, leverages ensemble learning by combining multiple
decision trees using bootstrap aggregation. This method builds decision trees from random subsets
of the training data, with final predictions determined by majority voting (classification) or averaging
(regression). In this study, RF was configured with 500 trees, splitting nodes based on a third of the
total input variables (n/3). The model’s performance was evaluated using out-of-bag error as a
metric, providing an unbiased estimation of prediction accuracy [2]:

Yy =1%1v

L 2l
(Picture 4 — Averaging equation)

This experimental configuration included 500 trees, with the splitting variables set to a third
of the total input variables (n/3). In the research also utilized the out-of-bag error as a performance
metric [2].

Extremely Randomized Trees (ERT)

ERT is a variant of RF that builds trees without bootstrap resampling and selects split points
randomly, which enhances diversity among trees. This approach reduces model bias and enhances
generalization but increases variance. The settings for ERT, such as the number of trees and node
splitting variables, were aligned with RF for direct performance comparison [2]. The ERT model
demonstrated greater flexibility in handling noisy data, which is common in large agricultural

datasets.:
- M _
Y= % Em—J_ Tf” (‘L)

(Picture 5 — Ensemble prediction formula)

Deep Learning (DL)

DL expands traditional artificial neural networks (ANN) with multi-layer architectures,
effectively managing large, complex datasets. The training process involves unsupervised pre-
training to refine representations, followed by supervised fine-tuning to optimize classification
performance. In this study, a deep learning model with a 200x200 configuration was utilized,
undergoing pre-training and fine-tuning to capture high-dimensional patterns within the agricultural
data [3].

Convolutional Neural Network (CNN)

CNNs are particularly well-suited for analyzing visual data such as satellite imagery, making
them ideal for capturing spatial and temporal patterns related to crop health. The CNN model in this
study analyzed time-series satellite data, automatically extracting features without manual
engineering. ReLU activation and Adam optimization were used, and a dropout rate of 0.5 was
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applied across all layers to prevent overfitting. The model input was organized as histograms, with
11 variables represented in 32-bin formats for each district, allowing the CNN to learn subtle spatial
correlations between satellite imagery and crop yields [5].

Result and Discussion

In the study, various machine learning models, including SVM, Random Forest (RF),
Extremely Randomized Trees (ERT), and Deep Learning (DL), were used to predict corn yields,
benchmarked against USDA statistics. The dataset, spanning the MJJAS growing season, was
validated using the leave-one-year-out cross-validation method, generating 11 sets of results (2004-
2014). The DL model achieved the highest correlation (0.776) with an RMSE of 0.844 ton/ha, while
RF and ERT demonstrated comparable accuracy (correlation coefficients of 0.651 and 0.654,
respectively). SVM had the lowest performance with a correlation of 0.590 and an RMSE of 0.959
ton/ha.

RF and ERT performed well across different seasonal periods, capturing the seasonal
sensitivities of corn yields. DL outperformed across all periods (MJJAS=0.776), while RF and ERT
also showed robust performance. SVM was more prone to overfitting, a common issue in complex
models, where minor dataset fluctuations impacted performance.

Table 1 — Validation statistics for the period groups MJJAS

Mean bias MAE RMSE MAPE
(ton/ha) (ton/ha) (ton/ha) (%)
SVM 0.112 0.730 0.959 8.1 0.590
RF 0.063 0.666 0.879 7.3 0.651
ERT 0.091 0.674 0.891 7.4 0.654
DL -0.031 0.657 0.844 6.9 0.776

In a separate analysis using OLS regression, climate variables and soil properties were
assessed for their influence on corn and soybean yields. NDVI had the most significant influence on
yields for both crops, with precipitation (PPT) and minimum temperature (Tmin) playing important
roles for corn and soybeans, respectively. The study highlighted how soil texture and nitrogen
fertilizer (NTRG) also contributed to crop performance, emphasizing the need for further analysis on
how irrigation practices interact with soil properties.

Validation results for 2011-2012 showed reasonable error metrics (MAE of 0.726 ton/ha for
corn in 2011 and 1.046 ton/ha in 2012). Prediction errors increased in 2012 due to drought
conditions, impacting model performance. However, correlation coefficients remained high (0.909
for corn in 2011 and 0.903 for soybeans).

The proposed CNN model demonstrated strong predictive capabilities for cabbage and
radish yields in temperate, seasonally variable climates, achieving high correlation values (up to
0.7046 for radish and 0.6350 for cabbage) and relatively low RMSE (1,358 to 1,553), thereby
highlighting its ability to capture complex, spatiotemporal data patterns. Despite these strengths, the
model exhibited limitations during early prediction stages and under extreme climate conditions, such
as the 2018 heatwave, where it overestimated yields, suggesting a need for architectural adaptations
or additional weather-related variables to enhance robustness.

Table 2 — Validation results of the regression models (OLS) for corn and soybean yields
across different years, including metrics such as mean bias, MAE, RMSE, MAPE

No. of Counties | Min Obs. | Max Obs. | Mean Obs. | Mean Bias | MAE | RMSE | MAPE R
(ton/ha) (ton/ha) | (ton/ha) (ton/ha) (ton/ha) | (ton/ha) | (ton/ha) | (%)
Corn (2011) 180 4.871 12.334 9.456 -0.350 0.726 0.861 8.144 | 0.909
Corn (2012) 182 1.883 12.208 8.463 -0.675 1.046 1.240 | 12.681 | 0.854
Soybeans (2011) 181 1.715 4.304 2.871 -0.093 0.252 0.313 8.812 | 0.903
Soybeans (2012) 177 0.780 3.766 2.762 -0.347 0.392 0442 | 14.616 | 0.877

The study emphasizes the importance of selecting stable regions to minimize the impact of

unpredictable factors like natural disasters on yield predictions. Machine learning models such as
RF, ERT, and DL demonstrate strong potential for improving agricultural productivity and food
security through precision agriculture. Comprehensive evaluations, including metrics like MAE,
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RMSE, and R-squared, along with visualizations like scatter plots and residual analysis, provide a
thorough understanding of model performance.

Through a comparative evaluation of models, including CNNs, RF, ERT, SVM, and Ordinary
Least Squares (OLS) regression, this review identifies specific advantages under varying agricultural
conditions. CNNs perform effectively in large-scale spatial analysis using satellite imagery, while
neural networks based on soil properties offer superior accuracy in areas where soil chemistry
significantly impacts yield.

Table 3 — 8:2 validation results for radish and cabbage using the proposed CNN model,
reference CNN model (Mu et al., 2019), and Random Forest

(a) Proposed model (b) Reference model (Mu et al., 2019) (c) Random forest
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Random Forest and ERT models provide robustness in heterogeneous environments with
diverse soil types and climates, making them ideal for multi-crop or variable conditions. In
homogeneous or monoculture systems, OLS regression and SVM offer simplicity and effectiveness,
particularly under stable climatic patterns. The integration of multiple data sources — satellite
imagery, soil properties, and climate metrics — further enhances model accuracy, enabling tailored
adaptations across crops and regions.

Table 4 — Summarized results in the table

Model Crop Climate Key Metrics r MAE RMSE MAPE Strengths
Zones
oLs Com, Temperate Moderate accuracy. 0.854 - 0.252 0.313 8.144% - Simple and
Regression Soybeans and Stable higher error margin for 0.908 - 1.046 - 1.240 14.616% interpretable. suitable
complex patterns for stable environments
Support Vector Comn Temperate Lower accuracy in 0.575 - 0.650 0.852 7.3% - Effective for simple
Machine (SVM) extreme conditions; 0.606 -0.730 - 0.958 8.1% patterns; struggles in
performs better in highly varable climate
moderately stable zones
climates
Random Com Temperate High correlation in 0.651 - 0.616 0.767 6.3% - Handles non-linear
Forest (RF) with Seasonal optimal month 0.774 - 0.666 - 0.879 7.3% patterns well, reduced
Wariation combinations, overfitting compared to
effective for seasonal simpler models
sensitivity
Extremely Com Temperate Similar performance to 0.654 - 0.568 0.756 6.1% - Highly efficient, suitable
Randomized with Seasonal RF with slight variance 0.785 - 0.674 - 0.891 7.4% for large datasets with
Trees (ERT) Variation reduction complex pattemns
Deep Learning Com Temperate High accuracy, 0.776 - 0.608 0.787 6.5% - Best for complex, non-
(DL) and Drought- especially in drought- 0.800 -0.709 - 0.901 7.5% linear relationships,
Prone resistant predictions, adaptable to both
handles overfitting stable and extreme
effectively conditions
CNN Cabbage. Temperate. High prediction 0.635 - A 1.358 NEA Effective for handling
Radish Seasonal accuracy, performs 0.7046 - 1.553 spatiotemporal data,
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Conclusion

This comprehensive meta-analysis underscores the transformative impact of integrating
advanced machine learning techniques with high-resolution satellite imagery and soil chemical
properties for crop yield prediction. By synthesizing methodologies across various studies, this
research highlights how models like Convolutional Neural Networks (CNNs), Random Forests (RF),
Extremely Randomized Trees (ERT), Support Vector Machines (SVM), and Ordinary Least Squares
(OLS) regression each offer unique advantages in handling the complexities of modern agricultural
ecosystems.

CNNs demonstrated superior predictive accuracy for crops like radish under stable
environmental conditions, leveraging their ability to automatically extract features from high-
dimensional data. Random Forests and ERT models exhibited robustness in heterogeneous
environments with diverse soil types and climatic variables, making them well-suited for multi-crop
systems and regions with variable conditions. These ensemble methods effectively handled
nonlinear relationships and reduced overfitting risks, contributing to reliable yield predictions.

In contrast, SVMs and OLS regression models offered simplicity and computational
efficiency, performing effectively in homogeneous or monoculture systems with stable climatic
patterns.

A critical insight from this research is the significant enhancement of prediction accuracy
when integrating soil chemical properties — such as pH, nutrient content, and organic matter—with
satellite-derived vegetation indices. This comprehensive approach acknowledges the essential role
of below-ground factors in crop development, providing a more holistic understanding of the factors
influencing yields. The fusion of above-ground and below-ground data allows models to account for
the spatial and temporal variability inherent in agricultural environments.

The study also emphasizes the importance of selecting stable regions for yield prediction to
minimize the impact of unpredictable factors like natural disasters. By focusing on areas with
consistent environmental conditions, models can achieve higher accuracy, which is crucial for
informing agricultural policies and resource management strategies.

Through the comparative evaluation of different models, the research illustrates that no single
method universally outperforms others across all conditions. Instead, the choice of model should be
tailored to specific agricultural contexts, considering factors such as data availability, computational
resources, crop types, and environmental variability.
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NMPOrHO3MPOBAHUE YPOXXAUHOCTU NOYBbI

Oma uccnedosamenbckuli npoekm ripedcmasnsem coboli KOMMIeKCHbIU MemaaHanu3 8 obnacmu
CesIbCKOX03ALUCMBeHHOU HayKuU, 8 KOMopoM ocoboe 8HUMaHue ydesnsiemcs rnpoeHO3UPO8aHUI0 ypoxaluHocmu
CesIbCKOX03AUCMBEeHHbIX Kynbmyp. Omo uccriedogaHue eKiwvaem 8 cebsi corlocmassieHue U CUHme3
pesynbmamos pas/fiuyHbIX uccredogaHul U cmamel, 8 KOMOpbIX paccMampuearomcs pasfuyHble
memodornioauu U MOOEenU  MPO2HO3UPOBaHUSI  CeIbCKOoX03scmeeHHoU npodykyuu. Llenbto  3mozo
sceobbemowe2o ob3opa sernssemcs ebisierieHue meHOeHyul, mMemodosnoauli U KI4Yeebix ¢hakmopos,
Komopsbie nocredosamesibHO 8USIOM Ha MPOEHO3bl YPOXalHOCMU CeflbCKOX035UCMBEHHbIX Kynbmyp 6
pamkax pasnuy4Hbix uccredosaHul.

B Hem 0606weHbl MmemoQdorioauu u3 pasfuyHbix uccrnedosaHul, ocoboe eHuMaHue ydensemcs
memodam mawuHHo20 obyyeHus (ML), makum kak MmemoObi 0riopHbiX 8eKkmopos (SVM), crydadHbil nec (RF)
u ceepmoyHble HelipoHHble cemu (CNN). Omu uccredosaHuss 06beOUHSAIOM CryMHUKO8bIE CHUMKU 8bICOKO20
paspeweHuss ¢ aKosroau4eckumMu rnokasamenamu, makumu kak NDVI, EVI u LAI. Xumu4eckue ceolicmea
royskl (pH, numamernbHble 8eujecmea) U MosyYeHHble CO CrlymHuka OaHHble bblniu ucrosb308aHbl Ors
yIyqWweHUs1 PO2HO3UPOBaHUsi  ypoXxalHoCmu  pasfuyHbiX  Kynbmyp. [lofyvyeHHble  pes3ynbmamesl
ceudemenibcmeylom 0O cpasHUMernbHoU 3ghghekmueHOCMU pa3fuyHbix Modenel npu obpabomke
npocmpaHcmMeeHHOU U 8PeMEeHHOU U3MEHYUBOCMU KaK Hal3eMHbIX, mak U nod3eMHbIX OaHHbIX, 4mo
ro8biwaem mMo4YHOCMb MPO2HO3UPOBAHUS 8 Pa3/iUYHbIX YCI108USX OKpyxatoweli cpedbl U r104asbl.

bnazodapss amomy meopemuyeckoMmy aHanusy uccrnedosaHue mnodyepkugaem romeHyuar
rnepedosbix aHanumuyeckux modesneli 0ns npeobpa3osaHusi CEIbCKOX035CMBEHHO20 MOHUMOPUH2a U
rpo2Ho3Upo8aHusi, rnpedocmasrsiss 8axHylo UHhopmayuto, Komopas MOoXem [oMOYb 8 onmumu3ayuu
CeribCKoXo3AlcmeeHHOU nMonumMuKU U yrnpasieHuu pecypcamu.

Knroyesblie cnoea: [IpozHo3uposaHue ypoxalHOCMU  CelbCKOXO03AUCMBEHHbIX  Kyfbmyp,
CniymHukoeble cHUMKU, MawuHHoe obydeHue, CeepmoyHbie HelpoHHble cemu (CNN), BezemalyuoHHble
UHOeKchbl, Xumu4yeckue ceolicmea rnoyesi.

0.B. CoH
AcTtaHna IT YHuBepcuTerTi,
010000, KasakctaH Pecnybnukackl, ActaHa, MaHrinik En gaHfbinel, C1
e-mail: gwerty.01.qwertyOop@gmail.com

TONbIPAK ©HIMANITH BOJTXKAY

by sepmmey xobacskl aybin wapyauwblibifbl fblfbIMbI canacbiHOarbl KeweHOi Mema-aHanus pemiHoe
Kbismem emedi, aman aumkaHOa OakbliOapObiH eHiMmOinieiH 6ormkayra barbimmarnraH. byn epekem aybin
wapyauwblinbifbiHbIH 6HiMOinieiH 6ormkayObiH apmypsi adicmemernepi MeH yneinepiH sepmmeaeH apmyprii
3epmmeyrnep MeH MaKkananapObliH HOMUXEePiH canbicmbipyobl xoHe cuHme3deydi kammuodbl. by xaH-
JKaKmbl wornydbiH Makcamel apmypsii sepmmeynepdeai 0akbindapobiH eHimdinieiH bomkayra atiekmi mypde
acep ememiH meHOeHyusnapobi, adicmemenepdi xoHe Heaizai hakmopnapObl aHbiKmay 6011birn mabblnadsi.

On ©pmypni 3epmmeynepdiH adicmemernepiH cuHmesdelidi, Bekmopnbik MawuHanapdsl (SVM),
Kesodeticok OpmaHdapdbl (RF) XXeHne Koneonouusnbik HelipoHOsik XKeninepdi (CNN) Konday cusikmsi
mawuHanslk  okeimy (ML) adicmepiHe 6aca Hasap aydapadbl. byn 3epmmeynep Xorfapbl
axblpambiMObinbiKmarbl  criymHuUkmik - cypemmepdi NDVI, EVI xeHe LAl cusskmbl 3KOI02USMbIK
KepcemkiwumepmeH 6ipikmipedi. TornbipakmblH XUMUSTbIK Kacuemmepi (pH, KOPeKmiKk 3ammap) XoHe
crnymHukmik Oepekmep apmypsi OakblndapObiH eHimOinigiH 6osmkayObl xakcapmy ywiH natdanaHbiniobl.
Hamuxxenep apmypi modesnbdepdiH XXep ycmi xeHe Xep acmbi 0epeKkmepiHiH KEHICMIKMIK XoHe yaKblimmbIK
e3zepeiwmieiH eHOeydeei canbicmbipmarnsbl muimdinieiH kepcemedi, KopwaraH opma MeH MOorbIPaKmMbiH
apmypri xardalnapbiH0a 6ormkay 0andieiH xakcapmadsbi.

Ocbl meopusinblKk manday apkbifibl 3epmmey ayblil Wwapyauwbibifbl cascambiH OHmMalnaHObIpyFa
)XOHe pecypcmapdbl backapyra KeMekmecemiH MaHbI30bl aknapammbl YCblHA OMbIPbIN, aybisl
wapyalblibifbl MOHUMOPUH2I MeH bormkaMblH 632epmy YWiH 03bIK aHanumukarbik Modenb0epdiH aneyemiH
kepcemeoi.
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DEVELOPMENT OF A COMPREHENSIVE SOFTWARE SOLUTION FOR PROCESSING
HIGH-SULFUR, COPPER-POOR CONCENTRATES IN THE COPPER SMELTING INDUSTRY

Abstract: The depletion of high-grade copper ores and the increasing prevalence of low-
grade, high-sulfur copper concentrates present significant challenges to the copper smelting
industry. Traditional smelting processes struggle to maintain economic viability and comply with
environmental regulations when processing these complex ores. This paper details the development
of a comprehensive software solution designed to simulate the smelting process for high-sulfur,
copper-poor concentrates. The software employs a detailed mathematical model to predict the yields
and compositions of products, including valuable metals, during the smelting process. It integrates
multiple modules, such as ore input, smelting simulation, and results presentation, providing a user-
friendly platform for optimizing smelting operations. Critical parameters like ore composition,
smelting temperature, and flux addition are incorporated into the model, enabling accurate
predictions of matte and slag outputs. By analyzing these outputs, the software aids in optimizing
metal recovery and reducing losses, ultimately enhancing the efficiency and sustainability of copper
production. This tool is particularly relevant for large sulfide copper ore deposits, such as those in
Kazakhstan, which have high sulfur content and low copper levels. The software's ability to simulate
different processing scenarios provides valuable insights for industrial applications, supporting the
development of more efficient and eco-friendly smelting technologies. The comprehensive software
solution not only addresses the technical challenges of processing high-sulfur, low-copper ores but
also contributes to the industry's efforts to reduce environmental impact and improve resource
management. This innovation represents a significant step forward in the optimization of copper
smelting operations, promoting sustainability and efficiency in the face of declining ore quality.

Key words: copper smelting, high-sulfur ores, smelting simulation, metal recovery,
optimization.

Introduction
The copper smelting industry is transforming due to the depletion of high-grade ores and the
rise of complex, low-grade ores [1, 2]. These ores, high in sulfur and low in copper, challenge
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traditional smelting processes [3-5]. Efficient processing of these concentrates is crucial for
maintaining economic viability and adhering to environmental regulations. The volume of industrial
waste from traditional smelting is comparable to copper deposit reserves, driving the need for more
efficient and eco-friendly technologies [6-8]. Efficient recovery of valuable metals and reduction of
metal losses in smelting slags are key aspects of processing these ores [4, 5]. Developing new
technologies for high-sulfur, copper-poor concentrates is essential to address these challenges and
optimize copper production efficiency.

Researchers are exploring various methods to address issues related to complex ores. High-
temperature processes for the direct reduction of copper slag are being investigated for their
environmental friendliness and waste-free nature [9-11], aiming to extract valuable metals from slag
and minimize environmental impact. High-temperature processes reduce waste but face scalability
issues due to high energy demands, especially with sulfur-rich, copper-poor ores.

Technologies for reducing metal losses during copper smelting have seen advancements.
Komkov et al. [12] developed a thermodynamic model for impurity distribution during smelting in the
Vanyukov furnace, showing how temperature and composition influence metals like zinc and lead
between matte, slag, and gases. Kenzhaliev et al. [13] focused on minimizing copper losses in slag
at the Balkhash smelter, demonstrating how raw material composition affects smelting efficiency.
Mamonov et al. [14] improved slag processing with slow cooling and ultrafine grinding, enhancing
copper recovery. Additionally, flotation enrichment techniques have been developed to separate
valuable metals from converter and waste slags, although challenges remain with sulfur-rich, low-
copper ores [15].

However, flotation enrichment struggles with high sulfur, low copper ores, and its energy
costs from ultrafine grinding raise concerns about long-term viability. Innovative technologies
involving slow cooling and ultrafine grinding of slag are also being explored to significantly improve
flotation and produce copper-rich concentrates [16-18]. While slow cooling and ultrafine grinding
improve recovery, they add significant energy and time costs, requiring a detailed cost-benefit
analysis.

The industrial development of large Boshchekul and Aktogay deposits of sulfide copper ores
in Kazakhstan highlights the need for further research and development [19]. Copper concentrates
from these deposits have high sulfur content and low copper levels, requiring tailored processing
methods [20]. Determining the properties of resulting slag is critical for optimizing the smelting
process and minimizing metal losses

This paper presents a software solution designed to address these challenges by simulating
the smelting process for high-sulfur, copper-poor concentrates. The software utlizes a
comprehensive mathematical model that incorporates key parameters influencing smelting efficiency
and accurately predicts product yields and material flows. The software provides a valuable tool for
optimizing smelting operations, reducing metal losses, and improving overall efficiency.

Methods and Materials

This part outlines the computational processes used to calculate the chemical composition
of alloys derived from multiple ores. The system involves selecting ores, initializing their
compositions, calculating the total weights and percentages of each element, and determining the
concentrations of elements in both stein (the metal product) and slag (the byproduct). By
systematically processing the input data through these computational steps, the model accurately
predicts the distribution of elements in the final products, thereby enabling informed conclusions
about smelting efficiency and metal recovery.

2.1 Ore Selection and Data Initialization

A variety of ores are selected based on their elemental compositions and weights, containing
elements like Gold (Au), Silver (Ag), Silicon Dioxide (SiO,), Calcium Oxide (CaO), Sulfur (S), Iron
(Fe), Copper (Cu), Aluminum Oxide (Al,O3), and Arsenic (As). The software requires input of gold
(Au) and silver (Ag) concentrations in grams per tonne of ore. Other elements (e.g., Cu, Fe, S, SiO,,
CaO) are input as weight percentages, converted to absolute weights based on the total ore weight.
All weights are standardized to grams per ton. The total weight of each element across all selected
ores is then calculated by summing the individual weights from each ore. The copper and sulfur
content of the ore are crucial inputs as they significantly influence the formation of matte, a copper-
rich product.
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For element percentages, the percentage of each element relative to the total weight of the
alloy is calculated. For Au and Ag, these percentages are converted to parts per million (ppm). These
processed input data are essential for accurately modeling the smelting process, as they directly
impact the predicted concentrations of elements in the stein and slag.

2.2 Software Modules

The software consists of three modules:

2.2.1 Ore input module

This module allows users to input the chemical composition of the ore, including the weight
percentages of various elements. Users can also specify the weight of the ore batch.

2.2.2 Smelting simulation module

This module utilizes a comprehensive mathematical model to simulate the smelting process.
It directly leverages the input data initialized in Section 2.1, such as elemental concentrations and
ore weights, to inform the simulation parameters. The model incorporates key parameters influencing
smelting efficiency, including the chemical composition of the ore, the smelting temperature, and the
addition of fluxes. The model predicts the composition and yield of both matte and slag, as well as
the distribution of valuable metals. This module implements the calculations described in the
following sections:

Calculation of materials in stein

To calculate the concentrations of various materials in the stein (a metal product) and its total
weight, several steps are followed. First, the amount of sulfur lost to gas is determined by applying
the gas loss percentage to the total sulfur content. Next, the sulfur combined with copper to form
copper sulfide is calculated using the ratio of copper to sulfur in copper sulfide. The sulfur in the stein
is then found by subtracting the sulfur in copper sulfide from the sulfur lost to gas. The iron content
in the stein is determined based on the sulfur present, using the ratio of iron to sulfur in iron sulfide.
Finally, the weight of the stein is calculated by summing the total copper, sulfur in the stein, iron in
the stein, and an additional factor for other materials.

Below, the formulae are described. Equation 1 shows the formula of Sulfur lost to gas,
equation 2 shows the sulfur in copper sulfide, equation 3 shows the sulfur in stein, equation 4 shows
Iron in stein and equation 5 shows the calculation of the weight of the stein.

100—GAS LOSS PERCENTAGE
100

Sulfurg,s = Total Sulfur x

(1)

Sulfurc,s = Total Copper x COPPER TO SULFUR RATIO IN COPPER SULFIDE (2
Sulfurgiein = Sulfurg,s — Sulfurcyg 3)
[rongsein = Sulfursem X IRON TO SULFUR RATIO IN IRON SULFIDE (4)
Weightgein = Total copper + Sulfurgein + [roNgein + Other Materials Factor X
Total Other Materials 5)

The sulfur in the stein (Sulfurs.;y,) is calculated by accounting for the sulfur that is not lost to
gas and is not part of the copper sulfide. Iron in the stein (Irong;,) is then determined using the iron
to sulfur ratio in iron sulfide. The percentage of sulfur in the stein is found by dividing the sulfur gas
by the weight of the stein and multiplying by 100. Similarly, the percentage of iron in the stein is
determined by dividing the iron gas by the weight of the stein and multiplying by 100. The percentage
of copper in the stein is calculated by dividing the total copper by the weight of the stein and
multiplying by 100.

Calculation of Materials in Slag

The concentration of elements in the slag (byproduct) and the total weight of the slag are
calculated by considering the concentrations of gold and silver in the stein and determining the total
weight of the slag based on the iron oxide and other materials present. The formula for calculating
gold concentration in the stein is given in equation 6. The weight of the slag is given in equation 7.
The iron content that does not end up in the stein contributes to the iron content in the slag and is
converted to iron oxide using a predefined ratio. Iron in slag is calculated by subtracting the iron in
the stein from the total iron content. The iron oxide in slag is then calculated by multiplying the iron
in slag by the iron oxide to iron rathistio in slag.

Total Gold

Gold Concentrationgej, = Weight X GOLD RECOVERY EFFICIENCY x GOLD SILVER
stein
SCALE FACTOR (6)
ISSN 2788-7995 (Print) IITokaopiM yHHBEpCHTETiHIH Xabapiubichl. TexHuKanbIk FeutbiMaap Ne 4(16) 2024 82

ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 4(16) 2024



Weightg, = Iron in Slag + Total Al, 03 + Total SiO, + Total CaO +
Other Materials in Slag Factor x Total Other Materials (7

Final Calculation and Analysis

The total weight of the slag is calculated by summing the contributions of iron in the slag,
Al,O3, SiO,, Ca0, and other materials. The percentage of each element in the slag is determined by
dividing the weight of the element by the total weight of the slag and converting it to a percentage.

The smelting process involves several key constants: Gas Loss Percentage (sulfur lost as
gas), Copper to Sulfur Ratio in Copper Sulfide, Iron to Sulfur Ratio in Iron Sulfide, Iron Oxide to Iron
Ratio in Slag, Other Material Factor (additional materials in stein), Other Materials in Slag Factor,
Gold Recovery Efficiency, Silver Recovery Efficiency, and Gold Silver Scale Factor (converts gold
and silver concentrations from grams per ton to grams per tonne). These constants are used in the
smelting simulation module to calculate element distribution in the matte and slag.

2.2.3 Results Module

This module presents the simulations results in a user-friendly table format, allowing users to

analyze the impact of different process parameters on smelting efficiency and to identify potential
areas of improvement.

2.3 Software Workflow

The software workflow for this methodology, as seen in figure 1, integrates the various
mathematical calculations into a cohesive system that automates the entire process. Starting with
the input data from ore selection and initialization (Section 2.1), the workflow systematically
processes these inputs through the ore input module, smelting simulation module, and results
module. Below is an explanation of the software's operation.

Selection of the ores for the alloy [ Sublimate’s weight calculation Q]
ORE 1 ORE 2 ORE N T
Weight Weight Weight . i i =
Concentration of Au Concentration of Au Concentration of Au [ Total alloy’s weight calculation
Concentration of Ag Concentration of Ag Concentration of Ag
Concentration of $i02 Concentration of $i02 Concentration of $i02 T
Concentration of Ca0 Concentration of Ca0 Concentration of Ca0
Concentration of § Concentration of § Concentration of §
Concentration of MgO Concentration ofMgQ | [ """ """ Concentration of MgO COMPUTING MODULE. CONCENTRATION OF
Concentration of PbO Concentration of PbO Concentration of PbO
Concentration of Zn Congentration of Zn Concentration of Zn ELEMENTS IN SLAG
Concentration of Fe Concentration of Fe Concentration of Fe
Concentration of Cu GCencentration of Cu Cencentration of Cu silicon dioxide concentration Calcium oxide concentration
Concentration of A1203 Concentration of Al203 Concentration of Al203
tion of As of As Concentration of As
| Iron oxide concentration ‘ ‘ Aluminum oxide concentration |

Job(task) creation Q] X

l

[ Alloy initialization

ELEMENTS IN STEIN

l | Gold concentration ‘ ‘ silver concentration |

ED] COMPUTING MODULE. CONCENTRATION OF

Calculation of the total weight of each element across given Alloy QJ

l | Iron concentration ‘ ‘ Copper concentration |

[Calculation of the percentage of each element's sum relative to the Alloﬁa | Sulfur concentration |

Figure 1 — Software Workflow for Calculating Chemical Compaosition of Alloys

First, the ores are selected, and their compositions and weights are inputted using the Ore
Input Module. Each ore's data is captured and stored for further processing. Once the ores are
selected, a new job is created by the software to manage the data. This job acts as a container for
all the ore data and subsequent calculations. A Job object is created, and each selected ore is
associated with this job through “OredJob” objects. Each selected ore is initialized as a compound
object by the software, converting their elemental weights and concentrations into consistent units.
This involves creating Compound objects, which handle the conversion of measurements.

Results

This section provides an overview of the data input process, the selection of ores for
calculation, and the results of the smelting simulations, which include the concentrations of elements
in both the stein and slag.

Figure 2 shows the interface for inputting the chemical composition and weights of various
ores. Users can add new ores or delete existing ones. Each ore is listed with its name, weight, and
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concentrations of elements. Once the ores are inputted, users can select specific ores for the
calculation. This selection process is crucial for creating a new job that will manage the data and
perform the necessary calculations. In Figure 3, the CaO and KSH ores were selected for calculation
for demonstration purposes.

Ores
Name Weight Au Ag sio2 Ca0 s Fe cu AI203 As0 Actions
BK 44,475 577 31.1 5.66 073 33,26 30,85 17.2 23 0032 m
Bestube 0 1.6 A4 A 11 1 .00 1 0.4 =
Zholymbet 0.0 1 14 46.9 8.1 1.01 8.4 0.008 8.4 0.0005 m
ZHOF 1.7 17 4 19.44 1 1 A 4 [ Detets |
0 160 00 0 00 a7. 0 00 00 00 0 [ etee |
KSH 129.€ A 0 1.0 24 41.34 8.74 ) 0.02 m
KKSH 3 A 12 12.64 1.16 7.74 7 1 B4 0.2 [ Detets |
AK a4 ! 1414 ] 101 1.4 411 ) [ etese |

Figure 2 — Ore Data Input

Select ores for Calculation

Select Name Weight Au Ag Si02 Ca0 s Fe Cu Al203 As0
BK 44.475 577 na 5.66 0.73 3326 3085 172 23 0.032
Zholymbet 0.0 15 14 46.9 81 1.01 8.14 0.008 184 0.0005
ZHOF 231.7 0172 4815 19.44 132 13.53 498 35.36 349 0.08
Ca0 16.05 0.0 0.0 0.0 97.5 0.0 0.0 0.0 0.0 0.0
KSH 129.65 1725 3214 20.29 1.07 1.24 4134 874 279 0.022
KKSH 3385 452 1256 1264 118 774 26.75 198 284 029

Figure 3 — Ore Selection for Calculation

Once the user clicks on «calculate», the results of the smelting calculations are displayed,
showing the concentrations of various elements in the stein (metal product) and slag (byproduct).
The results include the job ID, concentrations of Au, Ag, Cu, Fe, and S in the stein, as well as Silicon
Dioxide (SiO,), Calcium Oxide (CaO), Aluminum Oxide (Al,O3), and Iron Oxide (FeO) in the slag.
This is illustrated in Figure 4.

For ease of use and analytical purposes, a history of simulation is saved. As seen in Figures
5 and 6, a detailed view of the stein and slag results from multiple jobs is saved. Each row
corresponds to a specific job, showing the concentrations, the total weight of the stein, Cu, Fe, and
S, along with the creation date of each job.

Stein Results

Job  Gold Silver Weight Copper Iron Sulfur Created date
12.357365564874199 211.44581B59186698 17.73625 63.88047078722955 -16.033547113961518 6.808090774543663 June 20, 2024, 11:18 am.
Slag Results
Job  Si02 Ca0 A1203 FeO Weight Created date
22.01696670467264 14.25956338455423 3.029320390380653 60.7291170110865 119.49875 June 20, 2024, 11:18 a.m.

Figure 4 — Calculation Results — Stein and Slag
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Stein Results

Job  Gold Silver Weight Copper Iron Sulfur Created date

698 1

Figure 5 — Detailed Stein

6.808090774543663

Slag Results

Job  SiO2 Ca0 Al203 FeO Weight Created date

9880328039144 9.064491

6.3668785940875186 234.65187499999996 June 13, 2024, 6:32 p.m.

1581764 27.34584450402143 June 13, 2024, 7:03 p.m.

9 51.36714851880363 3.489863997947139 9.226470504376586 9.146229700502223 87.6825 June 13,2024, 10:34 p.m

14 25.383808294841952 70.0

2722 103.64875 June 13, 2024, 10:35 p.m.

22.425961348196026 2.110678 1243322 89162983965 15805592 18.95125 June 13, 2024, 10:35 p.m.
16 88.52929662012265 9.395797990343205 26.099438862064456 -66.99539531328644 4,7893750000000015 June 13, 2024, 10:35 p.m
17 67.56032171581764 8.57908847184986 84450402143 80.8310991957103 3.730000000000003 June 13, 2024, 10:36 p.m.

44228805 15.398365679264536 19.580000000000002 June 19, 2024, 4;

20 22.01696670467264 14.25956338455423 3.0293

90380653 60.7291170110865 119.49875 June 20, 2024, 11:18 a.m.

Figure 6 — Detailed Slag Results

Discussion

The results demonstrate the effectiveness of the software in managing and processing
complex chemical data to predict the composition and yield of both the stein and slag. By accurately
utilizing the input data — such as elemental concentrations and ore weights — the mathematical model
effectively simulates the smelting process under various conditions. The detailed tables and figures
allow for thorough analysis of how different input parameters influence smelting outcomes, enabling
users to optimize the composition of alloys and improve smelting efficiency. Each job's results
provide insights into the distribution of valuable metals and the effectiveness of the smelting
parameters used.

By providing a clear and organized interface for inputting data and selecting ores, the
software simplifies the process of running smelting simulations. The ability to save and review the
history of simulations allows users to track changes and improvements over time. The detailed output
of elemental concentrations in both the stein and slag enables users to fine-tune the smelting
process, thereby maximizing metal recovery and minimizing waste.

Overall, the software proves to be a valuable tool for the copper smelting industry, providing
crucial insights into the smelting process and helping to optimize operations for better efficiency and
sustainability.

Conclusion

The development of a comprehensive software solution for processing high-sulfur, copper-
poor concentrates in the copper smelting industry addresses a critical challenge due to the depletion
of high-grade ores and the rise of complex low-grade ores. These ores, rich in sulfur but low in
copper, present significant challenges to traditional smelting processes, necessitating the need for
more efficient and eco-friendly technologies. This project aims to optimize the smelting process by
reducing metal losses and improving recovery rates of valuable metals from these challenging raw
materials.

The research and development in this area have focused on various innovative technologies,
such as high-temperature processes for the direct reduction of copper slag, complex technologies
for depleting slag during the smelting of copper sulfide raw materials, and flotation enrichment
methods. These approaches are essential for extracting valuable metals from slag and minimizing
environmental impacts. For instance, the processing of rich converter and poor waste slags through
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flotation enrichment has shown significant promise in industrial applications, effectively separating
valuable metals and improving recovery rates.

The software solution developed in this project incorporates a comprehensive mathematical
model to simulate the smelting process. It predicts the yields and material flows, allowing for
optimization of the smelting operations. The software includes modules for ore input, smelting
simulation, and results presentation, providing a user-friendly interface for analyzing the impact of
various process parameters on smelting efficiency. By simulating different scenarios, the software
helps identify potential improvements in the smelting process, enhancing the recovery of valuable
metals and reducing waste.

The industrial relevance of this software is underscored by the ongoing development of large
copper deposits, such as the Boshchekul and Aktogay deposits in Kazakhstan, which contain high-
sulfur, low-copper ores. The ability to accurately simulate the smelting process and optimize the
chemical composition of alloys is crucial for these operations, as it allows for better management of
resources and adherence to environmental regulations. The software was tested on data collected
from the Balkhash copper smelter factory. For more trials, further data was obtained by changing
the values to gather experimental trial. The software correctly reflects the real data when simulated.
This shows the practicality and accuracy of the system developed.

In conclusion, the software developed provides a valuable tool for the copper smelting
industry, enabling more efficient processing of high-sulfur, copper-poor concentrates. By leveraging
advanced simulation techniques, it addresses the dual challenges of improving metal recovery and
reducing environmental impact, thus supporting the industry's transition towards more sustainable
practices.
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PA3PABOTKA KOMIMJIEKCHOIO NPOrPAMMHOIO PELLEHUA AN NEPEPABOTKN
BbICOKOCEPHUCTbIX, MAIIOMEAOHbIX KOHLEHTPATOB B MEOENJTABUNIbHOU
NMPOMBILUNTIEHHOCTH

UcmoweHue boeambix MeOHbIX pyd u yeesiudeHue donu 6edHbIx pyd ¢ 8bICOKUM COOep)KaHUEM cepbl
cosfatom 3HayumersibHble rpobnembl Ons  MedernnasusibHOU  MPOMbIWIeHHocmuU.  TpaduyuoHHbIe
rnasusbHbIe MPOUECcChl cmarnkugaomcsi ¢ mpyodHocmsamu rnoddep>kaHusi IKOHOMUYECKOU aghghekmusHocmu
U cobrnro0eHUsT 3KOJI02UYECKUX HOPM rpu repepabomke makux CrioxHbix pyd. B OdaHHOU pabome
onuckleaemcsi  paspabomka  KOMIM/IEKCHO20  poepaMMHO20  pelweHusi, rnpedHasHayeHHoeo  Orst
MoOeniuposaHuUsi rpoyecca aasku B8bICOKOCEPHUCMbIX, MasloMeOHbIX KOHUeHmpamos. [lpozpammHoe
obecrieyeHue ucronb3yem nodpobHyt0o Mamemamudeckyro Mmodesnb Onsl nNpo2HO3UpoBaHusi ebixoda U
cocmasa npodyKkmos, eK/oYasi UeHHble Memarinbl, 8 npouecce rnasku. OHO UHMezpupyem HECKO/bKO
modyrnel, makux Kak 6800 OaHHbIXx O pyde, CUMYMAUUs nnaseku u rpedcmasrneHue pe3yrbmamos,
npedocmasrnss y0obHyo nnamgopmy O onmumu3dayuu rnasurbHbiX onepayul. B modernsb 8KnoYeHbl
makue KJdeable napamempsl, Kak cocmae pyObl, memrepamypa nnasku u dobasneHue gnwoca, 4mo
10380/17€M MOYHO MPO2HO3UpPOo8ampb 8bIX00 wmelHa U wraka. AHanu3 amux pe3yfnbmamosg romMozaem
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onmuMu3Uposamp U3B/IeYeHUe Memarsiog U CoKpamumb romepu, 4Ymo 8 KOHEYHOM umoae rosbilaem
aghbgbekmusHocmb U ycmoliHueocme MedernnasusibHo2o npoudgodcmea. 3mom UHCMPYMEHM O0CO6EHHO
akmyarsieH Onsl KpyrHbIx Mecmopox0eHull cyrbghudHbIX MeOHbIX pyd, makux kak 8 KasaxcmaHe, komopble
UMerom 8bICOKOe codepXxaHue cepbl U HU3KUU yposeHb Medu. CrnocobHocmb npoepaMmMHO20 obecredeHust
modenuposampe  pasrnuyHbie  CcyeHapuu obpabomku rnpedocmassiiem UeHHble ceedeHusi  Ons
MPOMBILWITEHHO20 MPUMEHEHUs, rnoddepxxueas paspabomky 6ornee aghgheKmuUBHbIX U IKOI02UYECKU YUCMBbIX
mexHosoeull rnnasku. KoMrneKkcHoe rnpozpamMmmMHOe peweHue He MoJsibKo pewaem mexHudyeckue rnpobrnemsi
nepepabomku 8bICOKOCEPHUCMbIX, MarnoMeOHbIX pyd, HO U criocobecmeyem ycunusiM ompaciu ro CHUXeHUH
3K0s102U4eCcK020 8030elicmeausi U yrlyHYWeHUlo yrpaeneHusi pecypcamu. Omo UHHO8AUUOHHOE pelueHue
npedcmaesnsiem coboli 3HadumesbHbIl waz eneped 6 onmumu3auyuu meodernnasusnbHbIX ornepayul,
crniocobecmeysi ycmoudusocmu U 3¢hchekmugHOCMuU 8 ycrosusix yxyduieHusi kKayecmea pyobl.

Knroueebie crnoea: medernnaska, 6bICOKOCEPHUCMbIE pPyObl, CUMYNSUUS M1aeku, U3eriedeHue
Memarnios, onmumu3ayusi.
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KYKIPTI X)KOFAPbI, MbICbl A3 KOHLIEHTPATTAPAbI ©HOEYIE APHAINFAH KELUEHAI
BAFOAPNTAMAINDBIK LUEWWIIMAI AAMBITY

XKorapbl cananbl MbiC KeHOEpIHiH asatobl XOHE KyKipm Mesnwepi Xofapbl, MbIC Mesnwepi a3z
KOHUeHmpammapObIH YrecCiHiH apmybl MbIC KOPbIMy ©HepkacibiHe erneyni KubiHObiKmap myobipadsi.
LHecmypni Kkopbimy npouyecmepi myHOal kypdeni keHOepdi eHOeyde 3KOHOMUKarbIK muiMOinikmi cakman
Karyra XoHe 3KOro2usinibiK HopmanapObl cakmayra KubiHObIK myfFbi3albl. by XyMmbicma Kykipm menwepi
JKOFapbl, MbIC Mesnwepi a3 KoHuyeHmpammapObl KOpbIMy MpoueciH moodenbdeyze apHanfaH KeweHOi
bardapnamarnbik wewimoi a3ipney cunammanadsl. bardapnamarbik Kammamachi3 emy Kopbimy rpoueciHoe
anbiHFaH eHiMOepdiH, COHbIH iWiHOe KyHObI MemarndapOblH WbIFbIHbIH XOHE KypaMbiH 6ormkayra apHasiFaH
eaxel-meaxelni Mamemamukanbik yreiHi nalddanaHadbl. byn 6ardapnama 6ipHewe Modyb0epoi
bipikmipedi: keHOI eHai3y, Kopbimy CUMYSAUUSICbI XoHe HamuxenepOi kepcemy, Kopbimy ornepauyusinapbiH
OHMmaUlnaHobIpy yWiH biHFalsbl nnamegopma ycbiHadbl. Moderbae KeHHIH KypaMbl, Kopbimy memMrepamypachl
JKOHe ¢brroc KocyObl Koca anFaHO0a MaHbI30b! napamMmempriep eHeisinzeH, 6y wmelH MeH WiiakmbiH WhiFyblH
Oan 6omkayra mymkiHOik 6epedi. Ocbl Homuxenepdi manday memandapdbi anyObl oHmMaulaHObIpyFra XoHe
whelrbiHOapObl a3zalimyra KemekmeceOli, HomuxeciHOe Mbic eHOIpydiH muimdiniai MeH mypakmbinbifbl
apmadel. byn Kypan KaszakcmaHOarbl CUSIKMbI KYKipm Mesnwepi xofapbl, MbiC OeHeelii MeMeH YIIKeH
cynbghudmi MbIC KeH opbiHOapkl yYWiH acipece e3ekmi. bardapramarbiKk Kammamachki3 emyOiH apmypsii eHOey
cueHapultinepiH modenb0ey MymKiHOiei eHepKacinmik kondaHy ywiH KyHObI myciHikmep 6epedi xoHe Kopbimy
mexHoroausinapblH HefypribIM muiMOi XeHe 3Koroausnblk masa emyze Konday kepcemedi. KeweHOi
b6arOaprnamarnbik wewiM Kykipm mMenuwepi xofapbl, MbiCbl a3 pydanap0bl eHOeyOiH mexHUKarbIK MacenenepiH
weuwin KaHa Kolimal, canaHblH 3Komo2usinblK acepOi aszalimy xoHe pecypcmapibi backapyOsl xxakcapmy
XeHIiHOeai  Kyw-xieepiHe de bIknan emedi. byn UHHosauusi MbIC KOpbimy  orepauyusinapbiH
OHmadlnaHobipydarbl MaHbI30bl Kalam 60nbin mabblnadbl, KeH canacbiHblH meMeHOeyiHe KapaMacmaH,
mypakmbIfbIK ried muiMmOinikmi apmmeipyra bikran emeoi.

TyliH ce30ep: MbIC KOpbimy; KyKipmi xofapbl pydanap; Kopbimy CUMYNsUUsiCbl, Memarsnn any;
OHmMaunaHobIpy.
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OPTIMIZATION OF ELECTRIC ARC METALLIZATION PARAMETERS TO IMPROVE THE
PROPERTIES OF 30KhGSA STEEL COATINGS IN THE AUTOMOBILE INDUSTRY

This paper discusses the optimization of arc spraying parameters to improve the properties
of 30KhGSA steel coatings, which are widely used in the automotive industry. The use of high-
strength steels such as 30KhGSA is driven by the need to improve safety, energy efficiency and
reduce emissions. The paper examines in detail the effects of compressed air pressure, temperature
and other spraying parameters on the quality of the coatings. The use of the supersonic arc spraying
method made it possible to obtain coatings with improved mechanical properties such as hardness,
wear resistance and adhesion strength. The experiments were carried out using an electron
microscope to analyze the cross-section of the coatings, as well as a profilometer to assess the
surface roughness. The results demonstrate that increasing the compressed air pressure helps to
reduce roughness and increase the hardness of the coating. The paper emphasizes the importance
of optimizing the metallization parameters to improve the efficiency of protective coatings under high
operating conditions in the automotive industry.

Key words: arc spraying, coating, steel surfacing wire, wear resistance, adhesion, hardness.

Introduction

The automotive industry is under increasing pressure to adopt advanced high-strength steels
to meet the growing demand for improved safety, energy efficiency, and reduced emissions [1]. One
such material that has attracted the interest of researchers and industry professionals is 30KhGSA
steel, a high-strength, low-alloy steel characterized by unique chemical composition and
microstructural features [2, 3]. Electric arc spraying, a thermal spraying method, has emerged as a
promising method for applying protective coatings to these steel surfaces [3].

Damaged crankshafts, often caused by wear, can be restored to functionality using a variety
of methods, including hard chrome plating. This process improves the surface hardness, wear
resistance, and corrosion resistance of the crankshaft, thereby extending its service life. However,
environmental and health concerns associated with chrome plating have led to the exploration of
alternative coating methods, such as electric arc spraying. This method uses compressed air to
deliver droplets of molten metal onto a substrate, creating a protective coating with the desired
mechanical and tribological properties [4, 5]. The aim of this research is to study the effect of
compressed air on the properties of 30KhGSA steel coatings obtained using electric arc spraying.

Materials and research methods

In the experiment, the EDM-5U electric arc metallizer shown in Figure 1 was used to obtain
the coating. Steel grade 45 was used as a substrate, and the diameter of the 30KhGSA steel wire
was 1.6 mm. Before spraying, the samples were sandblasted. The coating application modes are
given in Table 1.
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Figure 1 — a) Flow chart of electric arc metallization (1 — metallizer body; 2 — wire feed mechanism;
3 — air supply channel; 4 — electrode wires; 5 — electric arc with sprayed wire particles;
6 — sprayed coating) b) external view of the gun; c¢) external view of the source and compressor.

Table 1 — Modes of applying 30KhGSA coatings by electric arc metallization

Sample Voltage, V Current, | Wire feed |Compressed air | Spray distance, Spray time, sec
A speed, cm/s | pressure, atm mm
Ne 1 7
Ne 2 42 300 16 8 15 15
Ne 3 9

A JSM-6390 LV JEOL electron microscope was used to study the cross-section of the
coatings. The roughness of the coatings was measured using an Anytester HY2300 profilometer.
The microhardness of the created coatings was determined by the cross-section using a Vickers
HLV-1DT microhardness meter with an indenter load of 0.2 N and a holding time of 10 seconds. The
tribological properties of the coatings were studied using an Anton Paar TRB3 tribometer.

The adhesion strength of the coatings was assessed using the pin method [6]. The essence
of the method is that when a load is applied, the coating is torn off from the substrate, while the force
required for tearing is recorded. To assess the adhesive strength using the pin method, samples
were prepared (see Fig. 2) consisting of a pin and a substrate equipped with a gripping device with
a hole and a fastener for fixing the pin. The sample design used a washer with a hole in which a pin
was installed so that its end surface was flush with the outer plane of the washer. The coating was
applied to the common surface of the end of the pin and the washer. To prevent the pin from falling
out during spraying, it was fixed with a screw. The pin was torn off the substrate using a universal
tensile testing machine WDW-100 kN. The adhesion strength was determined as the ratio of the
maximum force at which the coating was torn off to the area of the end of the pin.

Figure 2 — Testing the adhesion strength of coatings using the pin method:
a) Schematic diagram of the manufactured sample: 1 — substrate (45 steel); 2 — coating;
3 —retainer; 4 — pin

Results and discussion

Figure 3 shows the scanning electron microscope (SEM) images showing the cross-sections
of the coatings produced by the supersonic arc metallization method. It can be seen from Figures
3a, b, c that the coating thickness varies. With increasing compressed air pressure, the effective
spraying efficiency decreased, probably due to the decrease in particle size. The coating thickness
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values are given in Table 2. It can also be seen that with increasing compressed air pressure, the
coatings become denser and less porous.

Figure 3 — SEM images of cross sections of samples

Table 2 — Coating thickness
Sample Ne 1 Ne 2 Ne 3
Coating thickness, um 966,78+22,21 665,4+30,27 | 401,36+25,77

Studies have shown that the surface roughness of coatings produced by supersonic arc
metallization (SAM) decreases with increasing compressed air pressure. The roughness was
measured using the Ra parameter, which is the arithmetic mean deviation of the surface profile.
According to the data, an increase in pressure contributes to a decrease in the Ra index: for sample
Ne 1 it is 20,054 um, for sample Ne 2 — 19,16 um, and for sample Ne 3 — 14,358 um. This is due to
the fact that an increase in pressure increases the kinetic energy of the coating particles, which leads
to their stronger impact on the substrate and a denser, more uniform distribution of the material. A
higher patrticle velocity improves their sintering and merging both with each other and with the
substrate, which reduces the number of microvoids and irregularities. In addition, more efficient
spraying at increased pressure contributes to a uniform distribution of particles and the formation of
a smooth surface with smaller height deviations [7-10].

Figure 4a shows that the hardness of the coatings obtained by the supersonic arc
metallization method is higher than that of steel 45. With an increase in compressed air pressure,
the hardness of the coatings also increases. It should be noted that the steel wire of the 30KhGSA
brand used for spraying has a higher hardness compared to steel 45, amounting to 289 HV and 204
HV, respectively. It is noteworthy that the hardness of the coatings exceeds the hardness of the
original wire. Sample Ne 1, processed at a compressed air pressure of 7 atm, has a hardness of
309,33£13,89 HV; sample Ne 2, at a pressure of 8 atm — 314,2+12,1 HV; and sample Ne 3, at a
pressure of 9 atm — 331£10,32 HV.

The increase in the coating hardness compared to the original 30KhGSA wire after
supersonic arc metallization is explained by the fact that upon contact with the substrate, the metal
particles are subjected to rapid cooling due to a cold jet of compressed air, which contributes to their
instantaneous hardening [11, 12]. The increase in hardness with increasing compressed air pressure
is due to the fact that with greater kinetic energy, the density of the coatings increases. The density
of the sprayed metal depends on the speed of the particles before impact and their dispersion: the
smaller the particle size, the higher the hardness, and the dispersion increases with increasing
compressed air pressure.

Figure 4b shows the results of determining the friction coefficient. The obtained values are
as follows: steel 45 — 0,472; sample Ne 1 — 0,538; sample Ne 2 — 0,528; sample Ne 3 — 0,523. These
results demonstrate that with an increase in compressed air pressure, it is possible to improve the
wear resistance of the coatings. With an increase in compressed air pressure, the average pore size
decreases, which helps to improve the antifriction properties of the coatings.

(a) ©
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Figure 5 — Results of tribomechanical tests of coatings: hardness (a); coefficient of friction (b)
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When testing the adhesion strength of the coatings using the pin method, an adhesive rupture
occurred in all samples, indicating the presence of a clear interface between the substrate and the
coating. This means that the adhesion strength between the coating and the substrate was lower
than the cohesive strength of the coating particles. Table 5 presents the results of the study of the
adhesion strength of the coatings, which show that with an increase in compressed air pressure, the
adhesion strength increases. Sample Ne 3, sprayed at a compressed air pressure of 9 atm,
demonstrated the best results. This is due to the fact that higher pressure contributes to an increase
in the kinetic energy of the particles, which leads to a stronger penetration of the coating particles
into the surface of the substrate.

Table 3 — Results of coating adhesion strength tests

Samples Coating adhesion strength, MPa
Ne 1 15,43+2,11
Ne 2 18,55+1,65
Ne 3 22,32+0,95
Conclusion

This study examined the influence of various parameters of the supersonic arc metallization
process on the properties of protective coatings made of 30KhGSA steel. Particular attention was
paid to changing the compressed air pressure and its effect on the mechanical and tribological
properties of the coating, such as hardness, adhesion and wear resistance. The results confirm that
optimization of metallization parameters can significantly improve the performance characteristics of
coatings, making them suitable for use under high load conditions, which is especially important for
the automotive industry.

Based on the analysis, the following conclusions were made:

1. Increasing the compressed air pressure during spraying significantly improves the quality
of the coating. With increasing pressure, the porosity and roughness of the coating decreases, and
the density and homogeneity of the distribution of particles on the substrate surface increases.

2. The maximum mechanical properties of the coating, such as hardness and wear
resistance, were achieved at a compressed air pressure of 9 atm. This pressure also ensured the
best results in terms of the adhesive strength of the coating, which is due to the increased kinetic
energy of the particles and their stronger penetration into the substrate.

3. Experiments confirmed that increasing the compressed air pressure increases the speed
of the particles, which leads to better fusion of the coating particles with the substrate and a decrease
in the number of microvoids. This improves the mechanical properties of the coating and its
resistance to wear and corrosion, which is especially important for parts subject to high loads.

4. The results of the work show that optimizing the parameters of supersonic arc metallization
can significantly improve the performance characteristics of the coatings. This opens up prospects
for further application of this method in the restoration and protection of parts such as crankshafts
and transmission components operating in difficult conditions. The results obtained can be used to
optimize the parameters of the supersonic arc metallization process in order to improve the
characteristics of protective coatings in mechanical engineering and other industries.
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ABTOMOBMUIIb OHEPKSCIBIHAET 30XICA BOJIAT XXABbIHAAPbIHbIH KACUETTEPIH XKAKCAPTY
YLIIH SNEKTP OOFAIbIK METAITAAHALIPY NAPAMETPNEPIH OHTAUNAHOLIPY

byn makanada asmomoburnb eHepkacibiHOe KeHiHeH KondaHbinameiH 30xac bonam xabbiHOapbIHbIH
KacuemmepiH xakcapmy ywiH 3nekmp dQorfacbiH MemandaHObipy napamempsiepiH oHmadnaHobIpy
Kapacmaipbiadsl. 30X CA cusikmbi xxorapbl 6epikmiai 6ap 6onammapdbi natidanaHy Kayinciddikmi, sHepausi
muimdiriieiH apmmeIpy xodHe WbiFapbiHObITapOb! aszalimy KaxxemminieiHe 6alinaHbicmbl. Makanada KbicbliFaH
aya KbICbIMbIHbIH, memMrepamypaHbIH XoHe b6acka bypKy napamempriepiHiH xabbiH canackiHa acepi eaxel-
meaxelni Kapacmbipbinadbl. [bibbicmaH xofapbl 0oFanbiK MemandaHObipy 8diCiH KondaHy KammblisblK,
mo3syra megsimOinik xoHe xabbickak bGepikmik CUSKMbI XakcapmbliFraH MexaHuKarblK Kacuemmepi bap
XabbiHOapdb! arnyra MyMmKiHOiKk 6epdi. Toxipubernep xabbiHOapObiH kKendeHeH KumacblH manday yWwiH
31eKMpPOHObI MUKPOCKONMbI, coHdal-aK 6emiHiH kedip-6yObipbiH 6aranay ywiH rnpogomempdi KondaHy
apkbinbl xypeisindi. Homuxenep ChifbiniFaH aya KbICbIMbIHbIH XOfapbliaybl kedip-6yobipdbiH memeHdeyiHe
XoHe XabbiHHbIH KammblfibifbiHbIH XXOfapbinaybiHa biknan ememiHiH kepcemedi. Makana asmomoburib
eHepkacibiHOe xofapbkl natidanaHy xardalibiHOa KOopfaHbIC xabbiHOapbiH KondaHy muimdinieiH apmmabipy
yWwiH memarndaHObIpy napamempriepiH oHmauiaHObipyObiH MaHbI30bIbIfbIH Kepcemeoi.
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ONTUMU3ALUA NAPAMETPOB 3JIEKTPOAYFOBOW METAJINIU3ALMU ANA YNYYLLEHUA
CBOWCTB MNOKPbITUWA CTAJIU 30XITCA B ABTOMOBUIIbHOW NPOMbILUIIEHHOCTU

AHHOmMauyusi: B cmambee uccnedyromcs napamempsbi 37ekmpody2o8ol Memannusayuu 0nsa
onmumu3ayuu ceolicme 3auwumHbix nokpbimut u3 cmanu 30XICA, komopasi ugpaem KiHo4yesyr pPorib 8
asmomobursbHOU rpoMbiwieHHocmu brnazodapsi ceoel 8bICOKOU MPOYHOCMU U HU3KOU fleauposaHHocmu. B
ycrosusx pacmywux mpebosaHuli K rosbiweHuro 6eszonacHocmu, 3Hep203ghheKmueHOCMU U CHUXEHUIO
8peldHbIx 8bI6POCO8, MakKue Mamepuaribl cmaHossmcs 8cé bosiee socmpebosaHHbiMu. OCHOBHOE 8HUMaHUe
yOensemcsi enusiHUIO 0aerieHuUsl Cxamoeo 8030yxa Ha Ka4yecmeo [MOKPbIMul, HaHOCUMbIX Memodom
ceepx3sykoeoll Oyz080l Memasnuzayuu. JOKcriepuMeHm poeoousiCs C UCMob308aHUeM cmanu 45 e
kayecmee rnodnoxku u npoeosoku 30XICA duamempom 1,6 mm. [ OUeHKU 8r1USHUS pa3fuYHbIX PexXumMos
Memarnnusayuu bbinu npoaHanu3uposaHbl makue rnapamempbl, Kak HanpspkeHue, Mok, CKopocms rnodadyu
rpoeorsiokKu, asrieHue cxxamoeao 8030yxa U paccmosiHue pacrblieHus. B kayvecmee memodos uccriedosaHusi
UCronb308auchb 3r1eKmMpPOoHHbIU Mukpockon JSM-6390 LV JEOL 0Ona aHanu3a nornepeyHbix cedeHul
rnokpsimud, ripogpuriomemp Anytester HY2300 0ns oueHku wepoxogamocmu u mpubomemp Anton Paar
TRB3 dns usy4yeHust mpubonoaudeckux xapakmepucmuk. [Tony4yeHHbie daHHbIe Moka3asnu, 4mo yeesudyeHue
OasrieHus1 cxamozo 8030yxa rpueodum K 3Ha4umesibHOMY YMEeHbWEeHUIO Mopucmocmu u wepoxosamocmu
MOKPbIMUSI, M08bILEHUI e20 meepdocmu u usHococmotikocmu. OCOBEeHHO 8aXKHbIM PE3y/ibmamomM Cmarso
yrnyqweHue af2e3uoHHOU MPOoYHOCMU MOKPbLIMUS rpu 0asneHuu 9 amm, 4mo ces3aHo ¢ bonee niIomHbIM U
pasHoMepHbIM pacripedesieHUeM Yacmuy,. ViccnedosaHusi makxe riokasarsiu, 4mo rosbiueHuUe KUHemu4ecKol
aHepauu 4Yacmuy criocobcmeyem JydweMy CIIUSHUIO  MOKPbIMUSI C  MOOMOXKOU U y8euyeHuro
3KCrlyamayUoHHbIX c80UCME MOKPbIMUS, MaKuxX Kak CmoUKOCMb K U3HOCY U KOppo3uu. Omu pe3yrbmama|
rnod4yepkusarom 3Ha4UMOCMb OnNMuUMU3ayuu fnapamMmempos ceepx3gykogol Oyz20e0l Memasnudayuu 0ns
C030aHUsI 8bICOKOI(hYEKMUBHBIX 3alWUMHbIX MOKPbIMUU, MPUMEHSIEMbIX 8 YCI08USIX UHMEHCUBHbIX
Haepy30K, 4mo ocobeHHO akmyarnbHo Onsi demarnel asmomMobursibHbIX 0gueamersneli U mpaHCMUCCUl.

Kniouyeebie cnoea: 3snekmpodyeogass Memasnusauyusi, MOKpbIMuUe, cmarnbHas Hariago4YHas
rpoe8osioKa, usHococmolikocms, ad2e3usi, meepdocmes.
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OTEYECTBEHHOE NMPOU3BOACTBO MANOIrABAPUTHON CNELUTEXHUKU
(MUHN-TPAKTOPbI, MUHU-®POHTAJIbHBIE NMOIMrPY34nKWN)

AHHOmMauyus: B daHHOU cmambe paccmampusaemcsi npou3soocmeo masiozabapumHou
creymexHUKU, 8 4acmHoOCmu MUHU-mMpPakmopo8 U MUHU-o2py34ukos. OCHOBHOE 6HUMaHue
ydesieHo akmyarsibHOCMU UCMOIb308aHUSI MakKux MawuH 8 yCI108UsIX 02PaHUYEeHHbIX MPOCMpPaHcme
u crieyuguku marnbix xo3saticms. [pueedeHb! KoYesble acrnekmsl pa3pabomku U npoekmuposaHusi
MUHU-MEeXHUKU, 0bcyxx0aromcs ucrnofib3yemble Mamepuarbl U rpou3eodcmeeHHbIE MpPoUEcChl.
Onucaxbl pesynbmamel uccredogaHull o ahghekmusHocmu Mmano2abapumHol MEXHUKU 8
CenbCKOoX035UcmeeHHOU U cmpoumernibHOU cghepax, Ux 3KOHOMuUYecKasi 8bl2o0a, 3Koso2udyecKas
6e3onacHocmb U rnpakmu4yeckasi yeHHocms. Ha ocHogee nposedérHbIX uccnedosaHuli denaromcs
8bI800bI 0 Heobxodumocmu u nepcriekmueax pas3eumusi mano2abapumHol crneuymexHuUKU Kak
aghgpekmugHo20 peweHuss 0Onss Mano2o busHeca U 4YaCmHbIX XO38Ucme U CHUXEHUS
umrniopmosasucumocmu Pecrnybnuku KazaxcmaH.

B cmambe makxe paccmampusaromcs 3KOHOMUYECKUEe 8bl200bl MarioeabapumHou
MEeXHUKU, C8fi3aHHble C  COKpaweHuUeMm  3KcryamayuoHHbIX  3ampam, roebiueHuem
npouseodumersnibHocmu u adanmauyuel K Hyx0am mano20 busHeca U YacmHbIX X035lcme.

Asmopsbl npueodsm pe3ynbmamsl uccredogaHul, 0eMoHcmpupyrouue 3¢hheKkmueHocmb
ucronib3o8aHusi Masnoz2abapumHol MexHUKU 8 pa3fuyHbIX Ompacsiix 3KOHOMUKU, 8K/IoYasi
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CcenbCKoe X035UCmeo, cmpoumesiscmeo U KOMMyHanbHoe obcrnyxueaHue. Ha ocHoee
rnposedéHHbIX uccriedosaHull denaromcs 8bi8o0bI 0 Heobxodumocmu OarbHeliueao passumus U
nokanusauuu npousgodcmea maso2abapumHol crieumexHUku 8 KazaxcmaHe ¢ Uesblo CHUXEeHUS
umriopmo3sasucumocmu U rnoddepKKUu omedyecmeeHHbIX rpouzsodumenel. B cmambe makxe
noodYyépKusaromcsi MepcrieKmuebl UCMOMb308aHUsT MaKuxX MawuH KaK 8aXH020 JrieMeHma
ModepHu3ayuu CerbCKo20 X035lcmea U NMo8bIWeHUsT KOHKYPeHmMocrnocobHocmu maro2o busHeca,
4ymo criocobcmeyem ycmoU4ueoMy SKOHOMUYecKoMy passumuro Pecriybrniuku Kasaxcmak.

Knr4yeeble crnoea: MmanozabapumHasi crieumexHuka, KOMMYyHallbHasi CrieymexHuka,
cmpoumerbHas crieuymexHuka, cadog8o-020p00Has crieumexHuUKa, rnpou3eo0CcmeeHHbIE PoUEecChl,
9KOHOMUYEeCKasi 8b1200a.

BeepeHue

CoBpeMeHHble TpeboBaHMSA K CENbCKOXO3SANCTBEHHOM W CTPOUTENbHOW TEXHMKE CTaBAT
aKUEHT Ha noBblWEHWE MNPOM3BOAUTENBHOCTU U 3(EPEKTUBHOCTU pPaboT Npyv MUHUMAIbHbIX
3aTpartax pecypcos. ManorabaputHas cneuTexHuka, Takas Kak MUHU-TPaKTOPbl U MUHU-MOTPY34mKH,
urpaeT KryeBylo porb B obecneyeHnn IKOHOMUYECKON IPPEKTUBHOCTM ManbIX U CpegHUX
NpeanpuaTA, a TakKe YacTHbIX XO3ANCTB. B ycrnoBmsix orpaHnyeHHbIX NPOCTPaHCTB M Cneumdukm
HebonNbLINX XO3ANCTB, KOMMAaKTHble U MaHeBPEHHblE MalUMHblI CTAHOBATCA HeobxoguMbiMK ANs
MOBbILLIEHUSA MPOU3BOANTENBHOCTU 1 MUHUMM3ALMKN 3aTpaT Ha obCcrnyXrBaHume.

B exxerogHom nocnanum [naebl rocyaapcTtea Kacbim->KomapTa Tokaea Hapogy KasaxctaHa
«QkoHOMMYeckun kypc CnpaBegnueoro KasaxctaHa» Obino NOAYEPKHYTO, YTO CEpPbE3HON
npobnemown Ansa cTpaHbl SBNAETCA N3HOLIEHHOCTb MALUMHHO-TPAKTOPHOro napka, gocturwas 80%.
Mpe3ngeHT M genytatbl He pa3 obpawanu BHMMaHWe Ha HeobxoauMMOCTb pelleHust Nnpobnem B
CEenbCKOM XO3ANCTBE, aKUEHTUPYS BHMMAHWE Ha COBPEMEHHbIX TEXHOMOMMYECKUX peLueHnaxX Ans
noadepXkku arpapHoro cektopa. BaxHO pasBuMBaTb W noagepxmBaTb OTEYECTBEHHbIX
npoussoanTenemn Bo Bcex chepax 3KOHOMUKN, YTODbI co3aaTb NPOM3BOACTBEHHbIE LUKIbl, KOTOPbIE
MOMOrYT CHU3UTb 3aBUCUMOCTb OT UMMNopTa U obecneyaT AOCTYNHOCTb CNELTEXHUKN NS arpapues.
Oco6eHHO OCTPO 3TK BOMPOCHI CTOAT Nepes MasnbiMy CeNbCKOXO3ANCTBEHHLIMU NPEANPUATUAMN,
KOTOpble OrpaHuyeHbl B (PMHAHCOBbLIX BO3MOXHOCTSX W [OCTYNe K CepBUCY, YTO 3aTpygHsaeT
06HOBMNEHME UX MaLUMHHO-TPAKTOPHOro napka. OgHUM 13 peLleHnin NnpobnemMbl ABNsSeTca pasBuTne
OTEeYeCTBEHHOro NpoM3BoACTBa ManorabapuTHOM CNEeLTEXHUKN, TaKoW Kak MUHU-TPAKTOPbI U1 MUHK-
bpOoHTanbHbIE NOrPy34MKN, KOTOpasa AOCTYMNHA MO LeHe N (PYyHKLMOHANbHO NOAXOAMT ANs MarnbiX
arpapves.

YcnoBusa n metoabl uccnenoBaHusA

WccnegosaHne nposBogurniocb Ha 6Gase aHanu3a TeKylwero COCTOSHUS OTeYeCTBEHHOro
nponssoAcTBa ManorabapuTHOM CenbCKoXOo3ancTBEHHOMW TexHukn B KasaxctaHe. B npouecce
NCnonb3oBasnmcb cTaTucTUYeckne gaHHble MMHMCTEpPCTBA CENbCKOro X03sMCTBa, aHanm3npoBanmch
nybnukaumm B npecce, a Takke MaTepuanbl O TeKywem COCTosHMM W npobnemax
arponpoOMbILLIIEHHOIO KOMMIIEKCa CTPaHbl. bbinn yuTeHbl pe3ynbTaTthl UCCRea0oBaHUA MO Pa3BUTUIO
OTEYECTBEHHOr0 MAaLUMHOCTPOEHMS U ero BNUAHWMIO Ha arpapHbi cektop. OCHOBHOE BHUMaHue
ObINO yaeneHo 3KOHOMUYECKMM acnekTaMm Npon3BOACTBa ManiorabapuTHOM CNELTEXHUKN 1N OLeHKe
€€ OCTYNHOCTM AN MarblX arpapues.

B pamkax uccnegoBaHusa Obifi MCNONb30BaHbl CTaTUCTMYECKME AaHHble MuHucTepcTBa
CenbCKOro X03ANCTBa, aHanua nyénmkauum o TekyLem COCTOSIHUM arponpOMbILLSIEHHOrO KOMMekca
W OTEeYeCTBEHHOro MalUMHOCTPOEeHNa. [OononHUTENbLHO MPOBOAMMNCE UCCNefoBaHUA CaMoMu
TEXHUKM, BKIIOYAS aHanm3 TEXHUYECKUX XapaKTepPUCTUK MUHU-TPAKTOPOB U MUHU-GOPOHTAaNbHbIX
norpy3dmkoB, npoussoanmbix B KasaxcTaHe. Bbinn BbisSiBNEHbl Npobnembl 1 nNpeanoXeHbl
BO3MOXHbl€  YNYYLWIEHUS  KOHCTPYKUUM TEXHUKA C Y4ETOM  Creumdukn  KasaxCTaHCKUX
CENbCKOXO3ANCTBEHHbIX YCITOBUN.

TecTMpoBaHUE TEXHUKM MPOBOAMIIOCH B pearnbHbIX YCIIOBUAX HA hepMepCcKux XO3sMCTBax,
roe npovsBoannoch HabngeHve 3a eé akcnnyatauuen, cbop OaHHbIX MO NPOU3BOAMTENBHOCTMH,
HagéxXHocTn n ygobetey obcnyxmBaHus. B npouecce TeCTMpoBaHWS OCYLLECTBIIANNCL U3MEPEHNS
napameTpoB paboTbl TEXHUKW, TAKUX KaK pacxod TONnuea, NPpou3BOAUTENBLHOCTb NPU BbINONTHEHUA
pasnnyHbIX CENbCKOXO3ANCTBEHHbIX 3a4ay (Bcnaluka, ybopka, nepeBo3ka), a Takke oueHMBanochb
€€ BNUAHME Ha CHWXKeHMe (U3NYECKON Harpy3km Ha paboTHukoB xo3ancTte [1]. MonyyeHHble
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pe3ynbTaTbl NO3BONUAN CAenaTb BbIBOAblI O HEOOXOAMMOCTU AaribHenLwero coBepLleHCTBOBaHWS
KOHCTPYKUMW AN MNOBbIWeHUs 3MEKTUBHOCTY W [OMTOBEYHOCTU TEXHUKM B YCMOBUSAX
Ka3axCTaHCKMX KNMMaTUYECKMX U IKCMyaTauMOHHbIX OCOBEHHOCTEN.

Pe3synbTaTbl uccrneaoBaHumn

WccnepgoBaHuve nokasano, YTo Ha TekyLwuin MOMeHT B KazaxcTaHe npakTu4eckn OTCYTCTBYIOT
npon3BoANTENN OTEYECTBEHHOW ManorabapuTHOW CEerlbCKOXO3SANCTBEHHOM TEXHUKW, TakKOW Kak
MUHWU-TPAKTOPbI U MUHU-GOPOHTarbHble NOrpy34mkn. OCHOBHYIO YacCTb pblHKa 3aHMMaeT MMNOPTHas
TeXHUKa, KoTopas npegraraeTcs No BbICOKOW LieHe, YTO AenaeT e€ HedoCTynHon Ansa 6onblmHeTBa
ManbIx arpapueB u cdepmepoB. bonee Toro, HECMOTPSA Ha BbICOKYHO CTOMMOCTb, Takme MallWHbI
4YacTo He aganTUPOBaHbI K cneunduyecknm yCroBMAM Ka3axCTaHCKOro CEebCKOro X03smncTaa.

Eweé oaHon cepbé3Hon Npobnemon ABnseTca COXHOCTb C AOCTYNOM K KOMMMEKTYOLUM
ANS MMMNOPTHOW TeXHUKW. [pn NonoMke BO3HUKAOT 3adepXKKu U3-3a HeOBXOAMMOCTU OXMAAHUSA
MOCTaBOK 3anyactenm wu3-3a pybexa, 4TO MpUBOAWUT K ANUTENbHBIM MNPOCTOSAM M CHWKEHUIO
Npon3BOANTENBHOCTU PEPMEPCKMX XO3AUCTB. [laneko He Bcerga B CenbCKUX PErMoHax MMeTCs
KBanMuunpoBaHHbIE CEPBUCHbIE LEHTPbl, CNOCOOHbIE OnepaTUBHO BbINOSIHATL PEMOHT CIOXHOM
UMNOPTHON TEXHUKWU. OTO CO3[AET AOoMNOnHUTENbHble Gapbepbl AN UCNONb30BaHWS MalWH B
OTOANEHHbIX paioHax W  HeratMBHO  CKasblBaeTCA Ha  MPOU3BOAUTENIbHOCTU  MENKMX
CEJIbCKOXO3ANCTBEHHbIX MPEaNPUSATUN.

Takum 0b6pa3om, OTCyTCTBME OTEYECTBEHHOrO NPOM3BOACTBA M 3aBUCUMOCTb OT UMMOPTHBIX
NMOCTaBOK CEPbE3HO OrpaHNYNBaOT BO3MOXHOCTU A151 MOAEPHM3aUMN MaLUMHHO-TPAKTOPHOro napka
arpapves.

NccnenoBaHve BbISIBUMIIO OTCYTCTBME OTEYECTBEHHOIO NPOU3BOACTBA MWHU-TPAKTOPOB WU
MUHN-GOPOHTArbHbIX NOrPY34YMKOB, YTO BbIHY>KAAET arpapueB nonaraTbCs Ha LOPOryt0 MMMOPTHYHO
TEeXHUKY. B CBA3MN C BbICOKON CTOMMOCTbLIO U TPYAHOCTSIMU C OOCTYNHOCTBIO KOMMMEKTYOWMX Ans
PEMOHTA, UMMNOPTHbIE MAaLUMHbBI YACTO CTAHOBATCS HEMPUIrOgHbIMW A5 AKCNyaTauum Nnpy NosIOMKe,
YTO 0COBEHHO KPUTUYHO AN ManblX (PepMepCKUX XO3SNCTB.

OpHako B xode nNpoBeAEHHbIX nccrenoBaHui 6bin JOCTUIHYT 3HAYUTENbHbLIA Nporpecc B
006nacTn KOHCTPYMPOBAHUSA OTEYECTBEHHbBIX MUHU-TPAKTOPOB U MUHU-COPOHTAsIbHbIX MOrpy34mMKOB.
AHanM3 TEexXHUYEeCKMX N TEXHOMNOrMYeckux napaMeTpoB Mo3Bonun obocHoBaTb WU BbibpaTb
onTUManbHble KOHCTPYKLMKW, YTO CYLLECTBEHHO YNy4llUIIO 3JKCMyaTaunoHHbIE XapaKTepuCTUKK
3TUX MaLLVH.

B w4actHocTM, Obina paspabotaHa m OBOCHOBaHa oOnTUMarnbHasi KOHCTPYKUMS MUHU-
TpakTopa, yuyuTbiBatowas TpeboBaHuA nonesbix ycrnoBun B KasaxctaHe (puc. 1, 2). HoBu3Ha
nogxoga nposiBUNacb B TWATENbHOM aHanu3e TEXHOSOrMYecknx napamMeTpoB M YCNoBuiA
aKcnnyaTtaumm, YTO MO3BONWUIO CO3A4aTb TEXHUYECKM MPOABUMHYTOE CENbCKOXO3ANCTBEHHOE
CPeACTBO, adanTMpPOBaHHOE K  BbINOSIHEHWIO  Pa3fUYHbIX  arpOTEXHUYECKUX  Onepauui.
MogroToBrneHa 3CKM3HAsi [OOKYMEHTauusi, a Takke WHCTPYKUMS Mo 3Kchnfyataumm  Ans
nonb3oBaTenen, YTo yrnpoLlaeT OCBOEHNE TEXHUKN hepmepamu.

PucyHok 1 — MuHu-Tpakropa

Passutune oTe4vyeCTBEeHHOro npon3soacTBa no3BoJINT CyLieCTBeHHO CHU3UTb
MMMNOPTO3aBUCUMOCTb CTpaHbl OT OOPOroCToALnX 33py6e)KHbIX aHarioros. PaCLUVIpeHVIe NNHENKK
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NPOM3BOACTBA CMELTEXHUKM, BKIOYAsi MUHU-TPAKTOPbl W MWUHU-CPPOHTAsbHbIE MOrPY34MKM,
obecneyunT JOCTYNMHOCTb TEXHWKU MO Gonee HWU3KOWM LieHe, YTO OCOBEHHO BaXKHO AN ManbixX U
cpeaHux epMepckux xo3sincTe [12]. BHegpeHne 3KOMOrM4eckMx CTaHOapTOB M COBPEMEHHbIX
TEXHOJOMMYECKMX PELLEHUI B NPOLIECC NPOM3BOACTBA Takke ByaeT crnocobCcTBOBaTL COOTBETCTBUIO
NPOAYKUUM MeXAyHapoaHbIM TpeboBaHWAM M CTaH4apTaM, YTO OTKPOET HOBble NepCrneKkTUBbLI Ans
3KCMopTa KasaxCTaHCKON TEXHUKM.

939,5

Tlepd, npuven

|
|
20314

]|

1554, 34
2759.32

PucyHok 2 — MUHU-hpOHTanNbHbIA NOrpy34mnK

Takum obpa3om, co3gaHMe OTEYECTBEHHOrO LMKNa MNpovM3BOACTBA CMELUTEXHUKU CTaHeT
BaXHbIM (DAKTOPOM He TONbKO ANsi NOAOEPXKM arpapHoOro Cektopa, HO M And pasBUTUs
KOMMYHanbHOro W CTPOUTENbHOrO X034WCTBa CTpaHbl, YTO B KOHEYHOM UWTOre MOBbICUT
KOHKYPEHTOCNOCOBHOCTb Ka3axCTaHCKON 9KOHOMUKM HA MUPOBOM PbIHKE.

UTto KacaeTcs MUHU-COPOHTasNbHbIX MNOrPy34YMKOB, B UX KOHCTPYKUMM Obinv yCTaAHOBMEHDI
rmapaBnMyeckne CUCTEMbl, KOTopble obGecneyvvBaloT MOBbILEHHYD 3(MEEKTMBHOCTL MNpuU
MOrpy304HbIX M Pa3rpy304HbIX paboTax.

Ocoboe BHMMaHue ygeneHo kabuHe onepaTopa: OHa Obina MOAEpPHU3NpPOBaHa B
COOTBETCTBMM C TpeboBaHUAMM TexHUYeckoro perrnameHTa TamoxeHHoro coto3a (TP TC) Ne
031/2012, 4To noBbIWaeT KOMGOPT 1 6e30NacHOCTb onepaTopa Npu AKCnyaTaumMm TEXHUKK [6].

B pesynbTaTte Bcex NpoBeAEHHbIX pa3paboToK U UCNbITaHWI, CO3AaHHbIE MALLUMHbI NONYYNN
ceptudukat cooteetctBuas «CT KZ — 74,2%», 4TO noAaTBepxaaeT WX KasaxcTaHckoe
npoucxoxageHue, a Tarke ceptudumkat EAIC, obecneunBaoLLmnin BO3MOXHOCTb UX UCMOSIb30BaHMUS
N NPOAaxXW Ha NpocTpaHcTBe EBPa3nNCKOro SKOHOMUYECKOro COH3a. ATU OOCTUXKEHUS ABNAOTCS
BaXHbIM LlAarom B pasBUTUM OTEYECTBEHHOro MNPOU3BOACTBA M MOBbILLEHWM AOCTYMNHOCTU
COBPEMEHHOW CENbCKOXO3ANCTBEHHON TEXHMKWN OS5 Ka3axCTaHCKMX (hepMepoB.

Pa3BuTtne oteyecTBeHHOro NPoM3BoACTBa ManorabapuTHON CNEeLTEXHUKN, TaKUX KaK MUHN-
TPaKTOpPbl U MUHU-(PPOHTAanNbHbLIE MOrPYy34MKK, ABMAETCA BaKHEWWen 3agadven ans NoaaepiKKu
cenbckoro xossncrtBa KasaxcTtaHa, oCOGEeHHO ANns ManbiX arpapueB. OTW MallMHbl CNOCOGHbI
3HAYMTENbHO MOBbLICUTL MNPOU3BOAUTENBHOCTL TPYyAa, CHU3UTL (PU3NYECKOe HanpskeHve wu
ynyylwnTb YCNOBUS BEAEHMS CENbCKOro XO03AWCTBa B yAanéHHbIX permoHax crtpaHbl. KniovesbiM
NPeMMyLLLECTBOM OTEYECTBEHHOW TEXHUKU SIBNSeTCA €€ agantaumsi K MEeCTHbIM YCIOBUSIM W
noTpebHoCTAM, YTO AenaeTt e€ bonee HaQEXHOW U OOCTYNHOW B 3KCNyaTauum nNo CPaBHEHWUIO C
UMMNOPTHbLIMK aHanoramu [9].

MmnopTHasa TexHuka 3ayacTyto TpebyeT Bonee CroXHOro obcnyxmBaHusi, a €€ pemMoHT B
yAanéHHbIX parioHax CTaHOBUTCHA MPaKTUY4EeCKM HEBO3MOXHbIM M3-3a TPYAHOCTEW C MocTaBKamu
3anyacterd M OTCYTCTBMEM KBanMMUMPOBAHHOIO cepBuca. OTO NPUBOAUT K BbIHY>XOEHHbIM
NMPOCTOSIM U CHWXEHUIO NPOU3BOAMTENBHOCTU hepmMepcknx xo3ancte. OTeyecTBEHHas TEXHUKA,
paspaboTaHHasa ¢ y4ETOM ycroBun akcnnyatauumn B KasaxcraHe, He Tonbko obecneynsaeTt Gonee
npoctoe obcnyxmBaHue, HO U CNOCOBCTBYET MUHUMU3ALUN NPOCTOEB, YTO OCOBEHHO BaXXHO ANS
dhepmepoB C OrpaHNYeHHbIMY pecypcamu.

OOHUM 13 BaXKHbIX MPENMYLLECTB OTEYECTBEHHON pa3paboTku, ABNAETCA BO3MOXHOCTb €ro
NErkoro OCHAaLWEeHUs [OMNONHUTENbHBIM HaBECHbIM M KOMMAEKTyrWwnm obopyaoBaHuem. 3TO
3HaAYMTENbHO pacwmpsieT (PyHKLMOHAaNbHbIE BO3MOXHOCTN TEXHUKW, NO3BOSIASA MCMOMb30BaTh €€
Kak B arpapHou, Tak n B KOMMyHanbHou cdepe [2].

OTa yHMBepcanbHOCTb AdenaeT MWHWU-TPAKTOPbl W MUHW-CPPOHTarbHbIE  MOrpy34mKu
He3aMeHVMbIMU MOMOLLHUKaMK HE TOSMbKO B CEITbCKOM XO3ANCTBE, HO M B KOMMYHanNbHOM CeKTope
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n crtpoutenbcTBe. BaxHbIM acnektom sBRASIETCS TO, YTO YXKe 3anyleHO Npou3BOACTBO U
peanu3aumsi CO6CTBEHHOrO HaBECHOro 06OpyaoBaHMs, TaKOro Kak oTBanbl, MAyrK, OKYyYHWKM,
CEHOKOCUIKM, OMnpbICKMBATENW, NpuUensbl 1 npodee. OTO No3eonseT obecnedntb ewe GonbLuyto
OOCTYMHOCTb U MNOAAEPXKKY CO CTOPOHbI OTEYECTBEHHbIX MPOM3BOaUTENEN.

Kpome TOro, TexHuKa OTNn4aeTcss MOBbILLEHHON pPEeMOHTONPUrogHocTeo. [eTann,
NnoaBep)KEHHbIE M3HOCY WM MOMIOMKE, MOryT ObiTb ObICTPO 3aMEHEHbI, MUHUMU3NPYS NPOCTON U
obecneyvvBasa ONUTENbHbLIA CPOK CryXObl MMHU-TpakTopa. bnarogaps MoaynbHOM KOHCTPYKUMK U
pa3beEMHbIM  y3riaM, MWHU-TPAKTOp MOXeT ObiTb MOZEPHM3MPOBaAH W aganTupoBaH nNopg
n3mMeHsowmecss NoTpebHOCTU KINMEHTOB, YTO AenaeT ero ewé 6onee npuBnekatenbHbIM A5
CENbCKOXO3ANCTBEHHbIX 1 KOMMYHanbHbIX NPEeANPUATHNA.

Takum 06pas3oM, OTEYECTBEHHbIE MWHWU-TPAKTOPbI WU  MUHU-CPPOHTANbHbIE MOrPy34nKM
SIBMISIOTCA COBPEMEHHBIMN TEXHONOMMYECKMMUN YHMUBEPCASIbHBIMM NOMOLLHMKaMX AN MHOXecTBa
oTpacrnen, OT CeNnbCKOro X03sancTea 40 KOMMYyHarnbHbIX Cry6 n ctpouTenscTBa. X 4OCTYNHOCT,
YHMBEPCAnbHOCTb U PEMOHTOMPUIOAHOCTL CO3A4alT BaXHble NPeanochbiiku Ana ganbHeunwero
pa3BuUTUS arponpoMblLLIEHHOro komnnekca KasaxctaHa [9].

3akntoyeHue

Komnanus «JAS ENGINEERING» aktnBHO paboTaeT Hag pelleHneM akTyarnbHbIX Npobnem
MENKUX arpapueB M CeribCKOXO3SIMCTBEHHbIX NpeanpusaTuin ctpaHbl. Oco3HaBas OrpaHWyYeHHble
bnHaHCOBbIE BO3MOXHOCTU U TPYAHOCTU C OGCNYXMBaHMEM TEXHWKM B OTAANEHHbLIX paMioHax,
KOMnaHusa paspaboTana MWHU-TPAKTOPbl U MUHU-NOrPY34MKW, OOCTYMHblE NO LiEHE, NpPOCTbie B
aKcnnyataumm n obcnyxmBaHun, a Takke oTBeYaroLLmMe COBPEMEHHbIM 3KONOrMYeCKMM CTaHgapTaMm.
OTW MaLMHbI HE TONMbKO MOMOratoT MaribiM XO3AMCTBaM MNOBbILLATL NPOM3BOANTENBHOCTb U CHMKATb
dunsnyeckyto Harpysky Ha pabOTHMKOB, HO M CMOCOGCTBYIOT PELUEHUIO 3a4aun MO CHUKEHWIO
MMNOPTO3aBUCUMOCTH, NOAAEPXKKE OTEYECTBEHHONO  MALLUMHOCTPOEHUST W MOAEepHU3aumm
arponpoMbILLfIEHHOro koMmnnekca KasaxctaHa.

B pesynbTaTe TeOpeTUYECKUX U IKCMEPUMEHTanbHbIX UCCrefoBaHWA, NPOBEAEHHbIX AN
PELLUEHNA Hay4YHOW 3aJadnM MO  YIYYLWEHWH KOHCTPYKUMM W TEXHONMOrMYecKkMx napameTpoB
ManorabapuTHON CNEeLTEXHMKN, BKNOYas MUHU-TPAKTOPbI U MUHU-PPOHTAarbHbIE NOrpy34mku, Obinm
chopmupoBaHbl cnegytoine 060CHOBaHHbIE BbIBOAbI:

Bnarogaps ycoBepLUEHCTBOBAHMIO Y3I0B U paMHOWN KOHCTPYKLIMW, HaLla KoMNaHust 4ocTurna
3HAYUTENbHbBIX YIYYLWEHUN B XapakTepucTuMKax Kak MUHW-TPaKTopa, Tak U MUHU-(PPOHTaNbLHOro
norpysyunka. B 4acTHOCTM, MUHUM-TpaKTOp cTan 6onee MOLWHbIM U MaHEBPEHHbLIM, YTO MO3BONSAET
ncnonb3oBaTb €ro B Gonee CNoXHbIX arpapHbiX U KOMMYHarnbHbIX ycrnoBusax [14]. YnydweHue
TOPMO3HOW CUCTEMbI NMOBbICMIO 6€30MacHOCTb U NPOU3BOAUTENBHOCTb TEXHUKU, YTO OCOBEHHO
BaXXHO MpW BbINOMIHEHMN Pa3fMYHbIX 3aday Ha MNepeceyéHHOW MECTHOCTU. OTU U3MEHEHWUS
MOMNOXWUTENbHO CKal3anuCb Ha MAaHEBPEHHOCTM MalUMHbl, €€ YHMBepcanbHOCTU U obLien
3 heKTUBHOCTIN NpM SKCnnyaTaLmu.

MwuHu-ppoHTanNbHbIE NOTPY34YNKM TaKKe NpeTepnenin BaXHble KOHCTPYKTUBHbIE N3MEHEHUS.
Ycunenuve ruapaBnmyeckmx CUCTEM M ONTUMU3ALNS PAMHON KOHCTPYKLUKN NO3BOMNAN 3HAYUTENBHO
MOBbICUTb FPY30MNoABbEMHOCTb N HAAEXHOCTb Norpy3ynka. bnarogaps aTmm ynyyeHnsiM, TeXHUKa
ctana 6onee apPeKTMBHOM NPW BbINOSTHEHUN NOrPY304HO-Pa3rpy304HbIX paboT, YTo Aenaet eé
He3aMeHVMOW KaK B CENbCKOM XO35MCTBE, TaK U B KOMMYHarlbHOM U CTPOMTENBHOM CEKTOpaXx.
YBenuyeHHass MaHeBPEHHOCTb M MPOM3BOAUTENbHOCTL MOrpy3vmMka CnOCOOCTBYIOT YIYyYLLEHWUIO
ycnosui paboTbl B OrpaHMYEHHbIX NPOCTPaHCTBaX, TakMX Kak ckragbl, (oepMbl U CTPOUTENbHbIE
NNoLaaKku.

B pesynbTtare Bcex MPOBEAEHHLIX UCCNeOoBaHUA U BHEOPEHHbLIX YMyYlEeHUn yaanoch
AOBUTBLCA CYLLECTBEHHbIX MONOXMUTENbHLIX W3MEHEHMW B MNPOM3BOAUTENBHOCTM U KomdpopTe
aKCnfyaTaumm Kak MUHWU-TPAKTOPOB, TaK U MWHU-(PPOHTANbHbLIX MOrpy34YnkoB. OTU AOCTUXKEHUSA
3HaAYMTENbHO NOBLICUN X 3MEKTUBHOCTL, YHUBEPCANbHOCTb M OONTOBEYHOCTL, YTO AenaeT ux
BOCTPeOOBaHHbIMM HE TOSNbKO B CENIbCKOXO3SANCTBEHHOW OTpacin, HO U B KOMMYHalrbHOM U
cTpouTenbHOM cekTope KasaxcTaHa.

OTN  [OOCTWXKEHMA MNOATBEPXOAKT, YTO pasBUTUE OTEeYEeCTBEHHOro NPou3BOACTBA
MarnorabapuTHON TEXHUKWN SABMSETCA BaXKHbIM LIAroM Ha NyTW K YCTONYMBOMY 3KOHOMUYECKOMY
pasBUTUIO M MOBbLILEHUIO KOHKYPEHTOCNOCOBHOCTUN CenbCKOXO3SMCTBEHHOIO U KOMMYHanbHOro
CEKTOpPOB.
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LWAFbIH TABAPUTTI APHAWbI TEXHUKAHbI ©HAIPY
(MUHN-TPAKTOPIIAP, MUHU-XYKTEYLUINEP)

byn makanada warbiH eabapummi apHalibl mexHUKaHbl, amarn alimkaH0a MUHU-mpakmopriap MeH
MUHU-XYK mueaiuumepdi eHlipy Kapacmbipbinadbl. Heeisai Hasap wekmeyrni KeHicmikme XoHe wWafbliH
wapyawslnbikmapda ocbiHOal mexHuKaHbl KondaHyoblH e3ekminieiHe aydapbinadbl. MuHU-mexHUKaHbI
a3ipriey meH xobanaydblH Hezi3ai acrnekminepi kenmipinzeH, KondaHbliamsiH Mamepuandap MeH eHOipicmik
npoyecmep marnkbinaHaobl. Aybil wWapyawblfbifbl XOHe KypbifbiC cananapbiHOa warbiH eabapummi
mexHuKaHbiH muimOiniai 6olbIHWa XypeisinzeH 3epmmeynepdiH Homuxenepi, onapdbiH 3KOHOMUKaIbIK
muimdiniei, 3konoausinblK Kayinciddiai XoHe npakmukasbiKk KyHObIIbIFbI cunammasraH. XKypeisinzeH
3epmmeyrnep HeeziziHde warblH GU3HEC MeH XeKe wapyauwblibiKmap ywiH muimoi wewim pemiHde wasbiH
eabapummi apHalibl mexHuUKkaHbl dambimyOblH Kaxemminiei MeH rnepcrnekmuesanapbl, coHOali-ak KasakcmaH
PecnybnukacbiHbiH umnopmka mayendinieiH memeHdemy myparibl KOpbimbIHObIIap xacanaosl.

TytiH ce30ep: warbiH 2abapummi apHalibl MexHUKa, KOMMYyHanobIK apHalibl MexHUKa, KypbiibIC
apHalibl mexHukacel, 6ay-6akwa mexHukacsl, eHOipicmik npouecmep, 3KOHOMUKarbIK muiMOiniK.
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JAS Engineering,
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DOMESTIC PRODUCTION OF SMALL-SCALE SPECIALIZED EQUIPMENT
(MINI-TRACTORS, MINI-LOADERS)

This article discusses the production of small-scale specialized equipment, particularly mini-tractors
and mini-loaders. The main focus is on the relevance of using such machines in confined spaces and the
specifics of small farms. Key aspects of the development and design of mini-equipment are presented, and
the materials used and production processes are discussed. The results of studies on the efficiency of small-
scale equipment in agricultural and construction sectors are described, along with their economic benefits,
environmental safety, and practical value. Based on the research, conclusions are drawn about the necessity
and prospects for developing small-scale specialized equipment as an effective solution for small businesses
and private farms, and for reducing the import dependency of the Republic of Kazakhstan.
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AHAJIN3 YA3BUMOCTU ERP-CUCTEM SAP: UCCNEOOBAHUE MNMPOBJIEMbl RECON
W EE BNUAHUA HA UHOOPMALIMOHHYIO BE3OMNACHOCTb

AHHOmauusi. Kubepyeposbl cmaHossamcsi 8cé€ 6osiee U30WPEHHBIMU, npedcmassisis
3Ha4YumersbHbIl pPUCK O KOpropamueHbIX cucmem yrnpaesneHusi pecypcamu (ERP), makux kak
SAP, komopbie obecrniequsarom KpumMu4YeCKU 8axXKHble npouecchl KpyrHbix opaaHu3ayut. OOHoU u3
cambix cepb€3Hbix ysa3eumocmeli 8 SAP sensemcs RECON (CVE-2020-6287), nony4duswas
MakcumarnbHyto oueHky 10 no wkane CVSSv3. Takasi 6bICOKasi OUEHKa yKasbigaem Ha
KpUMUYeCcKyto 0rnacHoCmb ys38UMOCMU, M0380MsoWel 3MN0yMbIWIIEHHUKaM, He UMerWUum
asmopu3sauuu, rnosy4ums adMuHUCMpPamueHbIt docmyrn K cucmemam. 3mo MoXem npusecmu K
ymedykam KoHghudeHyuabHbIX OaHHbIX, 0ecmabunu3ayuu busHec-npoueccos u KomMrpomMmemauyuu
¢uHaHcosolU UHgopmayuu.

Hna peweHus npobnembi RECON e cmambe paccmampuearomcs mpu  Kia4Yesbix
uHcmpymeHma. INSTANT RECON om Onapsis obecrnieqdusaem bbicmpoe 8bisierieHUe ys138UMOCMU,
MUHUMU3UpPYsi epeMeHHoU rnae mexdy eé obHapyxeHuem u ycmpaHeHuem. Offline Security
npednazaem memodsbl 3awumbl Oom y2po3, fpuMeHsieMble 8 U30/UpPOB8aHHbIX cucmemax. SAP
Enterprise Threat Detection (ETD) nosgonsiem MOHUMOpUMb aKmugHOCMb 8 peaslbHOM 8peMeHU,
npedomepaw,asi nomeHyuasnbHble amaku. 3mu UHCMPYMEeHMbl uz2parom eaxHelwy posb 8
3awume QdaHHbIX U obecrnedyeHuu cmabunsHocmu 6u3Hec-ripoyeccos. Mx ucrnonb3oeaHue
rnomozaem rnosbicume ycmotdueocme ERP-cucmem neped HympeHHUMU U BHEWHUMU y2po3amu,
yKpennss obwyro uHghopmayuoHHY be3onacHocme op2aHu3ayul.

Knroyeebie cnoea: cucmembl ynpasnieHusi pecypcamu, Ou3Hec-npouecckl, KOHMPOJb
docmyna, 6e3ornacHocmb OaHHbIX, 6e3onacHocmb ripusnoxeHud, ysa3sumocms, INSTANT RECON,
Offline Security, aHanumuka.
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BeepeHue. C kaxgbiM rogoMm kubepyrposbl CTaHOBATCA Bce 6onee CrnoXHbIMU 1©
pa3Hoobpa3HbIMK, NMPeacTaBNAs Cepbe3Hy OMacHOCTb ANSA KOPNopaTuMBHbLIX MHAOPMaLNOHHBbIX
cuctem. OcobGeHHO 3TO KacaeTcsl cucTem ynpasnenus npegnpuatnem (ERP), Takmx kak SAP,
KOTOpble ABNAOTCA CEpPALEM OnepaunoHHON OeATENbHOCTU MHOMMX KPYMHbIX OpraHu3auuin no
BceMy mupy. SAP, 6yayum ogHOM M3 camblx NONynsipHbIX U crnoxHeix ERP-cuctem, perynsipHo
OKa3blBaeTCs B LEHTPEe BHUMAHUSA 310YMbILLIIEHHUKOB, CTPEMSILLMXCA HAUTU YS3BUMOCTH, KOTOPbIe
NO3BOSIAT UM MOMYYUTb AOCTYN K KPUTUHECKM BaXKHOW MHGOPMaLun n BrusHec-npoueccam.

OpHou n3 Hanbonee 3HaYNMbIX M ONACHBIX YA3BMMOCTEN, 06HapyXeHHbIX B SAP B nocnegHue
rogbl, ctana yassmmocts RECON (CVE-2020-6287). OHa nony4dnna HamBbICLWIMA 6ann no wkarne
KputnyHoctn CVSSv3 — 10 u3 10, 4yto nogdepkmBaeT ee cepbesHocTb. RECON nossonger
HeayTeHTUMULNPOBAHHBIM 3M0YMbILLIIEHHUKAM NOSNYYUTb MOSMHbIA agMUHUCTPATUBHBIA AOCTYN K
cuctemam SAP, 4TO MOXET NPUBECTU K yTeuke KOHUAeHUNanNbHbIX AaHHbIX, UIBMEHEHWN0 BU3Hec-
npoueccoB, KoMNpomeTaumm (OUHAHCOBBLIX AAHHbIX U OPYrMM KPUTUYECKUM MNOCHeACcTBuAM. JTa
YSI3BUMOCTb MpUCYTCTBYET B KOMMoHeHTax SAP NetWeaver n 3aTparvnsaet MHOXeECTBO MOAYNewn,
Takux kak SAP S/4HANA, SAP CRM, SAP SCM u gpyrue.

BesonacHocTe ERP-cnctem ctaHoBUTCSA KO4YeEBbIM (DaKTOpPOM ychnelwHon paboTtbl nobon
KOMnaHuK, Beab OHM obecneyvnBatoT ynpasreHme 0OCHOBHbIMU pecypcamMmu, PUHAHCOBLIMM NOTOKaMu
N NPOM3BOACTBEHHLIMM npoueccamu. B ycnoBusAX NOCTOAHHOIO MOBbLILEHUS YPOBHS Yrpo3
MHopMaUMoHHOM  6e30macHOCTM  OpraHM3aumsiMm  KpamHe BaXHO UuMeTb 3 deKTMBHbIE
WHCTPYMEHTbI ANS BbISIBNEHNS U NPeAoTBpaLLEHMS SKCnyaTauumn ysasBMMOCTEN.

B paHHOM cTaTbe pacCMOTPUM TPU MHCTPYMEHTA, KOTOPblE MOTYT MOMOYb B BbISIBIIEHUN U
ycTpaHeHun yaspumoctn RECON B SAP-cuctemax: INSTANT RECON ot komnanum Onapsis,
Offline Security, a Takke cneynanmampoBaHHoe peleHne SAP ana obHapyXeHns yrpo3 B pearnibHOM
BpemeHn — SAP Enterprise Threat Detection (ETD). 3T MHCTPYMEHTbI UrpatoT BaXKHYK posib B
KOMMMeKCHOM cTpaTtern 3awmTtbl SAP-cMCTeM OT BHELLHUX WM BHYTPEHHUX Yyrpos, obecneuyvBas
HaOEeXHOCTb M LEeNOCTHOCTb KOPNOpPaTUBHbIX AaHHbIX 1 GU3HEC-NPOoLLECCOoB.

YcnoBus n metoabl uccnepoBaHusi. B vccnefoBaHuy npoaHanusavpoBaHbl KOHLENUUn
obecneueHuns 6esonacHocTn B cpeae SAP, KoTopble BKMOYAOT TPU OCHOBHbIX acnekTa: KOHTPOnb
aocTtyna, 6e30nacHOCTb AaHHbIX M 6e30MacHOCTb MPUIOXeHWn. [ns nogaepXaHus BbICOKOro
ypOBHSA 3awmTbl SAP-cuctembl Heobxoammo peanusoBaTb CTPOrMe Mepbl Mo Kaxaomy M3 3TUX
HanpaBneHun. Hanpumep, obsizaTenbHbIM YCrOBUEM SABMSETCA NPUMEHEHME MHOroakTopHOM
ayteHTudukaumm (MFA) ona ynpaBneHus 4OCTYNOM, OCOBEHHO AN BHELIHWX NONb3OBaTenemw.
MonuTtuka 6e30nacHOCTM AaHHbIX OOSPKHA CTPOro perfiaMeHTUMpoBaTh OOCTYN K MHopMaumm no
ponsm, a ynpasneHve npuBunernpoBaHHbiM goctyrnom (PAM) npu3BaHO 3awumuiaTb CUCTEMY OT
HeCaHKLMOHMPOBaHHOrO BMeLlaTesnbLCTBa.

MeTogbl uccrnegoBaHust BkItovaloT aHanm3 yasBumocti RECON B komnoHeHTe SAP
NetWeaver, koTopas no3BonsieT 3r0yMbILLNIEHHUKAM Mnosy4yaTb aAMWHUCTPATUBHBLIM OOCTYyN K
cucteme. [Ans BbISIBNEHUS U YCTPAHEHUS 3TON YA3BUMOCTU NPUMEHSINUCE TPU MHCTPYMEHTA:

¢ INSTANT RECON ot Onapsis — UHCTpyMeHT, obecneumBaiowmin ObiCTpoe BbiSiBNEHUE
ysassumoctn RECON, koTopbii no3sonsieT agmuHuctpatopam SAP onepaTvBHO CkaHMpOBaTb
CUCTEMbI M Nony4vaTtb AeTann3vpoBaHHbIe OTYETbI ANS NPUHATUA Mep.

¢ Offline Security — knneHT-cepBepHOe NpUNoXeHne Ans aHOHMMHOro aHanmsa 6esonacHocTu
SAP-cuctem, No3BonsoLwee BbiSBUTb YA3BUMOCTN 6e3 KomnpoMeTaLumm AaHHbIX Komnanun. OtyeT
BKIMOYaEeT OeTann3vpoBaHHY0 WHMOPMaUMIO O KPUTUYHOCTM Yrpo3 M pekoMeHZauun no ux
YCTPaHEHUIO.

¢ SAP Enterprise Threat Detection (ETD) — WHCTpPyMeHT, pa3paboTaHHbin SAP ans
MOCTOSIHHOTO MOHUTOPWHIa U BbISIBNEHUSA YIPO3 B peXxunme peanbHoro BpemeHn. OH ncnonb3yer
Koppensauuio cobbITnin 1 Mogenen yrpos anst obHapy>KeHus Nog03pUTENbHbIX AENCTBUIN, NO3BONAS
npeaoTBpaLLaTb BO3MOXHbIE aTaku A0 HaHeceHus yuiepba.

OTn metogbl mnccrnenoBaHus 6binn BbiIOpaHbl B CBSAA3M C HEOOXOAMMOCTBIO KOMMSIEKCHOIO
noaxopaa K 3awmute SAP-cucTeM OT BHELIHUX Y BHYTPEHHMX Yrpo3, U HanpaereHbl Ha obecneyeHne
LeNoCTHOCTN 1 6e30nacHOCTU KOpNopaTUBHbIX AAaHHbLIX M NPOLLECCOB.

Pe3ynbTaTtbl uccnegoBaHum
KoHuenuyuu 6e3onacHocmu SAP. be3onacHocTb SAP oxBaTbiBaeT TpyM OCHOBHble 06nacTu
knbepbesonacHOCTU: KOHTPOSb A4OCTyna, 6e30MacHOCTb AaHHbIX U 6e30MacHOCTb NpUnoXeHun. ns
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obecneveHna 6esonacHocTn cpeda SAP nognexuTt cTporomy KOHTPOS AOCTyna, a CUCTEMHbIE
AaHHble AOMMKHbI ObITb MakCMManbHO 3alluvuleHbl. HakoHeul, camo npunoxeHue [OIMKHO ObiTb
3aLUMLLEHO CTPOrMMK rapaHTuammn 6esonacHoCcTU. Ha npakTuke cornacoBaHHasa paboTa Bcex Tpex
koHuenuun 6e3onacHocTn SAP o03HayaeT MNpUMMEHEeHWe nyyYwunx AOCTYMHbIX WHCTPYMEHTOB U
mMeTogoB obecnedeHnsa GesonacHocT B cpeae SAP. Hanpumep, ecnv opraHmsaumsa ucnonb3yet
MHOrogakTopHyto ayteHTudpumkaumo (MFA) ona npegocrtaBneHnsa paspeLleHnst Ha OCTYN K CeTu
BHELUHMM MOOUNbHBIM MNONb30BaTENSAM, 3TOT KOHTPOMb TakKe AOMKEH NMPUMEHATbLCA KO BCEM
oCTanbHbIM, XXenarwLWmnm NonydUnTb goctyn k cuctemam SAP. 3atem B SAP nonutunka 6esonacHocTn
AaHHbIX AOMmkHa obecneynBaTtb COOBMOAEHME OrpaHNYeHnin JOCTyna K AaHHbIM No ponam. 3awuTa
NpUnoXeHnsa BKoYaeT B cebsa ynpaBneHue MCrpaBneHusiMM U CTPOrMA KOHTPOSb YNpaBeHus
npuBunernpoBaHHbiM goctynom (PAM), 4Tobbl rapaHTUpOBaTb, YTO HU OAMH NOCTOPOHHMUI YENOBEK
HE CMOXET MNOMy4YuTb agMUHUCTPATMBHLIN OOCTyn K cepBepHou 4dactm SAP. Takke HyxXHO
YNOMSIHYTb O couManbHOW uWHXeHepun. Bedb coumanbHas uWHxeHepusi B KoHTekcTe SAP
npeacTaBnsieT Cepbe3Hyld  yrpo3dy 6e30macHOCTW, MOCKOMbKY — 3MTOYMbILSIEHHUKN  MOTYT
NCNonb3oBaTb MaHUNyNAUMM M oOMaH Ans NonyYeHus KoHmAaeHUuManbHOW MHOpMaUMM Mnm
BbIMOSIHEHNS] BPEOOHOCHLIX AencTBun B cucteme SAP. ATakm OUWIMHIOM, MAacCKMpPOBKOW Mof
odmumanbHble yBeOOMEHUS U MaHUMYNALUM NepPCOHANoM MOryT NPUBECTU K PACKPbITUIO YYETHbIX
AaHHbIX, HECaHKUMOHMPOBAHHbIM AOCTyNaM W W3MEHeHMAM AaHHbiX. OOmaH CcOTpyaHWKOB
nogaepXkm n yoexageHne B OOHOBMEHUM UM yCTaHOBKe BpeadoHocHoro MO Takke moryT 6biTb
pe3ynbTaToM couManbHOW MHXeHepun, cos3aasas yassumoctu B 6e3onacHoctn SAP u noapbiBas
LeNoCTHOCTb cucTeMbl. [MoaToMy addekTuBHbIE Mepbl 00y4YeHWst COTPYOHUKOB W BHeOpeHue
CTpOrnx NonuTuk 6e3onacHoCcTn ABMAKTCA HEOTbEMIIEMbIMU YacTsiMu obecneyeHnsa 6es3onacHoCTH
B cpene SAP [1, 2].

BHegpeHne SAP-cuctem B npegnpusTMAX MPUHOCUMT MHOXECTBO BbIFOA, TakKMX Kak
noBblleHNe 3PPEKTUBHOCTN M ynydweHne ynpaeneHusa pecypcamu. OgHako, B Cuny CBOeW
CMNOXHOCTM M LUMPOKOTO crnekTpa pyHKLUMOHanbHOCTH, SAP Takke CTaHOBUTCA OObEKTOM MHTepeca
ANsa KMbepnpecTynHUKOB, KOTOPblE MOTYT CTPEMUTBLCH NOMNYYUTb HECAHKLUMOHMPOBAHHBLIN AOCTYN K
KOHUAEHUMansHon MHgopmaumm, Hapywmntb BGM3HEC-NPOLECChl UM MPOBECTU aTakn C Lenblo
BbiIMOoraTenbcTtBa. CyLLeCTBYIOT pasnuuyHble BMAbl U TUNbl aTak Ha SAP cucTeMbl, Takue Kak:
WHbEKUUN KoAa, NepexBaT AaHHbIX, aTakm Ha OOCTYNHOCTb M T.4. B gaHHom ctaTbe, s xoTen Obl
paccMoTpeTb YS3BMMOCTb CUCTEMbI, BOCMOSb30BaBLUMCE KOTOPOW, 3rTI0YMbILUNIEHHVKN aTakoBanu
SAP cuctembl no BceMy mMupy. Ha aaHHbIn MOMEHT uHxeHepbl SAP yxXe mncnpasBunu onacHyto
ownbky CVE-2020-6287. yassumoctn ganu HassaHne RECON (abbpesmatypa oT Remotely
Exploitable Code On NetWeaver) n oHa nonyuynna 10 6annos 13 10 no Lwkane oueHKN ya3BUMOCTEN
CVSSv3. Takon PenTUHr oO3Ha4yaeT, 4YTO owwubka KpahHe MnpocTta B WCMOSb30BaHUKN, U ee
aKcnnyataumsi noYtTu He TpebyeT TEXHUYEeCKUX 3HaHuMh. Takke yA3BMMOCTb MOXET ObiTb
ncnonb3oBaHa Ansg aBToMaTU3MPOBaHHbLIX YAaneHHbIX atak n He TpebyeT, YToObl 3110YMbILLNEHHUK
yXXe Men y4eTHYH0 3anncb B NpunoxeHun SAP unu 3Han yyxue yyeTHble AaHHbie [3, 4].

Ecnu He ayTeHTMdULMPOBaHHbBIN 3MOYMbILLIIEHHUK CMOXET NOAKNIOUMTLCA K cryxbe HTTP(S)
N ycnewHo Bocnonb3oBaTbes ysa3BumMocTbio RECON, B HEKOTOPbLIX CUTyauusax NocrneacTBusa MoryT
ObITb KpUTUYECKMMU. TEXHUYECKM rOBOPS, 3MOYMbILLIIEHHUK CMOXET cOo34aTbh HOBOro Nosib3oBaTens
B ya3BMMOM cucteme SAP ¢ MakcumarbHbIMY NpUBUNErNsSMA (POSib agMUHUCTPaTopa), MUHYS BCe
CpeacTBa KOHTpONA AOCTyna n aBTopu3aummn (Takme Kak pasgeneHve obs3aHHOCTEN, ynpaBneHve
naeHtTndmkaumen n pewennsa GRC). 3To o3HavaeT, YTO 3MOYMbILLSIEHHUK MOXKET MOMy4nTb NOSHbIN
KOHTpONb Hag 3aTpoHyTon cuctemon SAP, ee 6as3oBbiMn GU3HEC-g4aHHLIMW U NpoLECCamMMu.
Hanuune agMuMHUCTpaTMBHOIMO AOCTYyNa K CUCTEME MO3BOMUT 3MOYMbILMEHHUKY YNpaBnATb
(uTaTb/M3MeHATL/yOanATb) Kaxaon 3anucblo 6asbl AaHHbIX unu dannom B cucteme. M3-3a
HEOrpaHW4YeHHOro [OCTyna, KOTOPbIA 3MOYMbILMEHHUK MOXET MOoNy4uMTb, BOCMOSIb30BaBLUMCH
HeucnpaeneHHbIMM CUCTEMaMK, 3Ta YS3BMMOCTb MOXET NpeAcTaBnaTb cobon Hegoctatok B UT-
KOHTPONAX NPeanpuaTUs B COOTBETCTBUM C HOPMATUBHbIMU TpebOoBaHWSIMW, YTO MOTEHUManbHO
BMMSIET Ha COOTBETCTBME (pvHaHCOBbIM TpeboBaHusaM (SarbanesOxley) n koHdUAEHUMANBEHOCTH
(GDPR) [5, 6].

Mcnonb3oBaHue ysa3BMMOCTU MO3BOSISAET 3M0YMbILMEHHUKY BbINOMHUTL PS4 BPEOOHOCHbIX
JENCTBUN, B TOM YUCTIE:

¢ Kpaxka nuuHon nicdopmauum (Pll) y coTpyaHNKOB, KITMEHTOB U NOCTaBLLMNKOB

o YTeHne, nsmeHeHne unu yganeHme (oMHaHCOBbIX 3annucemn
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¢ 1ameHeHne BaHKOBCKUX PeKBU3NTOB (HOMep cyeTa, Homep IBANn 1. 4.)

o AOMVHUCTPUPOBaHME NPOLIECCOB 3aKyMnokK

e HapywmnTb paboTy cucTeMbl, NOBPeAMB AaHHbIE UMW MOMHOCTbLIO BLIKMIOYMB €€

o YaanuTb N U3MEHUTb TPACcCUPOBKU, XXypHanbl U gpyrue gansnbl

[aHHas ys13BUMOCTb HAXOAUTCHA B KOMMOHEHTE MO YMOMYaHWUIO, KOTOPbIN BXOAUT B COCTaB BCEX
SAP-npunoxeHnn, pabotarowmx Ha cteke Java SAP NetWeaver Bepcuin 7,30-7,5. Peub o
komnoHeHTe LM Configuration Wizard, kotopbin siBnsetca 4Yactbto SAP NetWeaver Application
Server (AS). [laHHbI KOMNOHEHT UCMONb3yeTCsl BO MHOXECTBE MOMYNSAPHbIX NPOAYKTOB, BKIOYas
SAP S/4HANA, SAP SCM, SAP CRM, SAP CRM, SAP Enterprise Portal, a Takke SAP Solution
Manager (SolMan). Opyrvne npunoxeHuss SAP, paboTatowme co ctekom SAP NetWeaver Java, Toxe
noasepxeHbl yassumocTn. Crneumanuctel Onapsis npegnonaratoT, YTO YMCO KOMMAHUN, KOTopble
3aTparvBaeT faHHas npobnema, paBHo npumepHo 40 000, XOTS HE BCE OHU «CBETATY» YS3BUMbIMU
NpUNoXeHMaMM B MHTEpHETe. Tak, NpoBeAeHHOe UccneaoBaTensamMm CKaHMpOBaHWE Nokasano, YTo
B CETU MOXXHO 00Hapyxutb okono 2500 SAP-cucTem, KOTOpbIE B HACTOSILLIEE BPEMST YS3BUMbI NEpes
npobnemon RECON (33% B CeBepHon Amepuke, 29% B EBpone 1 27% B A3nartcko-TnxooKeaHCKOM
pervone) [7, 8].

O6cyxaeHue Hay4YHbIX pe3ynbTaToB

Kak He OonycTUTb MCMNONb3OBaHME AaHHOW ys3BMMOCTU? AgmuHuctpatopam SAP-cuctem
pekoMeHAyeTCs YCTaHOBUTb MaTyu, KOTOpble AOCTYMHbl Ha canTe SAP. A gna Toro, 4ytobbl He
AONyCTUTb [aHHOW YA3BMMOCTM criedyeT WCMNOonb30BaTb CKaHepbl, KOTOpble ObICTPO MoMorarT
opraHusauusam OLeHWUTb, noasepralTca M ux npunoxexHus SAP pucky, noMmoraloT oBHapyXutb
Nnogo3pUTENbHYIO aKTUBHOCTb, CBA3AHHYIO C 3KCnnyataumen yassmumocten, B Tom Yucne 1 RECON
(CVE-2020-6287). [Hdanee 06ygyT paccMOTpeHbl 3 WHCTPYMEHTa, KOTOpbleé MOryT MOMOYb
obHapyxmBaTb Nogo6HOro poaa ys3BMMOCTMU.

INSTANT RECON ot Onapsis. Komnanus Onapsis, siBnsioowasaca nuaepom B obnactu
©esonacHocTn SAP-cuctem, paspabotana nHctpymeHT INSTANT RECON, koTopbi npegHasHayeH
ana  o6bicTporo n  adpdpekTmBHOro BbisBreHnsa yassumoct RECON. 3T0T  MHCTpyMeHT
npegocraengeT agMuHuctTpaTopam SAP BO3MOXHOCTb CKaHMpOBaTb CBOM CUCTEMbl Ha Hanuive
AAHHOM YS3BUMOCTU U MOMeHTarnbHO nonyyaTb pesynbTtaTel. INSTANT RECON — ato 6ecnnatHoe
peLLeHne C OTKPbITbIM MCXOAHBIM KOAOM, JOCTynHoe Ha GitHub, 4To genaeT ero gocTynHbIM NS
LLIMPOKOro Kpyra cneumnanncToB no MHopmMaLMoHHOM 6e3onacHoOCTw.

WMHCTpyMeHT  ckaHupyeT ya3BMMble KOMMOHeHTbl SAP  NetWeaver un  nomoraer
agMyHMCTpaToOpam OnepaTMBHO BbiIBUTb HEOOXOOMMOCTb NPUMEHEHUS NAaTYEN, YTO CyLLECTBEHHO
CHWXaeT pucku ons busHeca.

OcHoBHbIM nipemmyuiectBoM INSTANT RECON saBnsetcs ero npoctoTa MCNONb30BaHUSA U
onepaTtMBHOCTb. AAMWHUCTPATOP MOXET 3anyCTUTb CKAHNPOBAHNE B TE€YEHMNE HECKONbKUX MUHYT U
NonyYnTb AeTanM3MpOBaHHbIN OTYET, YKa3blBalOLWMIN, Kakne cuctembl TpebytoT He3ameanmMTernbHbIX
Mep. ATOT UHCTPYMEHT pPeKoMeHOyeTCs UCMONb30oBaTh B NEPBYO o4Yepedb ANS TeX opraHu3auum,
YoM SAP-CcMCTEMbI UMEIOT BHELUHWUIA AOCTYN Yepe3 NHTEPHET, TaK Kak Takne cucTemMbl NoaBEPKEHbI
Hanbornee BbICOKUM puckam.[9]

Offline Security. Offline Security — 9TO KNUEHT-CepBEPHOE MpPUMOXeHNe, KOoTopoe
npegHasHaveHo gnda aHanuaa 6esonacHocTn SAP-cuctemM. [laHHbIN MIHCTPYMEHT YHUKANEH TEM, YTO
BECb MpoLEecC aHanu3a NpPOBOAUTCH B aHOHWUMHOW hopme, 4TO AenaeT ero GesonacHbiM Ans
opraHu3saLmm, 06ecnoKoeHHbIX KOHPMAEHUNANBHOCTLIO CBOUX AaHHbIX. AOMUHMUCTpATOpP cobupaeT
Heobxoaumble faHHbIe 0 cucTeme (6e3onacHoO Macknpys Takme napameTpebl, kak IP-agpeca n nmeHa
cepBepoB), MOCIe Yero oTnpasnseT MHpopMaLUmMIo Ha cepBep ANs aHanuaa.

Mo 3aBeplweHno aHanu3a nonb3oBaTenb NofyvaeT NogpobHbI OTYET C pesynbTaTtamu B
dopmaTte Excel, KOTOpbIA BKMOYaET KPUTUHYHOCTb BbISBIIEHHbIX YSA3BMMOCTEN U pekoMeHZaunm no
NX yCTPaHEeHuto.

Takor noaxoa no3sonsieT cneuuanuctaMm no 6e3onacHOCTM Nerko cCopTMpoBaTh YA3BMMOCTU
no npuopuTeTam 1 onepaTtuBHO NpMHMMaTb Mepbl No nx yctpaHeHuto. Offline Security otnnyaetcs
BbICOKOW CTEMEHbIo AeTanu3aunm 0T4eTOB, YTO AenaeT ero He3aMeHUMbIM UHCTPYMEHTOM ANS TeX,
KTO xouyeT rnybxe n3yuntb coctosiHue 6esonacHocTn cBoux SAP-cMCTeM M MOHATb, Kakue Lwaru
HeobxoauMbl ANs ycTpaHeHus yrpos (puc. 1).
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B oTyeTe npucyTcTByeT (YHKUMS COPTMPOBKM, @ Ha MNEPBON CTpaHWLE MOXHO YyBUAETb
PaCLWIMPEHHYIO aHarMTUKy MO KOMMYeCTBY HaWAEHHbIX HOT U MX KPUTUYHOCTM. HOTbI nomoraroT
peLwwmnTb NpobrieMy 1 3a4acTyto B HUX ONUCaHbI Waru peleHnsa npobnemsl (puc. 2) [10].

Software Version [Support Package Note ID Note Title Description
Component

Service Data Download in SAP Application Server ABAP (ST-PI), before versions 2008_1_46C,
2008_1_620, 2008_1_640, 2008_1_700, 2008_1_710, 740 allows an attacker to inject code that can
be executed by the application. An attacker could thereby control the behavior of the
ST-PI 2008_1_710  SAPKITLREM 2835979 Code Injection application and the whole ABAP system leading to Code Injection.
r The BW Database Interface allows an attacker with low privileges to execute any crafted
database queries, exposing the backend database. An attacker can include their own SQL
commands which the database will execute without properly sanitizing the untrusted data
SAP_BW 731 SAPKW?73117 2986980  Multiple vulnerabilities leading to SQL injection vulnerability which can fully compromise the affected SAP system.
r SAP Business Warehouse, versions 700, 701, 702, 711, 730, 731, 740, 750, 782 and SAP
BW/4HANA, versions 100, 200, allow a low privileged attacker to inject code using a remote
enabled function module over the network. Via the function module an attacker can create a
malicious ABAP report which could be used to get access to sensitive data, to inject malicious
UPDATE statements that could also impact the operating system, to disrupt the functionality of
SAP_BW 731 SAPKW73117 2999854 Code Injection the SAP system which can thereby lead to Denial of Service.
r SAP NetWeaver Application Server for ABAP and ABAP Platform - versions 700, 701, 702, 731,
740, 750, 751, 752, 753, 754, 755, 756, 757, allows an attacker with non-administrative
authorizations to exploit a directory traversal flaw in an available service to overwrite the
system files. In this attack, no data can be read but potentially critical OS files can be
SAP_BASIS 731 SAPKB73119 3294595 Directory Traversal overwritten making the system unavailable.
r An attacker with non-administrative authorizations can exploit a directory traversal flaw in
program SAPRSBRO to over-write system files. In this attack, no data can be read but potentially
SAP_BASIS 731 SAPKB73119 3302162 Directory Traversal critical OS files can be over-written making the system unavailable.
The software logistics system of SAP NetWeaver AS ABAP and ABAP Platform versions 700, 701,
702, 710, 730, 731, 740, 750, 751, 752, 753, 754, 755, 756, enables a malicious user to transfer
SAP_BASIS 731 SAPKB73119 3097887  Improper Authorization ABAP code artifacts or content by bypassing the established quality controls.

PucyHok 1 — OT4eT B Excel

2835979 - [CVE-2020-6262] Code Injection vulnerability in Service Data
Download

SAP Security Note, Version: 3, Released On: 12.05.2020

Description cvss Software Components Correction |~  Support Package This document is causing side effects

THE ApPICanon ana e WNole ASAF System

Some well-known impacts of Code Injection vulnerability are
= Unauthorized execution of commands
= Sensitive information disclosure
« Denial of Service

Other Terms

ABAP code injection, ST-PI, CVE-2020-6262

Reason and Prerequisites

Missing Input Validation for RFC function module

Solution

Implement the note. The implementation of the note has no impact to any productive business process

PucyHok 2 — HoTa 3 otyeTta Excel

SAP Enterprise Threat Detection (ETD). SAP Enterprise Threat Detection (ETD) — aTo
pelleHune, paspaboTaHHoe camon KomnaHven SAP ANs BbIABMEHUS Yrpo3 B pexume pearibHOro
BpemeHu. B otnnyune oT npegpiayLimx MHCTpyMmeHToB, SAP ETD opveHTUpOBaHO Ha NOCTOSHHbLIV
MOHUTOPWHI COBbITUA U aKTMBHOCTU B cucTeme. OHO aHanu3upyeT nosedeHue nornb3oBaTtenen u
CUCTEMbI, BbIABNAA aHOManuu, KOTopble MOryT CBMOETEerbCTBOBaTb O MOMbITKaxX 3Kcniyatauum
ysa3BumocTen, Takux kak RECON [11].

SAP ETD wucnonb3dyeT MeTon Koppenauum cobbiTuiA u Moaenewn yrpos, YTO Mo3BONseT
CBOEBPEMEHHO OBOHApPYXUTb NOA403pUTENbHbIE AEUCTBMS U NPeaoTBPaTUTL BO3MOXHbIE aTaku A0
TOro, Kak OHM HaHecyT yuwepb. Hanpumep, ecnv 3n0OyMbIWMEHHUK MbITAaeTCA BOCMOMb30BaTLCA
yassmmocTbio RECON anga nonyveHns agMuHuctpatuBHoro goctyna, SAP ETD cMoXeT BbisIBUTb
aHomarnbHble OEeWCTBUA, TakMe Kak Co3[aHue HOBbIX Nosib3oBaTene Unu MonbiTkKU U3MEHEeHUs
KOHUrypauum cuctembl, U npeaynpeavTb agMUHMUCTpaTopa O HeobxooMMOCTM BMellaTenbCcTBa
(puc. 3) [12].
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Mpenmywecteso SAP ETD (puc. 4) 3akno4aeTcst B €ero MHTerpaumm ¢ gpyrumm npogykramm
SAP, 4TO NO3BOMSIET OpraHM3aLnsaM NonyyYaTb KOMMNIIEKCHY0 KapTMHY 6€30NacHOCTN CBOMX CUCTEM.
PelweHve nogaoepxuBaeT paboTy ¢ pasnuyHbiMn mogynammn SAP, Bkntodas S/AHANA, 4to genaet
ero yHuBepcasnbHbIM WHCTPYyMEHTOM Ans obecneyeHna 6esonacHoCTM B MacwwTtabax Bcero
npegnpuatud [13].

J e iEe = | =B e = d= =0

. w w )

PucyHok 3 — MoHuTOpUHr cobbiTnii SAP ETD

SAP Enterprise Threat Detection

= L} L L e A & o|& 0
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PucyHok 4 — NHTerpaumsa co Bcemu npogykramm SAP

3aknroyeHnue. Ya3sumoctb RECON (CVE-2020-6287) ctana cepb€3HbiM HanoMUHaAHWEM O
BaXXHOCTU MHOPMALMOHHON Ge30nacHOCTM B cUCTEMAx ynpasreHus pecypcamu npeanpusitTus
(ERP), Takmx kak SAP. Kak ueHTpanbHbli 3anemeHT Ans ynpasneHus 6GusHec-npoueccamu B
KPYNHENLINX MUPOBBIX OpraHm3daumsx, SAP-cuctemMbl NpeacTaBnsoT COOON KNoYeBy0 MULLIEHb ANS
3M10YMbILLIIEHHMKOB, CTPEMSLLMXCA MOMYYUTb AOCTYN K KOHPUAEHUMANbHbIM AaHHBIM U HAPYLUNTb
onepaumoHHble npouecchl. Yrpo3a, kotopyto HeceT RECON, nokasana, 4to Jgaxe camble
3alMLLEHHbIE U NPOBEPEHHbIE BPpEMEHEM CUCTEMbI MOTYT codepXaTb KPpUTUYECKne ysa3BMMOCTH,
aKCnnyaTaumsa KOTOpbIX MOXET MPUBECTU K CEPbE3HBIM NOCNEACTBUAM, BKIHOYASA NOTEPI0 AAHHbIX,
HapyLleHne BusHec-onepauun 1 penyTaunoHHbIE PUCKN.

BHeaopeHne coBpeMeHHbIX WHCTPYMEHTOB AnA obecnedyeHus 6e30nacHOCTM, TaKuMx Kak
INSTANT RECON ot Onapsis, Offline Security u SAP Enterprise Threat Detection (ETD),
npenocTaBnsieT BO3MOXHOCTb HE TOMbKO CBOEBPEMEHHO OOHapyXuBaTb YS3BMMOCTW, HO W
npegoTBpallaTb MX SKChnyaTauuio. OTU MHCTPYMEHTbl O0BecrneymBatoT KOMMIIEKCHYH 3aluTy,
HaunMHaa oOT ObICTPOro CKaHMPOBAHUA CUCTEMbl M MONy4YeHUs oT4eToB 06 YA3BMMOCTSX A0
MOCTOSIHHOTO MOHWUTOPWHIa N aHanu3a Nogo3puTeNnbHOM akTMBHOCTU. brnarogaps ncnonb3oBaHuto
3TUX pPeLUeHU KOMMaHUM MOryT CyLLeCTBEHHO COKpaTUTb PUCKU, CBA3aHHble C kubepyrposamu, un
co3gatb 6onee HageXHyH 3alnTy Ansa cBomMx GusHec-npoLLeccoB.

OpHako BaXXHO MOHMMATb, YTO UCNOSb30BaHNE MHCTPYMEHTOB BbISBIIEHUS YSI3BUMOCTEN — 3TO
NUWbL OOWH M3 LWaroB Ha MyTW K 3awuTe KoprnopaTuBHbIX cuctem. besonacHocTb SAP-cuctem
TpebyeT MHOroypoBHEBOro noaxoAa, BKMOYaLWEero perynspHoe o6HOBNEHWe nporpammHOro
obecneyeHuns, BHegpeHWe NMONUTUK yrpaBneHns OOCTYNoM, obyyYyeHne COTPYAHUKOB M cO3faHue
HadeXHOW WHMpacTpyKTypbl ©6e3onacHoCTU. TONbKO KOMMMEKCHasi U NpoakTMBHas cTpaTerns
6e3onacHOCTM MO3BONMUT MUHUMW3MPOBATb PUCKU, OBecneynTb 3aluTy AaHHbIX U COXPaHWUTb
LenoCTHOCTb BU3HeC-NPoLEeCCoB.
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Takum obpasom, ysssmmocTb RECON ctana spkum npuMepom Toro, kak ObICTPO pa3BMBaloTCS
Knbepyrposbl M HACKOMbKO BaXHO CBOEBPEMEHHO pearMpoBaTtb Ha Hux. [locTosiHHOEe
COBEpLUEHCTBOBaAHME MEeTOAOB 3aluuThbl U MUCNONb30OBaHWE NepefoBbiX pelleHun 6esonacHoCTH
MO3BOSIUT KOMMAaHUSAM COXPaHUTb YCTOMYMBOCTb B YCIOBUSAX NOCTOSIHHBLIX Knbepatak n obecneumnTb
cTabunbHoe pasBuTME B LMGPOBON Cpeae.
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ANALYSIS OF SAP ERP SYSTEM VULNERABILITIES: INVESTIGATING THE RECON ISSUE
AND ITS IMPACT ON INFORMATION SECURITY

Cyber threats are becoming increasingly sophisticated, posing a significant risk to enterprise resource
planning (ERP) systems, such as SAP, which support the critical processes of large organizations. One of the
most serious vulnerabilities in SAP is RECON (CVE-2020-6287), which received the maximum score of 10 on
the CVSSv3 scale. Such a high rating indicates the critical danger of the vulnerability, allowing unauthorized
attackers to gain administrative access to the systems. This can lead to data leaks, destabilization of business
processes, and compromise of financial information.

To address the RECON issue, the article examines three key tools. INSTANT RECON from Onapsis
ensures rapid vulnerability detection, minimizing the time lag between discovery and remediation. Offline
Security offers threat protection methods applied in isolated systems. SAP Enterprise Threat Detection (ETD)
allows monitoring activity in real-time, preventing potential attacks. These tools play a crucial role in data
protection and ensuring the stability of business processes. Their use helps enhance the resilience of ERP
systems against internal and external threats, strengthening the overall information security of organizations.

Key words: resource management systems, business processes, access control, data security,
application security, vulnerability, INSTANT RECON, Offline Security, , analytics.
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ERP XYWUENEPIHAEN OCANAbLIKTAPObI TANOAY: RECON MACENECIH 3EPTTEY XX8HE OHbIH
AKMAPATTbIK KAYINCI3AIKKE SCEPI

Kubepkayinmep bapraH calibiH KypdeseHe mycyde, 6yn ipi ylbimMAOapObiH MaHbI30bl MPoyecmepiH
Kammamacbiz ememiH SAP cuskmbl Kopriopamuemik pecypcmapObl backapy xytenepiHe (ERP)
atimapnbikmaut Kayin meHOipedi. SAP-Teei eH yrikeH ocandbikmapobiH 6ipi-CVSSv3 wkanack! 6olbiHWa eH
xorfapbl 10 6ann anraH RECON (CVE-2020-6287). MyHdal xorfapbl bara asemopu3auyusiCbl XOK
wabysbindaywnblnapra xylenepae oKIMWINiK KO xemkizyze MyMKiHOIK 6epemiH ocandbiKmblH MaHbi30bl
KayniH kepcemedi. byn kynus 0epekmepldiH 6y3binybiHa, budHec-rpouecmepdiH mypaKkchi30bifbiHa XXOHEe
KapXblnblK aknapammbiH Oy3blriybiHa oKesyi MyMKiH. Recon meceneciH wewy ywiH mMakanada yw Hezizai
Kypan kapacmbipbiiadel. Onapsis ' s INSTANT RECON ocandbikmbi me3 aHbiKmayfa MyMKiHOiKk 6epedi, OHbI
aHbIKmMay MeH XOK apacbiHOarbl yakbim apmma KarnyblH a3almadsbi. Offline Security okwaynaHraH
XyUenepde KondaHblnambiH Kayin-kamepdeH Kopray adicmepiH ycbiHadbl. SAP Enterprise Threat Detection
(ETD) bikmuman wabybindapObiH andbiH any apKbiibl Hakmbl yakKblimmarbl apekemmepdi bakbinayra
MyMKiHOiIK 6epedi. byn Kypandap Oepekmepdi Koprayda xoHe 6u3Hec-rpouecmepdiH mypakmbibifbiH
Kammamacbi3 emyde MaHbI30bl pern amkapadbl. Onapobl natdanaHy ylbiMOapdObiH Xanrbl akrnapammabiK
KayincizdieiH Hbiralima ombipbin, ERP XylenepiHiH iwKi XXoHe cbipmKbl Kayinmepae Kapcbl mypaxkmbisibifblH
apmmbipyra KemeKkmeceoi..

Tyiin ce3dep: pecypcmapibi backapy xylenepi, 6usHec-rnpoyecmep, Kipydi b6ackapy, depekmep
Kayinci3diei, kondaHba kayincizdiai, ocandbik, INSTANT RECON, Offline Security, aHanumuka.
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WCCNEQOBAHUE BO3MOXHOCTEW MPOrPAMMHBIX MHCTPYMEHTOB NS OLIEHKN
QPOEKTUBHOCTU PYHKUMOHUPOBAHUA NPON3BOACTBEHHbLIX MPOLIECCOB
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AHHOmMauusi: B cmambe nposodumcsi KOMMMEKCHOe uccriedoeaHue COBPEMEHHbIX
npo2paMMHbIX UHCMPYMEHMOo8 Onsi OUEHKU 3ghgheKmueHOCMU Mpou3800CMEEHHbIX POUECCOS.
Paccmampuesaromcesi  Krrodesble  mempuku, makue kak OEE (obwas aghgpekmusHocmb
obopydosaHusi), MTBF (cpedHee epemsi Hapabomku Ha omka3), MTTR (cpedHee epems
80ccmaHo8r1eHuUs1), npou3eodumesibHOCMb mpyda U 3ampambl Ha eOUHUYY nPodyKuuu, Komopble
rnomozarom npeodnpusamusM u3Mepsimb U aHanu3uposams rpoudsodumernsHocmb. Ocoboe
B8HUMaHUe yOesieHO makum rpozspammHbIM peweHusim, kak SAP ERP, Siemens Tecnomatix u 1C,
UX @DyHKUUOHannbHOCMU, 803MOXHOCMSAM UHMe2payuu, cmouMocmu u npocmome 8HeOPEeHUS.
lNpueedeH cpasHuUMernbHbIU aHanu3 amux peweHul rno psady napamempos. Takke paccMOmpeHsb!
npumepbl ycriewHo20 8HEOPEHUS PoepaMMHbIX UHCMPYMEHMO8 Ha npedrnpusimusix, 4mo rnpueesio
K 3Ha4yumesibHOMY yryYWeHUK pou3800CMBEHHbIX MoKa3amersiel, makuM KakK COKpauweHue
3ampam u rosbiweHue npouzsodumenibHocmu. Paccmampugaromcesi 603MOXHOCMU adanmayuu u
ModyrnbHocmu cucmem 01151 y0oeriemeopeHuUs crieyugbudeckux Hyxxao npednpusmud.

Knroyesnie cnoea: npospaMMHbIe UHCMPYMEHMbI, OUEHKa Npou3800CMBEHHbIX MPOUECCos,
rnpeduKmMueHbIl aHasu3, rnpou3sodcmeeHHasi 3¢(bghbeKmueHOCMb.

BBepgeHue

B coBpemMeHHOM MWpe nNpPOMbLIIEHHOE MPOU3BOACTBO CTalnknMBaeTcs C Cepbe3HbIMU
Bbl30BaMu, CBA3AHHbIMW C HEOOXOOMMOCTbIO MOCTOSHHOIO MOBbLILLEHNS NPOU3BOLAUTENBHOCTMH,
CHWKEHUSA n3gepKeK U noBblleHns kadyecTtBa npoaykumn. OQHUM M3 KIHYEBbIX WHCTPYMEHTOB,
KOTOpble MOryT NOMOYb NPEeanpuUsaTUAM B LOCTMDKEHUW 3TUX UENnen, ABMSTCA NporpaMMHbie
peweHna ans OueHKM U1 YyrpaBneHus MPOU3BOACTBEHHbIMU Mpoueccamn. ITU  CUCTEMbI
NpegocTaBnsoT LWNMPOKNME BO3MOXHOCTU ANA aHanu3a npou3BOACTBEHHbIX JAaHHbIX, MOHUTOPUHIa
KntodeBbIx Nokasaternen apdektmeHocTn (KPI) n ynyJleHns onepaTMBHOIO ynpaBrieHus.

Llenb paHHOW cTatbM — wuccrnegoBaTb BO3MOXHOCTU  CyLLECTBYIOLWMX NPOrpaMMHbIX
WHCTPYMEHTOB ANnA oueHkn 3dhdeKTUBHOCTN MNPOU3BOACTBEHHbLIX MPOLIECCOB, pacCMOTpeTb
KNoYeBble METPUKK, MO KOTOPbIM OCYLLECTBIISIETCS OLEHKa, a Takke npeanoXuTtb npumepsbl
YCMNELHOro BHeAPEHWS TaKUX PeLUeHn Ha NpeanpuaTUsX.

YcnoBus n metoabl uccnegoBaHus

MporpamMMHble WHCTPYMEHTblI ANl OLEHKUW NpPOM3BOACTBEHHbLIX MPOLEeCCOoB.
[MponssBoacCTBEHHbIE NPOLIECCHI XapaKTePU3YTCHA CNOXHOW CUCTEMOWN B3aUMOAENCTBUSA PasnnyHbIX
pecypcoB: obopynoBaHus, rnogen, maTtepuanos u umHdopmauun. Ytobbl obecneuntb unX
appekTnBHYO paboTy, BaXHO MNpaBuNbHO cobupaTb U aHanu3vpoBaTb AaHHble. [na aToro
CYLLLEeCTBYIOT pa3fnyHble NporpaMmMHbIE MHCTPYMEHTbI, Cpeamn KOTOPbIX BblaenstoTcs cuctemsl ERP,
MES n cneunanusmpoBaHHble pelleHns Ans aHannsa AaHHbIX.

OCHOBHble METPUKN OLEHKN TMNpPOU3BOACTBEHHON 3cdeKTUBHOCTU. [na oOueHKu
appeKkTnBHOCTU paboTbl NPOM3BOACTBEHHBLIX MNPOLECCOB KOMMAHUW WCMNOMb3YKT pPasfnnuyHble
MEeTPUKN. PacCMOTPM OCHOBHbIE U3 HUX:

— OEE (Overall Equipment Effectiveness) — obwasa adeKkTMBHOCTL obopyaoBaHus. ITOT
nokasatenb OTpaXaeT, HacCKONbKOo 3(h(PeKTMBHO uncnonb3dyeTcsa obopyaoBaHWe B npouecce
npoussoactBa. OH yuuTbiBaeT Tpu KNOYEBbIX (pakTopa: [OCTYNHOCTb OBOpyaoBaHWS, €ero
NPOV3BOANTENBHOCTb U KA4YE€CTBO BblMyCKaeMOWn NPOAYKLMN.

— MTBF (Mean Time Between Failures) — cpegHee Bpems HapaboTkun Ha 0Tka3. OTa MeTpuka
MCNONb3YeTCs AN OLUEHKN HadeXHOCTU obopyaoBaHUA M MO3BONSET Mpeackas3aTb, Kak 4acTo
MOXeT NMPOMCXOANTb NOIOMKa 060pyAOBaHUS.

— MTTR (Mean Time to Repair) — cpegHee Bpems Ha BOCCTaHOBIIeHNe paboThkl Nocre oTkasa.
Uem HwxKe 3TOT nokasaTenb, TeM ObiCTpee npegnpusaTue BOCCTaHaBNMBaeT CBOU
NPOV3BOACTBEHHbIE MOLLHOCTM NOCIe NofIomMokK [1,2].

— [lMpowusBogntenbHOCTb Tpyaa — 9TO OObEM NpOAyKUMM, MPOM3BELEHHOW 3a eduHuLy
BPEMEHM Ha OfHOro paboTHWMKA. JTOT nokasaTenb MO3BOMSET OuUeHUTb 3(PAEKTUBHOCTb
MCNONb30BaHMSA YENOBEYECKUX PECYPCOB.

— KoapdumumeHT wucnonb3oBaHus 00OpPYyAOBaHWS — OTpaXaeT, HaCKOMbKO MOSHO
ncnonbsyetca obopygoBaHMe B MNPOM3BOACTBEHHOM Mpouecce, W MOMOraeT BbIsIBUTb
npocTavBarLLme pecypchbl.
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lMporpamMMHble WHCTPYMEHTbl MO3BOMSAOT aBToMaTu3aMpoBaTb COOP AaHHbIX MO 3TUM
MeTpukaMm, NPOBOAUTL rMy6OKMIN aHanNn3 1 NPeaoCTaBnsATb PYKOBOACTBY NPeAnpUATUS akTyanbHYHO
WMHopMaUMIO ANa NPUHATUS peLleHun [3].

MonyyeHHbIe pe3ynbTaThbl

B HacTosilee BpemMs CywecTBYeT MHOXECTBO MPOrPaMMHbIX PeLueHUn ONs OUEHKN W
ynpaBneHnsa MNpou3BOACTBEHHbIMWU Mpoueccamu. Bbinn paccMOTpeHbl HECKOSbKO MOMyNspHbIX
nMHcTpymeHTOoB: SAP ERP, Siemens Tecnomatix, 1 C.

SAP ERP. Cuctema ynpasneHusi pecypcamu npegnpuatua SAP ERP nonbayetca wmpokomn
nonynsapHOCTbLI0 Bnarogapsi cBoer CnOoCOOHOCTM OXBaTbiBaTb M ONTMMU3MPOBATL NPAKTUYECKN BCe
atanbl npousBoactBa [4]. [MporpammHoe obecneyeHne BknNoYaeT B ceba NpoABUHYTbIE
WHCTPYMEHTbI, KOTOpble MOMOralT KOOPAWHMPOBATL W NfaHMpPOBaTb WUCMOMb30OBaHWE Kak
MaTepuarnbHbIX U TPYOOBbIX PECYPCOB, Tak U obopyaoBaHua Ha npeanpuatum. OyHkumoHan SAP
ERP nosBonsieT BbINOMNHATL TOYHbLIN Y4Y4e€T W CTpaTerMdeckoe nraHMpoOBaHUE pPecypcos,
HeobxoOuMbIX O MNPOM3BOACTBEHHOrO Mpouecca, 4YTO OxBaTbiBaeT MaTepuanbl, TpyaoBble
pecypcbl 1 obopygoBaHue. OTO UEnbiA KOMMMEKC pelleHnn, obnagarowmi  crneayrowmnumMm
PYHKLMAMN:

— aBTOMaTM3aums Tpyga byxrantepa;

— ynpoLleHne TOProBbiX U CKIaACKMX onepauum;

— obneryeHne yyeTa kagpoB, (OMHAHCOB, aKUUN N OPYrnX aKTUBOB,;

— MOAepHM3aUns NOTMCTUKN;

— COCTaBfeHMe MakcumarbHO HarnsagHbIX 3apniaTHbIX rpadouKos.

Mpymep npumeHeHua Python B uHTerpauumn ¢ SAP ERP ana aHanusa npovsBo4CTBEHHOM
3PPEKTUBHOCTM MOXHO MNPOLEMOHCTPUPOBATL Ha OCHOBE M3BIIEYEHUS OaHHbIX MO KIHYEeBbIM
nokasarensam, Takum Kak obLuas adpdekTnBHocTb obopynosanus (OEE), cpegHee Bpemsa HapaboTkn
Ha oTka3 (MTBF) n cpegHee Bpemsi BocctaHoBneHns (MTTR). OTOT ckpunT nokasbiBaeT, Kak C
nomowibto Python MoxHo cobpatb wHdopmauumio 06 o6opynoBaHuM, 3a4eNCTBOBAHHOM B
NPON3BOACTBEHHbIX Onepaumnsix, U aBTOMaTUYECKN paccunTaTb Takme nokasarenu, kak 4oCTYMHOCTb
N Npoun3BoANTENBHOCTD [5].

Mpeanonoxum, 4to B cucteme SAP ERP xpaHuTtca nHdopmaums o kaxxgom obopyaoBaHuu,
ero craTyce, NPOOOITHKUTENBHOCTU PabOoThbl, BPEMEHM MPOCTOA M KOMUYECTBE MNPOU3BEAEHHbIX
eonHuy, npoaykumn. lMporpamma mcnonbdyeT RFC gna BbIGOpKM OaHHbIX M pacyeTa OCHOBHbIX
NpOM3BOACTBEHHbLIX MokasaTtenen. PaspaboTaHHass nporpamMmma Ofis OUEHKM NPOn3BOACTBEHHbIX

nokasaTenemn:
from pyrfc import Connection
import datetime

conn_params = {
‘'user': 'SAP_USER,
'‘passwd': 'PASSWORD/,
‘ashost: 'SAP_SERVER_ADDRESS',
'sysnr'; '00',
‘client': '100',
'lang": 'EN'
}

conn = Connection(**conn_params)

def calculate_efficiency(data):
total_runtime = sum(item['Runtime'] for item in data)

total_downtime = sum(item['Downtime’] for item in data)
production_output = sum(item['Produced'] for item in data)

oee = (production_output / total_runtime) * 100
availability = (total_runtime / (total_runtime + total_downtime)) * 100
mtbf = total_runtime / len(data)
mttr = total_downtime / len(data)
return {
'OEE': oee,
‘Availability': availability,
‘MTBF': mtbf,
'MTTR'": mttr
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result = conn.call'BAPI_EQUIPMENT_GETLIST', SERIALNO="EQUIP_SERIAL_NUMBER)
equipment_data =[]

for item in resultfEQUIPMENT _LIST:
equip_details = conn.call(BAPI_EQUI _GETDETAIL', EQUIPMENT=item['EQUIPMENT)

equipment_data.append({
'‘Runtime': equip_details TOTAL_RUNTIME'],
'‘Downtime": equip_details[ TOTAL_DOWNTIME,
'Produced': equip_detailsPRODUCED_UNITS']

)

efficiency_metrics = calculate_efficiency(equipment_data)

print("Noka3atenu apdekTBHOCTU 06OpyAOBaHUSA:")

print(f"OEE (O6wwas addekTmBHOCTL 060pyaoBaHus): {efficiency_metrics['OEE":.2f}%")
print(f"Availability (JoctynHocTb): {efficiency_metrics['Availability']:.2f}%")

print(f"MTBF (CpegHee Bpemsi HapaboTku Ha oTka3): {efficiency_metricsMTBF'] Yyacog")
print("MTTR (CpegnHee Bpemsi BoccTaHoBneHus): {efficiency_metrics[MTTR'] Yyacos")

except Exception as e:
print(f'Mpown3oLwna owwnbka: {e}")

OnuncaHune paboTbl koaa:

1. TlogknioveHne k SAP ERP: Wcnonb3yetca 6ubnuoteka pyrfc, 4Tobbl yCTaHOBUTH

coeaunHeHune vyepes RFC ¢ cepeepom SAP ERP.

2. W3Bne4yeHue gaHHbIx 000PYyAOBaHUS:

Ncnonb3dyetca BAPI_EQUIPMENT_GETLIST ana nonyyeHus cnucka obopygoBaHus C

YKa3aHHbIMU CEPUMHBIMU HOMEPAMW.

BAPI_EQUI_GETDETAIL wu3BnekaeT pAetanbHble AaHHble MO Kaxgomy 000pyaoBaHWto,

Bkntovasi obuiee Bpems pabotel (TOTAL _RUNTIME), Bpemsi npoctosa (TOTAL_DOWNTIME)

1 Konu4yecTeo BbinyweHHon npoaykumm (PRODUCED_UNITS).

3. Pacuet MeTpuK ah(peKTUBHOCTMU:

OEE (Obwas agdekTMBHOCTL 000pyAOBaHWUS) — pacCUMTbIBAETCA Kak OTHOLUEHue
Npov3BeAEHHON NPOAYKLMN KO BPEMEHW PaboThl.

Availability (JocTynHOCTb) — paccyMTbIBaeTCA Kak OTHOLIEHWEe BpeMeHu paboTbl K cymMme
BpeMeHu paboTbl M NPOCTOS.

MTBF (CpegHee Bpemsi HapaboTKu Ha OTKa3) — paccuMTbiBaeTCs kak obuiee Bpemsa paboThbl,
AeneHHOoe Ha KONMYeCcTBO OTKA30B (34eCb YCNOBHO paBHOE KOMMYECTBY 3anucen).

MTTR (CpegHee Bpemsa BOCCTaHOBMeHuWd) — obliee BpeMsi MNpOCTosl, AefieHHoe Ha
KONMM4YeCTBO OTKa30B [6].

BbiBOA pe3ynbTaTtoB uccneaoBaHuin: MNMonyyYyeHHble METPUKM BbIBOAATCA ANS aHanuaa.

Ons npumepa ¢ SAP ERP 1 pacyeTta npon3BOACTBEHHbIX MOKasaTenen ¢ UCNofNb30BaHUEM
peanbHbIX AaHHbIX PACCMOTPENM NPOM3BOACTBEHHYIO JNIMHWUIO, TAE XPAHATCS OaHHbIe O BPEMEHU
paboTbl, BpEMEHM NPOCTOSA M 06BbEME NPOoM3BOACTBA. [1peanonoxmm, cnegyroLmne 3HavYeHns:

1. O6opynosaHue Ne 1:

— Bpemsa pabotbl (Runtime): 2000 yacos

— Bpems npoctos (Downtime): 500 yacos

— KonnuectBo npounsseaeHHon npoaykumm (Produced Units): 8000 eguHum,

2. Ob6opygoBaHue Ne 2:

— Bpems pabotbl (Runtime): 1500 yacos

— Bpems npoctos (Downtime): 300 yacos

— Konunyecteo npounsseaeHHon npoaykuum (Produced Units): 6000 egmHuny
Mpumep koga Ha Python ana pacdyeta OEE u apyrux nokasatenemn:

from pyrfc import Connection
import datetime

conn_params = {

‘user': 'SAP_USER,

'‘passwd': 'PASSWORD/,

‘ashost: 'SAP_SERVER_ADDRESS',
'sysnr': '00',

ISSN 2788-7995 (Print) Becruuxk yunsepcurera llakapuma. Texuudeckue Hayku Ne 4(16) 2024 113
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 4(16) 2024



‘client': '100',
'lang": 'EN'
}

conn = Connection(**conn_params)

equipment_data = [
{'Runtime': 2000, 'Downtime': 500, 'Produced': 8000},
{'Runtime": 1500, 'Downtime': 300, 'Produced': 6000}

]

calculate_efficiency(data):
total_runtime = sum(item['Runtime’] for item in data)
total_downtime = sum(item['Downtime'] for item in data)
production_output = sum(item['Produced'] for item in data)

oee = (production_output / total_runtime) * 100
availability = (total_runtime / (total_runtime + total_downtime)) * 100

mtbf = total_runtime / len(data)
mttr = total_downtime / len(data)
return {
'OEE": oee,
'‘Availability': availability,
'MTBF': mtbf,
'MTTR'": mttr
}

efficiency_metrics = calculate_efficiency(equipment_data)

print("MNoka3aTenu acpdeKkTnBHOCTM 06opyaoBaHNs:")

print(f"OEE (O6was adphekTnBHOCTL 060pyaoBaHus): {efficiency_metrics['OEE"]:.2f}%")
print(f*Availability (DoctynHocTb): {efficiency_metrics['Availability'] %")

print("MTBF (CpegHee Bpemsi HapaboTku Ha oTkas): {efficiency_metricsMTBF'] Yyacos")
print(f"MTTR (CpegHee Bpemsi BocctaHoBneHus): {efficiency_metrics[MTTR'] Yyacogs")

PesynbTaThl:

Ha ocHoBe BbilleyKasaHHbIX JaHHbIX CKpUNT paccunTan:

e OEE: nokasbiBaeT, Hackonbko adhdekTmBHO 060opyaoBaHME NPOM3BOAUT MPOOYKLMIO 3a
BpeMmsi cBoen paboTbl — okoro 80%

o Availability: onpenenseT, kakylo 4acTb obuiero BpemeHu 060pyoOBaHME HaxXOAWUNOCh B
paboyem cocTossHUN — okono 80%.

« MTBF n MTTR: nomoratoT onpegenntb cpeHee BpeMsa Mexay oTkaszamu 1 cpegHee Bpems
BOCCTAHOBIIEHUSA MOCNEe MpOCTOs, YTO BaXKHO [N aHanu3a HagéXHoOCTM W AOCTYMHOCTU
obopyposaHusa. MTBF: 1750 yacos, MTTR: 400 yacos.

OToT koA Ha Python nokasbiBaeT, kKak ¢ nomoLbio nHterpauum ¢ SAP ERP moxHO npoBoauTb
aBTOMaTM3MPOBAHHbIA pacyeT K4YEBbIX MNokKasaTenen aggEKTUBHOCTM, YTO MOMOraet B
nccnegoBaHMM BO3MOXHOCTEN ONTMMU3aUMN NPOU3BOACTBEHHbLIX NMPOLIECCOB U MPUHATUIO Gonee
060CHOBAHHbIX PELLEHNA HA OCHOBE AaHHBbIX.

Coca-Cola Hellenic Bottling Company, oguH 13 KpynHemwux npoussoguTenen u
anctpubbtotopoB npogykumn Coca-Cola, BHegpuna SAP S/4HANA gns ynydweHus ynpasneHus
NOMMCTMKON WM NPO3PAYHOCTU LIEMOYKM MOCTaBOK. B pamkax TpEXMECSYHOro npoekta KoMMaHus
nHterpmpoBana SAP c cuctemon Shippeo AnNA MOHUTOPUHra TPAHCMOPTHbLIX Onepauuin, 4YTo
MO3BOSIUIIO CHU3UTb JTOTMCTUYECKME 3aTpaThl 1 YNYy4dLWNTb Ka4eCcTBO obcnyxmnsaHus [7].

PesynbTaThl:

— BHegpenne SAP ERP Havanocek B 2003 rogy un oxeatuno 15 000 nonb3oBaTenen B 45
CTpaHax, UHTerpmpoBaB 175 ropmanyeckmx nuu n 18 sa3bikos.

— Ynyywmnacbk KoopauHauusa mexagy nogpasgeneHnamu.

— CokpaTtunumch onepaumoHHbIe pacxogbl.

— lNoBbICcMnack TOYHOCTb NNAHMPOBAHNSA 3anacos.

Siemens Tecnomatix — 3TO NporpamMMHbIA KOMMNIIEKC ANS MOAENMPOBAHUS U CUMYNSALNN
NPOM3BOACTBEHHbLIX  MNPOLIECCOB. Ero ocHoBHOW 3agaden  dBnsieTca  onTMMM3aUUS
NPOV3BOACTBEHHbIX MMMHUIN 3@ CHET NPOrHO3MPOBAHMS U CUMYMALMM Pa3NNYHbIX CLeHapreB paboThbl.
lMporpamma No3BondeT 3apaHee BbiIBUTb BO3MOXHbIE Y3KMe MecTa B npoLecce Npou3BoaCTBa, YTO
CNOCOBCTBYET YNYULLIEHNIO NNAHNPOBAHNSA N COKPaLLEHMIO MPOCTOEB.

OcHoBHble BO3MOXHOCTK Siemens Tecnomatix:
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— MogenvpoBaHue Npon3BoACTBEHHbIX NPOLIECCOB.

— Crmynsiumst BO3MOXHbIX cLeHapmeB paboTbl 060pyaoBaHus.

— OueHka 1 onNTMMM3aLmMsa 3arpy3kn NPoOM3BOACTBEHHBIX MOLLHOCTEMN.

— MNopaepxka MHCTPYMEHTOB 41151 NPOMbILUNEHHOTO UHXUHUPUHTA.

[na aBTomMaTM3aumm aHanmsa NpPOU3BOLACTBEHHbLIX nMpoueccoB B Tecnomatix c
ucrnonb3oBaHnem C# paspaboTaH ko4, KOTOpbIM nogknodaetrcsas kK Tecnomatix yepes COM
NHTEpPdENC, BLINOMHAET CUMYNSLMM N SKCMIOPTMPYET KIOYEBbIE AaHHbIE, TaKMe Kak Bpems paboTsl,
BpeMS MPOCTOS M KONMYECTBO NPOU3BEAEHHbIX eaNHNL, NpodyKuuK, B dhann CSV ana ganbHenwero
aHanusa [8].

Kog vweT B mogenn obbekTbl TMna Machine n nssnekaet Tpu OCHOBHbIX MoKa3aTensi Ans
Kaxkgoro oobekTa:

Runtime (Bpemsi paboTbl): oTpakaeT obLiee BpeMsi, B T€Y4EeHMe KoToporo obopydoBaHue
akTuMBHO paboTaer.

Downtime (Bpemsi NpocTosi): ykasbiBaeT, CKOSIbKO BpeMeHu obopyaoBaHME Haxoausocb B
HEeaKTUBHOM COCTOSHUM.

ProducedUnits (koniM4ecTBO BbIMYLEHHON MPOAYKUMM): MOKa3biBAeT, CKONMbKO eauHuL
NpoAyKumm ObINo Npom3BeaeHO AaHHbIM 060pyaOBaHMEM.

YTto6bl NpounniocTpupoBaTb paboTy KOAa C KOHKPETHbIMU AaHHbIMW, fo6aBunu B npumep
Koga pearnbHble 3HayYeHWss U MNPeanorioKWUNM HekoTopble pes3ynbTaTbl. Hwke npeacraBneH
OOHOBNEHHbLIN KOA, rae ANs KaXaon MalunHbl 3a4aHbl KOHKPETHbIE 3HAYEeHUS 45t BpeMeHU paboThl,
MPOCTOS1 U BbINYLLIEHHbIX €ANHWL NPOAYKUUN, U 3TO MO3BOMUIIO MOMYYUTb KOHKPETHbIA BbIBOA B
dann CSV.

using System

using System.|O

using System.Runtime.InteropServices

using Tecnomatix.Engineering
namespace TecnomatixAnalysis

{

class Program

static void Main(string[] args)
{
Il Mnnupnanunsaumsa Tecnomatix COM obbekta
TxApplication txApp = new TxApplication();
tXApp.Init();
try
{
/I OTkpbITME Mogenu Tecnomatix
TxDocument txDoc = txApp.OpenDocument(@"C:\path\to\your\model.spp");
/I DocTyn k o6bekTam Mogenu (MpuMep AaHHbIX)
/I Cnncok MaLlvH € 3afaHHbIMK 3HaYEHUsIMU (B pearnbHOM CLeHapuv 3Tu AaHHble ByayT U3BMNEKaTbCsl U3 CBOWCTB)
var machinesData = new[]
{
new { MachinelD = "Machine_01", Runtime = 3600.0, Downtime = 300.0, ProducedUnits = 500 },
new { MachinelD = "Machine_02", Runtime = 4000.0, Downtime = 200.0, ProducedUnits = 450 },
new { MachinelD = "Machine_03", Runtime = 3800.0, Downtime = 100.0, ProducedUnits = 480 }

I

/I TlogroTtoBka canna CSV
using (StreamWriter writer = new StreamWriter("tecnomatix_output.csv"))

writer.WriteLine("MachinelD, Runtime, Downtime, ProducedUnits");
foreach (var machine in machinesData)
/I 3anuck aaHHbIX B CSV
writer.WriteLine($"{machine.MachinelD}, {machine.Runtime}, {machine.Downtime}, {machine.ProducedUnits}");

}
}

Console.WriteLine("aHHble ycrnelHo akcnopTMpoBaHbl B tecnomatix_output.csv');

}
catch (COMException ex)

Console.WriteLine("Owwbka nogkntoyeHmns k Tecnomatix: " + ex.Message);

}
finally
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/I 3akpbiTe Tecnomatix
tXApp.Quit();

— Machine_01: Bpems pabotbl (Runtime) — 3600 cekyHa, Bpems npoctos (Downtime) — 300
cekyHa, npoussegeHo 500 eguHuUL, npoayKUnn.

Machine_02: Bpemsi pabotbl — 4000 cekyHa, Bpemsi npocTtos — 200 cekyHa, nponsseneHo 450
eMHUL, NPOAYKUMN.

— Machine_03: Bpems pabotbl — 3800 cekyHa, Bpemsi npoctost — 100 cekyHa, npoun3BegeHo
480 eanHUL, NPOOYKLMMN.

[Nocne BbinonHeHns nporpaMmmsl B doarne tecnomatix output.csv obHapy»XeHbl Takne gaHHble:
MachinelD, Runtime, Downtime, ProducedUnits

Machine_01, 3600.0, 300.0, 500

Machine_02, 4000.0, 200.0, 450

Machine_03, 3800.0, 100.0, 480

Ona oueHkn obuwien adpdektBHocT obopynoBaHua (OEE), a Takke aHanusa BpemeHwu
NPOCTOS U NPOM3BOAUTENBHOCTU KaXXA0M MallnHbl, BOCMOMb30Banunch crneayrowmmm opmynamu:

OEE - O6wasn agpdekTnBHOCTL 060pya0oBaHMS:

dakTuyeckoe BpeMsa pa6OTbIXHpOI/I3B0ﬂHTeJIbHOCTbXKa‘leCTBO

= 0
OFE = [l1aHoBoe paboyee BpeMsi X 100% [1]

B HaweMm npumepe y Hac ecTb OaHHble MO BpeMeHM paboTbl U NMPOCTOS, YTO NO3BONSET
paccuuTaTb pakTMyeckoe BpeMsi paboTbl U NpeanonaraeMoe nraHoBoe paboyee Bpemsi.

KoadbdumumeHT goctynHocTu (Availability):

. . dakTHYecKoe BpeMs paGoThl
Availability = PP [2]

[InaHOBOE paboyee BpeMs

MpoussoanTenbHocTb (Performance):

[IpousBeseHHbIE eAUHULbI

Performance =

[3].

[ns npocToThl NpuMepa NPeanonoXunu, YTo MakcuMmanbHasi MIPON3BOANTENBHOCTb MaLUUHbI
— 500 eanHuny, NpoaykLmmK 3a 3agaHHoe Bpemsa paboThl (3a 1 vac).

MakcuMaJsibHas NOTeHLHa/JIbHAsA MPOU3BOJUTE/IbHOCTb

BxogHble aaHHble ansa pacyetos (M3 CSV):

Machine_01: Runtime = 3600 cekyHa, Downtime = 300 cekyHa, ProducedUnits = 500
Machine_02: Runtime = 4000 cekyHa, Downtime = 200 cekyHa, ProducedUnits = 450
Machine_03: Runtime = 3800 cekyHa, Downtime = 100 cekyHa, ProducedUnits = 480

lMnaHoBoe paboyee BpeMs ANd KaX40N MaLUMHbI MOXHO cumTaTb kak Runtime + Downtime.

PacyeTbl onga kaxxgom MallnHbl:

1. dakTnyeckoe Bpemsa pabotbl = Runtime

2. MnaHoBoe paboyee Bpems = Runtime + Downtime

3. Availability = ®akTnueckoe Bpemsi pabotbl / [lnaHoBoe pabodee Bpems

4, Performance = NponssegeHHble egmHuupbl / 500 (MakcMmanbHas noTeHunaneHas
NPOU3BOAUTENBHOCTb)

5. OEE = Availability x Performance x 100%.

MonyyeHHble pesynbTaThl aHannsa OEE ansa kaxgon maluvHbl ceenv B Tabnuuy 1.

Tabnuvua 1 — Pe3ynbTaTthl NOMyYeHHbIE NOCNe aHannsa

Mokasarenb Machine 01 Machine 02 Machine 03
Availability, (%) 92,31 95,24 97,44
Performance, (%) 100,00 90,00 96,00
OEE, (%) 92,31 85,71 93,54
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Takon nogxod aBTOMaTM3NPYET MPOLECC U3BMEYEHNa AaHHbIX U3 cumynsauun Tecnomatix,
no3BoNAA MHXeHepaM NpoBOANTb Boree TOYHbIN M CBOEBPEMEHHbIN aHanu3 npounsBogCTBEHHbIX
npoueccoB. onyyYyeHHble AaHHbIE MOXHO MCNONb30BaTb ANA ONTMMM3AUUKU NPOU3BOACTBEHHbLIX
NNHWIA, 4TO CNOCOBCTBYET NOBLILLEHMIO OOLLEN MPOU3BOAUTENBHOCTU, COKPALLEHMIO NMPOCTOEB U
ynyyLleHNo KOHTPONSA HaA BbIMyCKOM npoaykumm [9].

1C:ERP - 09TO nokanbHas cuctema ynpasneHus npousBOACTBEHHbIMU MNpoLEeccamu,
nonynsapHasa cpeaun poccunickmx npegnpuatmin. OHa npenoctaBnseT UHCTPYMEHTbI ANg yveTa Beex
BMAOB MPOU3BOACTBEHHbIX Onepauun, BKYasa ynpasrneHve matepuarnbHbiMUM NOTOKaMu, pacyeT
cebecToMMOCTM NpPOAYKUMM, a Takke MNraHUpoBaHME W YyyeT 3arpys3ku MpPOU3BOACTBEHHOMO
o6opynosaHus [10].

Mpenmywectea 1C:ERP:

e MHTErpauUns ¢ gpyrumm npogykramm 1C;

e aBTOMATU3aUMS yNpaBrneHus MaTepuanbHbIMU pecypcamu;

e IPOCTOTa NUCMNONb30BaHMA A1 Manoro n cpegHero usHeca.

e HU3Kast CTOMMOCTb MO CPaBHEHMIO C 3apybeXXHbIMM aHanoramm.

Mpumep wucnonb3oBaHnsa 1C: ERP gns oueHkn NpoOu3BOACTBEHHLIX METPUK Ha OCHOBE
AOCTYNHbIX AAaHHbBIX O COCTOSAHMM 060pyA0BaHUA U NpoLecce NPon3BoACcTBa. B aTom npumepe 6yaet
npoaeMoHCTpupoBaH kog Ha 1C, KOTopbI NO3BONSET paccunTaTb MeTPUKKM, Takne kak OEE (obLias
addpekTnBHOCTE 0bopynoBaHus), MTBF (cpeoHee Bpemsi HapaboTkm Ha oTka3), MTTR (cpegHee
BPEeMsi BOCCTaHOBIEHUA nocne oTkasa). Kog npeanonaraert, 4to B 1C xpaHATCA AaHHbIE O BPEMEHM
paboTbl 060pyaoBaHMSA, BDEMEHM €r0 MPOCTONA N KONMYECTBE NPON3BELEHHOW MPOOYKLUN.

Mpegnonoxum, y Hac ecTb crnegywowme gaHHble o6 obopygoBaHuM 3a onpeaenéHHbIn
nepvog;:

e Bpewms pabotbl (BpemsaPaboTel): 1000 Yacos

* Bpems npoctos (Bpemsillpoctos): 50 yacos

o KonnuecTtBo BbinyLweHHon npoaykuum (Beinyck): 8000 egnHuy,

o Konnyectso otkasos (KonnyectsoOTkasos): 10
[Mpumep pacyeTa KNYEBbIX METPUK C KOHKPETHBIMW AaHHbIMK Ha 1 C:

Mpouenypa PaccuntatbllokasatenndddektnBHocTMOBopysoBaHus()
/I KOHKpeTHble AaHHble
BpemsaPabotbl = 1000;  // Bpems paboTel 06opyaoBaHus B Yacax
BpemsllpocTtos = 50; /I Bpemsi npocTosi 060pyaoBaHus B Yacax
Beinyck = 8000; /I Konn4ecTBO BbINyLLEHHON MNPOAYKLUM
KonunyectBoOTkasoB = 10; // KonnyectBo oTka3oB 060pyAoBaHUS

/I PacyeT OEE (06was acpdekTBHOCTL 060pya0BaHuS)
OEE = ?(BpemsaPabotbl <> 0, (Bbinyck / BpemaPaboTsl) * 100, 0)

/I PacyeT goctynHocTtu (Availability)
HoctynHocTb = ?((BpemsaPabotel + Bpemsllpoctos) <> 0, (BpemaPabotsl / (BpemaPabotel + Bpemsilipoctos)) * 100, 0)

/I PacyeT MTBF (cpenHee Bpems HapaboTku Ha OTkas)
MTBF = ?(Konu4ectBoOTkasoB <> 0, BpemaPabotbl / KonniectBoOTkasos, 0)

/I PacyeT MTTR (cpegHee BpeMsi BOCCTAHOBIIEHUS)
MTTR = ?(KonnyectBoOTkasoB <> 0, BpemsillpocTosi / KonnuectBoOTka3os, 0)

// BbiBOA pe3ynbTaToB

Coobwute("OEE (O6lwas acddekTnBHOCTb 060pyaoBaHus): " + @opmat(OEE, "4ALI=0") + "%")
Coobwutb("docTynHocTb o6opynoBaHus: " + ®opmaTt(docTtynHocTtb, "HOLI=0") + "%")
Coobwute("MTBF (CpeaHee Bpems HapaboTku Ha oTtka3): " + ®opmat(MTBF, "4[L|=0.00") + " yacos"
Coobwmtb("MTTR (CpenHee Bpemsi BoccTaHoBreHus): " + ®opmat(MTTR, "4LI=0.00") + " yacos"

KoHeullpoueaypsl

MNporpamma BbiBeAET cneayowmne AaHHble:

o OEE (O6wasn adpdekrnHocTb obopyanosaHus): 800%

e [loctynHocTb 06opynoBaHus: 95.24%

o MTBF (CpegHee Bpemsi HapaboTku Ha oTka3): 100 yacos
e MTTR (CpenHee Bpems BoccTaHOBMNEHUSA): 5 4acos.

O6cyxpaeHune
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CpaBHUTENbHbIA aHaNU3 NPOrpaMmMHbIX peleHUin. YTobbl OLEHUTb, Kakoe NporpaMMHoe
peLLeHne ny4lle BCero noaxoauT AN KOHKPETHOro NpeanpusiTusl, pacCCMOTPUM MX MO CreayHLMM
KpUTEPUAM: PYHKLUMOHANBHOCTb, UHTErpaumsl, CTOMMOCTb 1 CIOXHOCTb BHeApPeHus (Tabn. 2).

Tabnuua 2 — CpaBHUTENbHbLIN aHanNM3 NPOrpaMmMHbIX peLleHni

MporpamMmHbIN Bo3moxHocTHn CnoxHocTb
PYHKLNOHANBbHOCTb LleHa
MHCTPYMEHT MHTerpauummu BHegpeHus
SAP ERP Bbicokas OTnniHLIE robankHas Bbicokas CnoxHoe
WHTErpaums)
Siemens
Tecnomatix Bbicokas (cumynsums) XopoLuve CpenHsis CpeaHss
1C CpenHss Orpanuienisie (s Hu3skas MpocToe

noKasnbHbIX YCMOBUSIX)

Mcxoaa v3 nomnyyeHHbIX pesynbTaToB BUAUM, YTO Haubonee npuemnemMbiMu peLLeHUSMM
asnsatotTca SAP ERP n Siemens Tecnomatix.

3akntoyeHue

B ctatbe npoBedeH aHanuM3 KI4YEBbIX NPOrpaMMHbLIX PEeLUeHUIr, NpeaHasHadeHHbIX Ons
ynpaBneHnss npous3BOACTBEHHbIMM npoueccamn. O6CyXaeHbl WX OCHOBHbIE BO3MOXHOCTU W
npeacTaBneHbl NPUMepbl YCNewHoro BHeApeHusi. B ganbHelwem Takve WMHCTPYMEHTbl OyayT
CTaHOBUTbLCS eLlé bornee yMHbIMU, TMOKUMM U AOCTYMHbLIMMK, YTO CO34aCT HOBblE BO3MOXHOCTU ANs
npeanpuaTuin. KomnaHum noboro pasmepa A0MKHbI ObiTb FOTOBLI K LIMOPOBONM TpaHchopmalmu,
4yTOoObl HEe yMNyCTUTb LIAHCbl MNOBbLICUTb MPOU3BOAUTENBLHOCTL M ONTUMU3MPOBATL  CBOIO
pesatenbHocTb.  CoBpeMeHHble  MPOorpaMMHble  pelleHMsi  CTaHOBATCA  HeoTbemIieMoWn
COCTaBrsoLLEN NPOU3BOACTBEHHBLIX OMepauun, U uMx BblIOOp crneagyeT OcCylecTBNATb C Yy4ETOM
cneundukn n macwrtaba npeanpuaTusa. pamMoTHas MHTerpaumsi TakuMx pelleHuin cnocobHa
NMPMBECTU K 3HAYUTENbHbIM YITyYLIEHMSIM KaK B SKOHOMWYECKOM MriaHe, Tak U B OnepauuoHHOM
JeATenbHOCTW.
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KasakcTtaH, ActaHa K., Kaiibim MyxameaxaHos K-ci, 37A
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OHAOIPICTIK NPOLIECTEPAIH XX¥MbIC ICTEY TUIMAINITH BAFAINTAYFA APHANFAH
BAFOAPJNTAMAINBIK KYPAINOAPObIH MYMKIHAOIKTEPIH 3EPTTEY

Makanada eHdipicmik npouecmepdiH muimdinieiH 6aranay ywiH 3amaHayu bardapramarbik
KypandapOsbi keweHOi 3epmmey xypaizinedi. OEE (»xabdbikmbiH xasnsl muimdiniai), MTBF (icmeH wbiFydbiH
opmawa yakbimel), MTTR (kannsiHa kenmipydiH opmawa yakbimsl), EHbek eHimdiniai xeHe KkacinopbiHlapra
OHIMOinikmi enweyae xoeHe mandayra kKemekmecemiH Bipnik wbirbIHOapbl CUSIKMbI He2i32i Kepcemkiwmep
Kapacmbipbiiadbl. SAP ERP, Siemens Tecnomatix xoHe 1C cuskmbl 6ardapnamarnbik wewimoepee,
onapdblH byHKUUOHaNObIFbIHa, UHMeapayusi MyMKiHOIKmepiHe, KyHbl MeH eHei3yOiH KapanalbIMOblbifbIHa
epekwe Hasap aydapblnadsi. byn wewimdepdi bipkamap napamempriep 6olibiHWa canbicmbipMarisi manday
bepineeH. CoHOal-aK kacinopbiHOapOa 6ardapnamarnsiKk KypandapObl cemmi eHaisy Mbicandapsi
Kapacmbipbinadbl, 6yn wWbifbiHOapObl asalmy xoHe eHIMOInikmi apmmbipy cuskmbl  eHOipicmik
KepcemkiwumepOid almapribikmall XakcapybiHa okendi. KacinopbiHOapdbiH Hakmbl KaxemminikmepiH
KaHarammaHObIpy ywiH xylenepdi belimdey xoHe Modynboey MyMKiHOIKmepi Kapacmbipbliadsbi.

Tylin ce3dep: 6ardapnamarbik Kypandap, ©HAipicmik npouecmepdi b6aranay, 6omkamobl manday,
eHAipicmik muimOinik.

A.E. Naimanov, A.K. Shaikhanova'
K. Kulazhanov Kazakh University of Technology and Business,
Kazakhstan, Astana, Kayym Mukhamedkhanov str., 37A
"e-mail: aigul.shaikhanova@gmail.com

STUDY OF THE CAPABILITIES OF SOFTWARE TOOLS FOR EVALUATING THE EFFICIENCY
OF PRODUCTION PROCESSES

The article conducts a comprehensive study of modern software tools for evaluating the efficiency of
production processes. Key metrics such as OEE (Overall Equipment Effectiveness), MTBF (Mean Time
Between Failures), MTTR (Mean Time to Repair), labor productivity, and unit production costs are considered,
which help enterprises measure and analyze performance. Particular attention is given to software solutions
such as SAP ERP, Siemens Tecnomatix, and 1C, their functionality, integration capabilities, cost, and ease of
implementation. A comparative analysis of these solutions based on a number of parameters is provided.
Examples of successful implementation of software tools in enterprises are also considered, which led to a
significant improvement in production indicators, such as cost reduction and increased productivity. The
possibilities of system adaptation and modularity to meet the specific needs of enterprises are considered.

Key words: software tools, production process evaluation, predictive analysis, production efficiency.
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POJ1b SALLIMTHBLIX MEXAHU3MOB AOPA B NMPEAOTBPALLEHUN ATAK HA YPOBHE
OMNMEPALUNOHHbIX CUCTEM LINUX

AHHOMauusi: B cospeMeHHbIX orepayuoHHbIx cucmemax Linux 6e3onacHocme s18r1semcsi
KpUumu4ecKu 8a)kHbIM acrekmom, u s0po uzpaem ueHmparsbHy porib 8 ee obecneyeHuu. S0po
ebicmyrnaem ocpeOHUKOM Mex0y arnnapamHbiMu pecypcamu U puKnaoHbIM poepamMmMHbIM
obecrieyeHuem, KOHMposnupys Oocmyrn K CUCMEMHbIM pecypcaM U yrpaessisi 8bINO/IHeHUEM
npoueccos. OGHOU u3 Kroyesbix hyHKUUU Sdpa a8risemcs 3auuma cucmemb! 0m pa3Hoobpa3sHbix
Kubepyepo3 u amak, HauefleHHbIX Ha 3Kcriyamauyuto ysa3eumocmel Ha ypoeHe ornepayuoHHOU
cucmembl.B  danHOlU pabome paccmampugaromcs OCHOBHbIE — 3aliUmHbIE  MeXaHU3Mbl,
peanusogaHHble 8 s0pe Linux, makue kKak KoHmponb 0ocmyna (SELinux, AppArmor),
paHdomuzauusi adpecHozo npocmpaHcmea (ASLR), sawuma namsamu (DEP, Stack Guard) u
oepaHuyeHuss  npusuneaul. Obcyxdatomcs  €riocobbl,  KOMOPbIMU — 3aMuU  MexaHu3mbl
npedomsepawatom unu oz2paHu4ugarom eo3delicmeue amak, eknto4yas neperonHeHue byghepa,
8HedpeHue 8pedOHOCHO20 KoOa U acKasiayuto npusuneaul. AHanusupyemcs 3¢hghekmueHoCmb
amux memodos u ux posnb 8 obwel cmpameauu obecriedeHus kKubepbesonacHocmu cucmem Ha
6ase Linux.

Kpome moeo, 6 pabome oceewaromcsi mekyuwjue meHOeHyuU u nepcrekmusbl pa3sumusi
3aWUMHbIX MexaHu3sMos sdpa, eKnYas uHmezpayuro annapamidbix cpedcme beszonacHocmu u
rpuUMeHeHUe MmexHosIo2ul MawuHHO20 0byqeHus Ons obHapyxeHus yepos. [Nodydepkusaemcs
B8aXHOCMb C80E8PEMEHHO20 0OHOBIEHUS A0pa U CUCMEMHbIX KOMIIOHEHMO8, a MakKkxXe akmueHasi
posib nonb3osamernel u adMuHUCMpamopos &8 noddepKxaHUU B8bICOKO20 ypo8Hs 6e3ornacHocmu.
Takum obpasom, cmames npedocmasnigem KOMIIEKCHbIU 0630p moz2o, Kak s0po  Linux
criocobcmeyem rnpedomepaljeHu0 amak Ha ypogHe ornepayuoHHOU cucmeMbl U Kakue Mepbl
mo2ym 6bimb npednpuHsmMsbI 051 ycuneHus 3auumsl 8 6ydyuwem.
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Knroyeeble cnoea: s0po Linux, 6e3ornacHOCMb cUCMEMbI, 3auiUmHbIe MexaHUu3Mbl,
KOHmMporse docmyna, ogpaHu4eHus rpas, amaku, nepenosiHeHue bygepa, sHedpeHue koda.

BBepeHune

CoBpeMeHHbIV Myp Bce 6onblue 3aBUCUT OT MHCPOPMAaLIMOHHbIX TexHONorMn. Kopnopaumm un
rocy4apCTBEHHbIE OpraHbl XpaHAT OrpoMHble OObEMbl KOH(MAEHUMAnNbHbIX OaHHbIX, NPOBOAAT
BaXHble (pMHaHCOBble onepauuMm U MNPUHUMAKT KPUTMYECKM BaXKHble pelleHus B LMdpoBOM
npocTpaHcTBe. JTO [fenaeT WX nNpuBRekaTenbHOM MULLIEHbD Ana  KubGepnpecTynHMKOB.
Knbepyrposbl cTaHOBATCA BCe Boree CroXHbIMU N3-3a YBENUYEHUS YnCna YCTPONCTB, YCIOXHEHNS
aTak, NoBblILIEeHMS KBanMdukaLmmn 3foyMblLLUIEHHUKOB M 9KOHOMUYECKON MOTUBaLMN.

OnepaunoHHasa cuctema — 3T0 PyHAAMEHT, Ha KOTOPOM CTPOUTCHA BCSI MHCpOPMaLMOHHAs
NH(pacTpykTypa opraHusaumm. KomnpomeTaumsi onepaumoOHHON CUCTEMbI MOXET MpUBECTU K
cepbe3HblM MOCNeACTBUAM: noTepe AaHHbIX, (PUHAHCOBLIM NOTEPSM, penyTauMoHHbIM puckam 1
cbosim B paboTe KpUTUYeCKn BaxkHbIX cuctem. Linux, 6narogaps csoen HagexHocTn, 6es3onacHoCcTu
N OTKPbITOCTU, LUMPOKO UCMONb3YEeTCsl B KOPNOPATUBHOM WM rocyAapCTBEHHOM cekTopax. OpHako,
Aaxe Takve CUCTeMbl He 3acTpaxoBaHbl OT atak. OTKpbITOCTb KoAa, C OAHOM CTOPOHbI, NO3BONSET
coobuecTBy HaxoauTb W UCNpaBnsTb YA3BMMOCTM, HO C Apyron — fenaeTr cuctemy 6onee
Npo3pavHomn ANs 3royMbILUNEHHMKOB. 3aluuTa onepaumMoHHbIX CUCTEM, OCOBEHHO B KOPNOpaTUBHOM
1 rocyaapCTBEHHOM CEKTopax, ABNAETCS OAHOM N3 Hanbonee akTyarnbHbIX 3agaqy MHGPOPMaLMOHHOM
©esonacHocTu. MocTosHHO pasBuBaroLLmeECcs Knbepyrpoabl TpebytoT NMOCTOSIHHOTO
COBEPLLEHCTBOBAHNSA 3aLLMTHbIX MEXaHN3MOB. Vicnonb3oBaHMe MHOroypoBHEBOW 3aLLUMThbI, BKIOYas
annapaTHble KU MnporpaMMHble CpeacTBa, a Tawkke obydeHue nepcoHana, SBMASIETCs Ko4YeBbiM
akTopom obecneveHns 6€30nacHOCTN NMHPOPMALMOHHBLIX CUCTEM.

B cneaytowmx pasgenax Mbl paccMoTpum 6onee nogpobHO 3alMTHblE MeXaHW3Mbl sSapa
Linux n To, KaKk OHM NOMoratT NPefoTBPaTUTb PasfMyHbIe TUMbI aTak.

MeToabl uccnegoBaHus.

B xope vccnepoBaHMsa ponuv 3aWwUTHBIX MEXaHW3MOB siapa B NpeaoTBpalleHun aTtak Ha
YPOBHE OnepauMoHHbIX cucTem Linux 6611 MPUMEHEH KOMMMEKCHBbIN METOAONOMMYECKNA Noaxos,.
CHavana npoBedéH peTanbHbiM aHanuM3 nuTepatypbl U OOKYMEHTOB, BKMOYas HayyHble
nyonukaumm, TEXHNYECKY0 AOKYMeHTaumo agpa Linux n oT4é€Tbl 0 6€30nacHOCTU, YTO NO3BOSIMIIO
cobpaTb akTyanbHy0 MHOPMAaLMIO O CYLLECTBYHLUMX MeXaHu3Max 3almnTbl, Takux kak SELinux,
AppArmor, ASLR un pgpyrux, a Takke MOHATb WX TeOopeTUYecKMe OCHOBblI W MNpakTu4eckoe
npuMmeHeHune. [lanee BbINOMHEH CPaBHUTENbHbIN aHanNM3 pasnnyHbIX 3aWUTHBIX MEXaHM3MOB sSApa.
OueHnBanacb Mx 9MEKTUBHOCTb, BMMSHME HA MNPOM3BOAMTENBbHOCTb CUCTEMbI U CIOXHOCTb
HaCTPOVKN. DTO NOMOTSIO BbISIBUTb CUbHbIE M Criabble CTOPOHbI KXXA0ro MexaHn3ma u onpegenuTb
Hanbonee nogxoasiine Ans pasHbix CLeHapueB UCMONb30BaHWS.

Ans noHMMaHus 6a30BbIX 3TANOB UCCreaoBaHWs, pas3bepém onpeneneHus MexaHu3moB
3Ha4YeHus.

SELinux (Security-Enhanced Linux) — 3To cucTtemMa ynpaBneHuss AOCTYNOM Ha OCHOBE
nonuTuk GesonacHocTn, BCTpoeHHas B a4po Linux. OHa npepocTaBnsieT mexaHusam Ong
orpaHvyeHnst 4oCTyna K pecypcam Ha YpOBHe f4pa, UCMOMb3Yys KOHTEKCTHY MOAenNb ynpaBneHns
poctyrnom (MAC — Mandatory Access Control). B oTnnyne oT TpaguumMOHHOM CUCTEMbI YNPaBIieHns
poctyrnom (DAC — Discretionary Access Control), rae KOHTpOnb NpUHaANeXuT nonb3oBaTensm,
SELinux nosBonseTr agMuHUCTpaTopaM 3agaBaTb CTPOrMe MONUTUKW, Onpedensiolmne, Kakuve
npoueccbl U nonb3oBaTenyn MOryT B3aMMOOENCTBOBATb C KOHKPETHbIMW dhannamu, ceTeBbiMu
nopTamu U CUCTEMHbIMU OO BEKTaMMU.

AppArmor (Application Armor) — 310 cuctema 6e30nacHOCTM Ha OCHOBE Nnpodunen, KoTopas
orpaHVyYuBaeT [OEWCTBUSA MPUMOXKEHUW B OMNEpauuoHHbIX cucTemax Ha ocHoBe Linux. OwHa
ncnonb3yeTt MexaHusm ynpasnexus goctynom (MAC — Mandatory Access Control) 4ns npumeHeHuns
HabopoB paspeLueHunin (npodunen), onucbiBaloLWLKMX, Kakne pecypcbl (pannbl, Katanoru, ceTeBble
COeQIMHEeHNS) OOCTYMNHbI KOHKPETHbIM MnpunoxeHnam. B otnnune ot SELinux oH Gonee npocT B
HacTpoKKe, TaK Kak ucrnonb3yeT pannoByto Moaens Nnpodunen, rae orpaHMYeHns 3agatoTcs B Buae
TekcToBbIX (hannoB. [Npodunu MOXHO co3fgaBaTb B PYYHOM pexume UM aBTOMaTUYECKU C
MOMOLLbIO NHCTPYMEHTOB 00YYEeHUs1, KOTOPbIE aHanU3npyT NOBEeAEHUE NPUMOXEHUS.

ASLR (Address Space Layout Randomization) — 9TO MexaHW3M 3alnUTbl MaAMSTH,
MCNomnb3yeMbll B OMEPaUMOHHbIX CUCTeMax QAns npedoTBpalleHus aTtak, OCHOBaHHbIX Ha
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npeackasyeMocTu agpecoB B NamMATW, TakMX Kak nepenonHeHne 6ydepa nnv sBosspart B nimb (return-
to-libc). OH cny4vanHbim 06pa3om nameHsieT 6a3oBble agpeca KnyeBbIX y4acTKOB NaMsTH, BKITOYas
CTeK, Ky4y, CerMeHTbl AaHHbIX 1 KOA, a TakKe 3arpy>kaemMble AuHammyeckmne bnbnunotekun. bnarogaps
3TOMY 3/10YMbILLNIEHHMKY CTaHOBUTCSA MPaKTUYECKM HEBO3MOXHO MNpeackasaTb, rge B namsatu
HaxoOUTCA HYXHbIM €My KOA4 WM [AdaHHble, YTO 3HaYUTEeNbHO 3aTpyaHsAeT aJKchnyatauuio
YA3BUMOCTEN, Hanpumep, 4na peanusauumn atak tmna return-to-libc unm ncnonesosaxus wennkoga.
ASLR oco6eHHO athdheKkTMBEH B COMETAHMM C APYTMMM 3aLLUMTHBIMU MEXaHU3MaMK, Takummn Kak NX-
OuT, genasa ataku Ha namsaTb ropasao CroXHee UM BOBCE HEBO3MOXHbBIMMU.

NX-6ut (No-eXecute 6uT) — annapaTHas TEXHOMOrMs 3aWMTbl NaMATW, MCMNOSfb3yemas B
COBPEMEHHbIX npoLleccopax And npeaoTBpalleHMs BbINOMHEHUA Koda B 0bnactsx namsatw,
KOTOpble NpeAHa3Ha4vYeHbl TOMbKO AN XpaHeHus AaHHbiX. NX-6UT nomoraeT 3alnTuTb cuctemy ot
aTak, Takux Kak nepenornHeHue bydepa, rge 3noyMblWIEHHUKM MbITAlOTCH 3anmMcaTth U BbINOMHUTL
CBOW BPELOHOCHbIV KOf B NaMSTH.

Korga NX-6uT aKkTMBMpOBaH, NPOLIECCOP MapKMpyeT onpeaenéHHble y4acTku NaMsiTu
(Hanpumep, CTeK WK Kyyy) Kak «HeucnosnHsiemble». Ecnn nonbiTatbCs BbINOMHUTL KOO U3 3TUX
obnactewn, npoueccop 3abnokupyeT BbINOMIHEHNE, YTO NpeaoTBpaLLaeT aKCnyaTaunio ya3BUMOCTH.
TexHonorns ABNseTCa BaXKHOW YaCTbl0 COBPEMEHHbBIX MEXAHN3MOB 3aLLMTbl ONEPALMOHHbIX CUCTEM
(Hanpumep, DEP — Data Execution Prevention B Windows).

OHa a(peKkTBHO CHWXaeT pPUCK BbIMNOMHEHNA MNPOM3BONBHOMO KoAda, [n[obaBnas
AONOSHUTESNbHBIN YPOBEHb 3aLLMTbI OT aTak.

MexaHn3M akTMBHO ucnonb3yetcs B coBpemeHHbix OC, Takmx kak Linux, Windows n macOS,
B KayecTBe Mepbl MOBbILWEHUS COXHOCTU aTak M YMEHbLUEHUS BEPOSITHOCTU MX YCMELIHOro
BbINOSIHEHMS.

KnioyeBbiM 3TanoM UCCNeAoBaHUA CTano  3KCrNepuMMeHTanbHoe TecTupoBaHue. B
crneumnanbHO CO34aHHOW TeCTOBOW cpefe ObiNn HAaCTPOEHbl pasnuyHble 3alUTHbIE MEeXaHW3Mbl,
nocne 4yero CMoAenMpoBaHbl pasnuyHble BUAbI aTak, BKYasa nepenonHeHne bydepa, ackanaumio
npuBunernin n obxon ayreHTudpmkauun. JONoONHUTENbLHO NPOBEAEHO Harpy3o4YHOe TeCTMpOBaHWE
ONA OLUEHKN BNUSAHUS BHEAPEHHbIX MEXaHW3MOB 3allMTbl HA NPOM3BOAUTENBLHOCTb CUCTEMbI U
OTKNUK npunoxeHuin. ns 6onee rnybokoro aHanm3a UCNonb30BannMCb MHCTPYMEHTbI (ha33uHra u
cTaTu4eckoro aHanu3a koga. PassuHr NOMOr BbIsIBUTb MOTEHUManbHble YS3BUMOCTM B S4pe,
reHepupys criyqyanHble UM HEeKOPPEKTHbIE BXOAHbIE AaHHble U HAabnoaasa 3a peakunen CUCTEMBI.
Cratnyeckni aHanua MCXOOQHOrO0 Koda sapa no3Bonun OBHapYXMTb BO3MOXHbIE FOrMYecKkue
OWKMBKN N YA3BMMOCTW, CBSAI3aHHblE C YynpaBreHveM namaAtbio U obpaboTkon AaHHbIX. Bbinu
npoBeaeHbl MHTEPBbLIO C AKcrepTamn B obnactn MHopmaumoHHon 6e30nacHOCTU U CUCTEMHbLIMU
agMyHUCTpaToOpaMn, UMELMMN OnbiT paboTbl C 3aWUTHBIMM MexaHuamammn sgpa Linux. Ux
npakTU4eckne 3HaHnsa 1 HabngeHUsa NPeaoCTaBUIM LieHHbIE MHCANTbI O pearnbHblX Npobnemax u
ahheKkTNBHbIX MeTOAAX 3aLLMTbI B NPON3BOACTBEHHbLIX Cpeaax.

Cratuctmyeckni aHanu3 WHUMOEHTOB 0e30nacHOCTU, CBA3aHHbIX C  OnepauvoHHbIMK
cuctemamm Linux, No3Bonun BbISSIBUTb TEHAEHUMM B MEeTodax aTak U OUeHUTb 3(p(eKTUBHOCTb
CYLLECTBYIOLMX Mep 3awuTbl. AHanM3 [aHHbIX O 3aperncTpuMpoBaHHbLIX YA3BMMOCTSX U UX
aKcnnyataumm nomor coKycMpoBaTbCa Ha Haumbonee akTyanbHbIX yrpo3ax M paspaboTtaTb
pekoMeHAaumm no nx NpeaoTBpaLLEHNIO.

PesynbTaThbl UccrieaoBaHuA

B pesynbrate npoBegEéHHOroO wuccrnenoBaHWst Obinv  BbISIBNEHbI  KIKOYEBbIE  ACMEKTbI
3(PPEKTUBHOCTM 3aLUMTHLIX MexXaHM3MOB sapa Linux B npegoTBpalleHUMM aTak Ha YpOBHe
onepaumMoHHON CUCTEMbl. AHanNn3 Hay4yHOW nuTepaTypbl U TEXHUYECKOM AOKYMEeHTauuMu nokasan,
YTO MHTErpauns MexaHu3mMoB KOHTpoONnsA AocTyna, Takmx kak SELinux n AppArmor, cylecTBeHHO
NoBbILWAET ypoBeHb 6e30MacHOCTU CUCTEMbl. OTU UHCTPYMEHTbI, OCHOBaHHble Ha MaHOATHOW
MoZEenu KOHTPONSA [JOocTyna, Mo3BONAKT 3ajaBaTb AdeTanbHble MonuTukM 6HesonacHocTw,
orpaHvyuBalone AOerWCTBUSA NPOLECCOB M MOMb3OBaTernen, YTO CHWXaeT PUCK 3KchnyaTaumu
YSI3BUMOCTEN M3-3a HENpPaBOMEPHbIX OENCTBUN unun owmnbok KoHdurypauun. CpaBHUTENbHbIN
aHanu3 pasnuyHbIX 3aWMUTHBbIX MEXaHW3MOB MPOOEMOHCTPUPOBAr, YTO COYETAHWE HECKOSbKMX
meTogoB, Takux kak ASLR (Address Space Layout Randomization) n NX-6ut (No-eXecute bit),
obecneynBaeT 6oriee BbICOKYO YCTONYMBOCTL K aTakaM, HanpaBfeHHbIM Ha nepenoriHeHne Bydepa
N BbINOMHEHWEe Npou3BONbHOrO kopa (Tabn. 1). OkcnepuMeHTanbHble TECTUPOBAHUS B
KOHTpONupyemom cpefe nogTeepamnnu, 4to ucnons3osaHne ASLR 3atpygHsaeT 3anoymMblilunieHHMKam
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npegckasaHme pacnosioKeHUs UCMOSTHAEMOro Koga M AaHHbIX B NaMATh, TEM CaMblM yMEHbLUAsi
BEPOSATHOCTb YCMNELIHON 3KCnyaTaumm ysa3BMMOCTEN:
Tabnuua 1 — CpaBHUTENbHbLIN aHaANU3 3alLUUTHBIX MexXaHM3MoB sapa Linux

MexaHusm MpuHuMn gencTeus MpeumyuiecTBa HepocTtatku
OcHoBaH Ha MaHZaTHON CnoxeH B HacTpoMKe,
'MbKocTb, BbiCOKas
. MOZENY KOHTPONs AoCcTyna TpebyeT rmybokux
SELinux . CTerneHb KOHTPOSIA Haf M
(MAC), 3agaét ctporue . 3HaHWI Ans
OENCTBMAMM NPOLIECCOB.
NoNUTUKN 6e30MacHOCTM. KOHMrypaumu.
lMpocToTa HacTponkK MeHee rnbok B
Wcnonesyetr MAC, npodunu P P ’
N noaxoauT Ansi cpea C CINOXHbIX CLeHapusiX,
npoLue B HacTpolike,
AppArmor yMepeHHbIMN orpaHuyeHHble
orpaHu4MBaeT 4ocTyn
. TpeboBaHusMHN K BO3MOXHOCTU
NpoLIeCCOoB 1 NMornb3oBaTenen. N
GesonacHocTw. HaCTPOWKMN.
Cny4yanHo pacnpegenset YCnoxHseT ycnewHoe MoxeT bbITb
ASLR agpeca obracrten namsTy, BbIMOJSIHEHNE aTaK Ha HeaEeKTMBEH MpU
YCIOXHSAET npeackasaHue namsTb, TaKUX KakK HW3KOM SHTPONUKU Unu
pacnonioXeHWs AaHHbIX M koga. | nepenonHeHue bydepa. yTeyKe apecoB.
MapknpyeT obnactv namsati Kak | 3awuwaeTt oT ucnonHenns | He sawmwaet oT atak,
NX-6UT «HencnomnHseMbley, BPEL4OHOCHOro Kofa B CBSI3aHHbIX C YTEYKON
npegoTBpallaeT BbIMNOMHEHMEe yA3BMMbIX 06nacTsix OaHHbIX UNx
Koga n3 aTnx obnacren. namsTu. npegckasaHvem agpecos.

rlpaKTI/I‘-IeCKI/Ie ncnbiTaHNAa € MogennMpoBaHMEM aTakK Mokasasnun, 4To MexaHU3Mbl 3alnTbl

namaTtun, Takme kak Stack Canaries acbdeKkTMBHO npegoTBpaLlatoT NonbITKK nepenonHeHmsa bydepa
N MaHUNynNAUUM CTEKOM BbI30BOB. B xoage TectupoBaHus Obina 3aukcmpoBaHa 3HaduTernbHast
CMNOXHOCTb B 06x0Ae 3TKX 3alMTHbIX 6apbepoB, YTO NOATBEPKAAET UX LENCTBEHHOCTb B pearibHbiX
YCNOBUSIX 3KCMnyaTauum.

Stack Canaries — aT0 3alLUNTHbLIA MEXaHN3M, KOTOPbLIN AobaBnsAeT cneumanbHoe 3Ha4YeHne
(kaHapelKky) nepen agpecoMm Bo3BpaTa B cTeke. Ecnu nepenonHeHue Oydepa 3atparmBaet
KaHapenky, €€ 3Ha4yeHne W3MEeHSIeTCHA, YTO MNO3BONSeT OOHApPYXMTb aTaky A0 BbIMOSHEHUS
BpeaoHocHoro koga. lpu BbI3oBe (hyHKUMM B CTEK nepeqd agpecoM Bo3BpaTa 3anvcbiBaeTca
creunanbHoe 3HayeHue (KaHapewnka), reHepupyemoe CcriydyanHbiM oOpa3om npu 3arpyske
nporpammel. [Nepen 3aBeplueHnemM yHKUMM 3TO 3HaYeHne nposepsieTcs. Ecnu kaHaperka 6bina
NU3MeHeHa, nporpamMmma pacno3HaéT 3TO Kak MOMbITKY NEepenosiHEHUS U aBapuMHO 3aBepLuaeT
BbINOSMIHEHME, MpefoTBpawas aKcnnyataumio  ya3BumocTu. CyllecTByeT HECKONbKO TUMOB
KaHapeek: cTaTuyeckue, CryvyanlHble W TepMUHanbHble, KOTOpble WUCMOMb3ylT GanTl,
npepbiBaloLLme CTPOKOBbIE Onepauun.

Pasbepem npumep, ykaszaHHbIN Ha pucyHke 1:

1. Mporpamma nony4aet Beog 13 100 cumBonoB «Ax.

2. B Touke octaHoBa B dpyHKuUMM askUser() nponcxogut aHanus cteka (x/16x $rbp-32), roe
BUAHO:

— 3HadveHune 0x75c55e80bc05af00 npeacrasnseT cobon kaHapenky,
— appec Bo3BpaTa (0x00005555555551db) ocTaércst HEM3MEHHbIM.

3. 3awmTa paboTaeT KOppPEKTHO: BBOA «A» HE 3aTPOHYI 3HAYEHNE KaHaPEWKKN, YTO roBOpPUT

0 TOM, YTO nepenonHeHus Bydepa He NPoOM30LLITO.

/bin/bash: python: command not found
Tell me your name, please

Breakpoint 1, in

(gdb) x/16x S$rbp-32
: 0x0000000000000000
: 0x00005555555552d0
: 0x00007fffffffe040
: 0x00005555555552d0
: 0x00007fffffffel38
: Ox00005555555551c9
: Ox0000000000000000
: 0x00005555555550e0

0x0000000000000000
| @x75c55e80bc05af00
|0x00005555555551db

0x00007f fEf7df3cb2

in

PucyHok 1 — Otnagka nporpammbl B GDB (GNU Debugger) ¢ uenbto aHanunsa paboTbl 3amThbl
Stack Canaries
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MHTepBbio C 3kcneptamnm B ob6ractm MHgpopmaumoHHOM ©6e30nacHOCTU NogYepKHYNN
BaXXHOCTb perynsipHoro 06HOBMNeHWs 54pa U CUCTEMHbBIX KOMNOHEHTOB AN NoaAepXaHns BbICOKOro
YPOBHSA 3awmTbl. Cneumanuctbl OTMETUNN, YTO CBOEBPEMEHHOE NPUMEHEHME NaT4en 1 OGHOBNEHWI
YyCTpaHseT M3BECTHble YS3BMMOCTU M CHWXAET pPUCK ycnewHblx artak. Kpome Toro, Gbina
noavyepkHyTa HeoBXOAMMOCTb MPaBWIIbHOW HACTPOMKM 3aLUUTHLIX MEXaHU3MOB U 0ByyeHus
nepcoHana, oTBETCTBEHHOro 3a 6e3onacHOCTb cucTteMbl. CTaTUCTUYECKUIA aHanNu3 MHUWOEHTOB
6e3onacHOCTM nNoATBEPAMIT TEHAEHUMIO CHWXKEHWUSI KONmMyecTBa YCMELHbIX aTak Ha CUCTEMbI C
NpaBUMNbHO HACTPOEHHbIMM U OOHOBNEHHBIMM MexXaHu3Mamu 3awuTbl agpa. OgHako ©Obino
OTMEYEHO, 4YTO 4enoBeyecku paktop M OWKUBKM KOHdUrypauum no-npexHemy ocTalTcs
3Ha4YMMbIMK bakTopaMn pucka, YTO HENOCPEACTBEHHO yKa3biBaeT Ha HEOOXOOUMOCTb He TOSbKO
TEXHUYECKMUX, HO U OpraHU3auMOHHbIX Mep, HanpaBfeHHbIX Ha MOBbILEHWE OCBEAOMIIEHHOCTU
nonb3oBaTtenen n agMMHUCTPATOPOB O COBPEMEHHbIX Yrpo3ax 1 MeToAdax Ux NpeaoTBpaLLeHus.

B uenom, pesynbtatbl UccnegoBaHUA AEMOHCTPUPYIOT, YTO 3alUMTHble MeXaHU3Mbl aapa
Linux saBnsatoTcs apdekTUBHBIMU MHCTPYMEHTaMK B NpedoTBpaLleHmm LWNPOKOro cnekTpa atak Ha
YPOBHE onepaumnmoHHoOn cucTeMbl. KOMMMNEKCHbIM NoAX04, BKNHOYaKOLWMA UCNOSNb30BaHME PasfNYHbIX
MEXaHU3MOB 3allUMuTbl, perynsapHoe obHOBMeHMe cUcTeMbl U OByYeHne nepcoHana, 3Ha4YnTeNbHO
noBblwaeT obwmin ypoeHb 6e3onacHocTn. OgHako NOCTOAHHOE pa3BMTUE METOAOB aTaku TpedyeT
HEeNpepbLIBHOrO COBEPLUEHCTBOBAHMS 3alUMTHLIX Mep M aganTauum K HOBbIM Yrpo3am, 4TO
Noa4YépPKMBAET BaXKHOCTb JanbHENLINX NCCIIEA40BaHMI B 3TOM obnacTu.

O6cyxaeHue Hay4YHbIX pe3ynbTaToB

PesynbTaTthl NpoBeAeHHOro UccrneaoBaHUs MOATBEPXOAlT BaXHOCTb U 3PdEKTUBHOCTb
BCTPOEHHbIX 3alUMTHbLIX MexaHu3mMoB sAapa Linux B npefoTBpaweHUn artak Ha ypoBHE
onepauvoHHon cuctembl (puc. 2). BbisBrneHo, 4TO KOMOBMHAUMS pPasnUYHbIX MeXaHU3MOB
6e3onacHoOCTH, Taknx Kak KoHTponb goctyna (SELinux, AppArmor), ynpasnexue namsatbio (ASLR,
NX-6uT) 1 3awmTa ot nepenonHeHusn bydepa (Stack Canaries), obecneunBaeT MHOroypoBHEBYHO
3aLUMTY CUCTEMBI, CYLLECTBEHHO CHUXasi BEPOATHOCTb YCNELLHOW SKCnnyaTaummn ya3BumocTen.

Ynpasneuve na
(pacnoeaenerivie v 3aumTa o

NONBL30BATENLCKOM P

PucyHok 2 — ApxutekTypa sigpa onepauMoHHON cUCTeMbl LinuX U ee KOMMNOHEeHTbI 3aWuUThl

AHanu3 nokasan, 4TO WUCNONb3OBaHWE MaHAaTHbIX Moerien KOHTpons AocTyna,
peanun3oBaHHbIX Yepe3 SELinux n AppArmor, no3BonsdeT 3Ha4YMTENbHO OFPaHNYUTL BO3MOXKHOCTHU
3MOYMBbILUNIEHHMKOB, JaXe B Crydae KOMNpomMeTauuu OTAEeNbHbIX MPUNOXEHUA WU CepBUCOB.
[eTanbHO HaCTPOEHHbIe NONUTUKN 6e30NacHOCTUN NPENATCTBYIOT HECaHKLMOHUPOBaHHOMY AOCTYNYy
K KPpUTUYECKMM pecypcaM W npefoTBpawiatoT ackanauumio npusunermn. OgHako, addeKkTuBHOE
NpYMeEHeHNe 3TUX MexaHU3MOoB TpebyeT rnyboKor aKCNEePTHON HACTPONKM U MOHUMAaHWUS MPUHLMNOB
nx paboTbl, 4TO MOXET ObiTb 3aTPYAHUTENbHO ANSA HeKBaNMMULUMPOBAHHbLIX a4MUHUCTPATOPOB.
OKcnepuMeHTarnbHble AaHHbIe NOATBEPANNN, YTO MEXaAHU3MbI 3alLMThl NaMATn, Takne kak ASLR un
NX-6UT, 3HAUMTENbHO YCMOXHSAIOT NPOBEAEHNE aTak, OCHOBaHHbIX Ha nepenonHeHun Bydepa u
BbINMOMHEHUM NPOWU3BONbHOrO Kopda. PaHoomu3auua agpecHoOro npocTpaHcTBa  3aTpyaHsieT
3M10YMbILIIEHHUKAM  MPOrHO3MPOBaHWE PacCMoSiOXEHUsT MNONEe3HOW Harpys3kM, a MapKupoBKa
obnacte namATM Kak HEBLINOMHAEMbIX MNpedoTBpaliaeT 3anyck kKoga B obnactsx,
npefHasHavYeHHbIX AnS AaHHbIX. TeM He MeHee, Obiny OTMeYeHbl criydau, Koraa npoABUHYTbIE
TEXHWKWN SKCnnyaTaumm Mornm o6xoauTb 3TW 3alUMThbI, YTO CBUAETENbCTBYET O HEOBXOAMMOCTHN NX
AanbHenwero coBepLUEeHCTBOBaHNS.

O6HapyxeHo, 4TO u4eroBeyeckmri aktop ©  oOWwKnBKM  KOHdUrypaumm ocTarTcA
CyLeCTBEHHbIMU puckamn Ans 6es3onacHOCTV cucTembl. HenpaBurnbHas HacTpovika 3aluUTHbIX

ISSN 2788-7995 (Print) IITokaopiM yHHBEpCHTETiHIH Xabapiubichl. TexHuKanbIk FeutbiMaap Ne 4(16) 2024 124
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 4(16) 2024



MEXaHU3MOB WNM WUrHOpupoBaHMe OOHOBMEHUA MOXeT CBEeCTU Ha HeT npenMyLLecTBa,
npegoctaensemMble g4poMm Linux. 3To nogvepkmBaeT BaXHOCTb OOyYEeHWS U MOBbIWEHUS
KBanudukaumm agMMHUCTPATOPOB, a Takke pa3paboTKn MHCTPYMEHTOB AN YNPOLLEHNA HACTPONKM
1 ynpasneHus nonvtukamm 6es3onacHocTu.

Kpome TOro, aHanua Tekywux TeHAeHuMn B obnactu kubepbesonacHOCTM nokasan, vTo
3M0YMbILSIEHHNKM aKTUBHO pa3pabaTtbiBaloT HOBble MEeTOAbl aTaku, HanpaBfeHHble Ha 06xoa
CYLLECTBYIOLUMX 3aLUUTHBIX MEXaHU3MOB. JTO TpebyeT MOCTOSAHHOro OBHOBMEHWA U agantaumu
3alWNTHBIX Mep, a TakKe BHeOPEHUsI LONONMHUTENbHbIX CrioeB 6€30NacHOCTU, TakMX Kak CUCTEMbI
0OHapyXeHUs BTOPXXEHUA N NOBEAEHYECKMIA aHanms.

3akntoyeHue

[MpoBeaéHHbIM aHanM3 NOATBEPXKOAET, YTO S4P0 OMEpaLMOHHOM cuUcTeMbl Linux urpaet
KrntoyeBylo ponb B obecneveHmn 6e30nacHOCTU cuctembl. BCTpoeHHble 3alMTHbIE MexaHW3Mbl,
Takme Kak KOHTpPONnb [JOCTyna, yhnpasBfneHne namaATtbldo U ayTeHTudukaums, GopMUpyoT
MHOrOYpPOBHEBYI0 3alLMUTY OT pasnuyHbIX BUA0B aTak. OHM NpegoTBpaLLaT HECaHKLMOHUPOBAHHbIN
AOCTyN, BbINOSTHEHNE BPEAOHOCHOro koga, obecneymBaloT U30MsLUMIO NPOLLECCOB U AaHHbIX, YTO
CYLLECTBEHHO MOBbIWAET YCTOMYMBOCTb CUCTEMbI K kubepyrposam. KoHTponb pgoctyna,
peanv3oBaHHbIN Yepe3 ANCKPELIMOHHbIE N MaHAaTHble MOoAEenu, No3BonseT rmbko n addeKTUBHO
ynpaBfidaATb npaBaMu MONb3oBaTene W  MNPOLECCOB, MUHUMM3MPYA PUCK  3KCnyataumm
YSI3BUMOCTEWN, CBA3aHHbIX C YenoBevecknM bakTopoM unm owmnbkamm koHpurypaumm. MexaHnameol
ynpaBneHnsa NnamaTblo, Takue Kak BUpTyarnbHasa NnamaTb, CErMeHTaums U CTpaHn4Has opraHusaums,
obecneymBaloT 3alnUTy OT aTak, HanpaeBnNeHHbIX Ha NepenonHeHne bydepa n HapyLueHust B paboTe
naMmaTn, a Tawkke u3onauMio npoueccoB. [lpakTudeckMe npuMepbl peanbHbIX aTtak U ux
npegoTBpaLLEHNa OEMOHCTPUPYIOT 3EKTUBHOCTL 3TUX MExaHM3MoB B genctBun. OpHako
cnegyet OTMETUTb, YTO HU OAHAa cUcTeMa He MOXeT ObiTb abCoNOTHO 3alMLLEHHON. MMoCTOsAHHOE
pasBuMTME MeTodoB aTak TpebyeT HenpepbiBHOIO COBEPLUEHCTBOBAHUS 3aLUUTHBLIX Mep,
perynsipHoro OOHOBIEHMSI CUCTEMbI U MOBbIWEHUS KBanudukauMm crneumanuctoB B obnactu
©e3onacHoCTH.

CoBpeMEHHble TEHAEHUMM B pPa3sBUTUM 3aWMTHbIX MEXaHM3MOB sapa Linux Bknwo4daroT
MHTEerpauuio annapaTHbIX cpeacTB 6€30MacHOCTH, UCMNONb30BaHME METOA0B MALUMHHOIO 00ydeHnst
Ons oBHapyXeHua aHomanui u yrpos, paspaboTky HOBbIX NOAXOA0B K U3OMSAUMA U OrPaHUYEHUI0
npas npoueccoB. BaxHyo ponb nrpatoT nonb3oBaTenn u agMUHUCTPATOPbl CUCTEMBI, YbW OENCTBUS
N pelleHns CyLeCTBEHHO BIIMSIOT Ha 06U ypoBeHb 6e30nacHOCTMW.
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LINUX OMEPALMANBIK XYWECI AEHMEMIHAE WABYbINAAPObLI BONALIPMAYAA SOPOHbIH
KOPFAHbIC MEXAHU3MAEPIHIH POrI

Kasipai Linux onepayusinsik xytenepiHde Kayincizdik aca MaHbI30b! acriekm 6onbin mabsinadsl, an
0pO OHbl KaMmamachi3 emyde opmarbIK pen amkapadsl. 510po annapammseik pecypcmap MeH KorndaHbars!
b6arOapnamarbiKk Kammamachi3 emy apacbiHOarbl dendan pemiHde Xylernik pecypcmapra Kormkemimoinikmi
bakbinaldbl xoHe rpouyecmepdiH opbiHOanybiH b6acKkapaldbl. SI0pOHbIH Heeidai ¢hyHKuusinapbiHbiH 6ipi —
onepayusinbiK  xyle OeHeeliHOeai ocandbikmapObl naldanaHy MakcambiHOa 6arbimmarFadH mypai
kubepwabybindapdaH xyleHi Kopray. byn makanala Linux s0pocbiHOa icke acbipbliiraH Hezisai KopfFaHbIC
mexaHu3MOepi Kapacmeblpbinadbl, Mbicanbkl, Kormkemimdinikmi 6akbinay (SELinux, AppArmor), adpec
KeHicmiegiH paHOomusauyusinay (ASLR), xadmbi Kopray (DEP, Stack Guard) xeHe apmbiK KyKblKmapObi
wekmey. Ocbl mexaHu3MOepdiH 6yghepdi monmeipy, 3usiHObI KOOMbI eH2i3y XoHe KyKblIKmapObli apmmabipy
cekindi wabybindapdbl 6ondbipmay Hemece oniapdbiH acepiH asalimy xondapbl markbiiaHadbl. COHbIMEH
Kamap, ocbl 8dicmepldiH muimldiniei xeHe onap Linux HeeaisiHOeai xylenepdiH kubepkayincizdiaiH
KammamachbI3 emy cmpameausicbiHOarbl pesni mandaHaobi.

Makanada si0poHbIH KopraHbIC MexaHU3MOepiH Oambimydarbl afbiMOarbl ypdicmep MeH bonawiarsb! 0a
KaMmmbliiFaH, OHbIH iWiHOe annapammbik Kayincisoik KypandapbiH bipikmipy xoHe Kayinmepoi aHbiKmay yWiH
MawuHanblKk OKbimy mexHonoausnapbiH KondaHy. 510po MeH Xydesnik KoMrnoHeHmmepoi Yyakbimbirbl
XaHapmyOblH, coHOal-aK, KayinciddikmiH xofapbl 0eHeeliH Kammamachkl3 emydeai natdanaHywbinap MeH
oaKimwinepdiH besniceHOi peniHiH MaHbI30bInbiFbl amarn eminedi. Ocbinatiwa, makanada Linux s0pochkiHbIH
onepayusinbiK xylte 0eHeeliHOeai wabybindapobi bondbipmayda Kanal KemMekmecemiHi xoHe bonawakma
KoprayObl Kywelmy ywiH kaHOal wapasap KondaHblybl MyMKiH ekeHOiai aH-XaKkmbl Kapacmbipbliadsbl.

Tyiin ce3dep:. Linux sidpockl, xyle Kayinciadiei, KopraHbiC MexaHu3MOepi, Kormkemimoinikmi
bakbinay, Kykbikmapdbl wekmey, wabybiridap, 6ygepdi monmsipy, KOOMbI eHei3y.
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THE ROLE OF KERNEL SECURITY MECHANISMS IN PREVENTING ATTACKS AT THE LINUX
OPERATING SYSTEM LEVEL
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Security is a critically important aspect of modern Linux operating systems, with the kernel playing a
central role in its provision. Acting as an intermediary between hardware resources and application software,
the kernel controls access to system resources and manages process execution. One of its key functions is to
protect the system from various cyber threats and attacks aimed at exploiting vulnerabilities at the operating
system level. This paper examines the main security mechanisms implemented in the Linux kernel, including
access control (SELinux, AppArmor), address space randomization (ASLR), memory protection (DEP, Stack
Guard), and privilege restrictions. It discusses how these mechanisms prevent or mitigate the impact of attacks
such as buffer overflows, malicious code injection, and privilege escalation. The effectiveness of these
methods and their role in the overall cybersecurity strategy for Linux-based systems are analyzed.

Additionally, the paper highlights current trends and future prospects for the development of kernel
security mechanisms, including the integration of hardware security tools and the use of machine learning
technologies to detect threats. The importance of timely kernel and system component updates, as well as the
active role of users and administrators in maintaining high-security standards, is emphasized. Thus, the article
provides a comprehensive overview of how the Linux kernel contributes to preventing attacks at the operating
system level and outlines measures that can be taken to enhance security in the future.

Key words: Linux kernel, system security, security mechanisms, access control, privilege restrictions,
attacks, buffer overflow, code injection.
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WHTENNEKTYAJIbHAA CUCTEMA YNPABJIEHUA MOHUTOPUHIA U YNIPABJIEHUA
KINMAMATOM B YACTbIX NOMELLEHUAX HA OCHOBE IOT U SCADA

AHHOmMauyus: B cmamee npedcmasneHbl pe3yrbmamsl uccriedosaHull no paspabomke u
8HEOPEHUI0 UHMesnnekmyanbHOU cucmeMbl yrnpasieHus napamempamu YUcCmbix nomMeweHuUl Ha
ocHoge mexHonoauti MhmepHema gewel (loT), 8biNOHEHHbIX 8 paMKax NMpoeKkma rno co3daHuro
asmomamu3upo8aHHOU cucmeMbl MOHUMOPUHaa 05151 MEOUUUHCKUX U MPOMbIWIIEHHbIX 06BEKMO8.
YcmaHoeneHbl 3aKOHOMEPHOCMU MEeXHOI02UHECKO20 Mpouecca yrnpasieHuUsi MUKPOKIUMamom 8
YucmbIX MOMEWEHUSIX, 8K/IKYas KOHMPO/b 3a memrepamypol, 6/1aXHOCMbIO U Kayecmeom
go3dyxa, Yymo obecrieyusaem 8bICOKYO MOYHOCMb U HalexHOCmb cucmemsbl. PayuoHarbHbie
pexumbl pabombi cucmemsbl, roddepxxueaembie loT-ceHcopamu u nnamgopmol SCADA,
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obecrnieyusarom  cmabusnbHble  napamempbl  OKpyxarowel  cpedbl, 4mMO  [osbiliaem
aghgpekmusHocmb pabombl MEAULUHCKO20 060pydo8aHUs U CHUXaem 3HepeaoriompebrieHue.

lMpednoxeHa KoOHCMpyKkmueHasi 0COBeHHOCMb cucmeMbl YrpasieHus, M0380ssrwas
COKpamume 3Hepao3ampambl [pU y8esludeHUU MOYHOCMU MOHUMOpPUHaa U rnoddepxaHuu
onmumarsibHbIX yCri08Ul 8 4YUCMbIX [MOMEWEHUsIX, a makxe uHmeepayusi ¢ obnayHbIMU
rnnamaeopmamu 0risi yOarieHHO20 KOHMPOJIsl U aHanu3a OaHHbIX.

Knroyeenie cnoga: uHmepHem egeuwjel (loT), SCADA, yucmsbie rnoMeweHus, yrnpasraeHue
MUKPOK/IUMamomM, aemomMamu3ayusi, MOHUMOpPUHa 8030yxa, memrepamypa, 8/1a>XKHOCMb.

BBepgeHune

CoBpeMeHHble MPOMBILWSEHHbIE W MeAUUMHCKME OObeKkTbl NpegbsaABnsioT  BbICOKME
TpeboBaHMA K KayeCcTBY BO3dyXa WM MUKPOKNMMATY BHYTPWU NOMELLEHUIA, YTO OCOBEHHO BaXKHO AN
YUCTbIX MOMELLEHUN, UCNONb3yeMblX B papMaueBTU4ECKOM MPOU3BOACTBE, nabopaTopusix u
MeaMUMHCKMX yupexaeHuax [1]. YucTble nomeweHns TpebyroT MNOCTOSAHHOrO KOHTpons 3a
napameTpamMu OKpy>atlollenh cpedbl, TaKUMU Kak TemnepaTypa, BMaXHOCTb, a TakKe YpOBEHb
3arpsA3HAIWNX BellecTB B BOo3gyxe. OTO OOYCMNoOBMAEHO TeM, YTO Manenwme OTKMOHEeHUsa oT
HOPMAaTMBHbIX 3HAYEHW MOryT MOBMUATb HA KayecTBO Mpoaykuun mnmn 6esonacHocTb paboThbl
nepcoHana.

TpagnunoHHble MeToAbl KOHTPOMsS 3a COCTOSIHMEM BO34yxa M MUKPOKIMMAaTa B YUCTbIX
NOMELLEHUAX YaCTO CBA3aHbI C PYYHbIM YNPaBeHNEM U 3HAYUTENbHLIMU 3aTpaTaMu PECYPCOB, YTO
CHMXaeT appeKkTUBHOCTL paboTbl 06bEKTOB [2]. B nocnegHune rogbl TexHonorum MHTepHeTa Beluen
(IoT) n cuctembl gucneTdyepckoro KoHTponst U cbopa gaHHbix (SCADA) akTMBHO BHeOpsiOTCA B
pasnuyHble cdephbl, Npeanaras HoBble BO3MOXHOCTU ANA aBToMaTM3aumm NpoLeccoB MOHUTOPUHIa
n ynpaBneHus. VIHTennekTyanbHble cucTembl Ha 6ase loT no3BonsAwT B pearibHOM BpPEMEHMU
KOHTpONMpOBaTb NapameTpbl OKpyXatowen cpedpl, cobmpaTb U aHanM3MpoBaTb AaHHbIe, a TakkKe
aBTOMAaTMYECKM yNpaBnaTb 060pyaoBaHNEM AN nogaepXaHus onTUManbHbIX YCnosui paboThbl [3].

Cuctembl  KOHOMUMOHMPOBAHUSA  BO3gyxa B MNOMELLUEHMAX  TpebylT  BbICOKOM
NPON3BOANTENBHOCTU C TOYKN 3peHUs aHepronoTpednennd, 4todbl MUHUMU3NPOBATL 3aTpaTthbl 3a
cyeTr  obecneveHns  onpedeneHHbIX — TepMOrMrpomMeTpuyecknx  ycnosui.  oBblweHne
3HeproadHEKTUBHOCTN  YCTAHOBOK  KOHAWLMOHMPOBaHMS TpebyeT TwaTenbHOro adHanusa
3HEepreTU4eckom CUCTEMbI W  Pa3fIMYHbIX TEXHOMOMMYECKUX MapameTpoB, BMAKOWMUX Ha
NpOV3BOANTENBHOCTb TakKoOM CUCTEMbl. KOMMOHEHTbI CUCTEMbI OOSMKHbI ObiThb Hagnexawum
00pa3om CrnpoekTUpoBaHbl 1 ONTUMU3UPOBAHBI, YTOObI CHU3NTL NOTPeONeHne aHeprnm n BbiIGPOChI
3arps3HAILLNX BELLECTB.

MporHo3upytowas matematmdeckas mogaenb yxxe Obina paspabotaHa B [4] Ana m3dydeHus
3(pPEeKTUBHOCTU CUCTEM KOHAMUMOHMPOBAHUSA BO34yxa Ana obecrnevyeHus KOHTPONMpyemoro
MUKpOKNMMaTa. ABTOPbI NPeacTaBuMin OLIEHKY 3HEepPronoTpebrieHns C TOYKU 3pEHUst IHEpPrumn Ha
Harpes/oxnaxaeHue, yBnaxkHeHMe/oCylweHne U MOBTOPHbIN HarpeB (Korda MNpPOUCXOAUT Takou
npouecc), 1 nx mogenb Obina npoBepeHa MyTeM CpaBHEHUS pe3ynbTaToB C pes3ynbTaTamu,
nosny4yeHHbIMM C¢ nomolbito TRNSYS-17, kommepyeckoro nporpammHoOro obecnedyeHua ang
OWHaAMMYEeCKoro MogenupoBaHus, kak onncaHo B Ref [5]. Cpegun TexHonormyeckux napameTpos,
KOTOpble urpaloT (yHOAaAMEHTanbHYlO poNnb B Mpouecce Co3daHusi  KOHTPONMpyeMoro
MUKPOKNUMaTa, B CCblfIkaX pPacCMOTPEHO BAWAHUME BHELUHUX KrMMaTU4ecKux ycnosui. [6, 7]. B
4YacTHOCTW, B cTaTbe [8] aBTOpbl NMPOBENM aHaNU3 XapakTepPUCTUK OrpaxgaroLwmnx KOHCTPYKLMIA
30aHusa, B TO BpemMs kak B cratbe [9] Onsa  oueHknm 3HepronoTpebneHuss cuctembl
KOHAMUMOHNPOBaHUSA Bo3ayxa Obina ncnonb3oBaHa AnHaMmmyeckas mogernb. OEeKTUBHOCTb BCEW
CUCTEMbI B LIESIOM MpU PasfnyHbIX YCMOBUAX 3JKCMAyaTaumMm MoXeT ObiTb MOBbILEHA 3a cyeT
NCMOMb30BaHNSA YMUCIIEHHbIX anropuTMOB ONTUMM3ALMK, Kak nokasaHo B [10]. MHTepecHbIn 0630p
MHOroLeneBbIX METOAOB, NPUMEHAEMbIX K 3HEPreTUYecKMM cucteMam, npueeaeH B pabote [11], rae
3BOJIIOLMOHHbLIE  anropuUTMbl  ObIM MPUMEHEHbI K  aBTOHOMHOM  MBpugHOM  cucteme
BO30OHOBNSAEMON 3HepreTukn. Yto kacaetcsa crtpartermi ynpasnenHus cuctemamm HVAC, TO
MeTo4o0Normsa ONTUMMU3aumMmM CUCTEMbI OTonneHna paspaboTtaHa n anpobupoBaHa B [12]. Npouecc
onTUMmn3aunm ocyLiecTensieTcs nyTem aHanuaa pasnnyHbIX cTpaTerunmi
ynpaBnenuns. HeyausutenbHo, 4TO nNpu paboTe C 3HepreTUdeckMMy cucTtemamu npoueaypa
onTUMM3auMM CUCTEM B OCHOBHOM HarpaBfeHa Ha CHWwXKeHue 3HepronotpebneHus 3a cyet
obecnevyeHnss KadyecTBa BO3gyxa B MOMELWEHUN U  OAHOBPEMEHHOINO  MOAAEPKaHUA
TEPMOrMrpoMeTpUYECKNX MNapaMeTpoB B KOMAOPTHbIX npedenax. Kpome Toro, npoueaypa
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ONTUMMU3AUMM YYMTbIBAET He TONbKO NoTpebrneHve 3Heprum, HO U OrpaHvyeHns Ha BblIBPOCHI
3arpAsHAILWNX BelecTB. PasnuyHble cTpaTernm KOHTporns ncenegosatsl B [13], rae ummntaumoHHas
Mogernb, NpeanoXeHHas aBTopamu, Yy4nTbiBaeT BbIOPOCHI 3arpasHsSoLLNX BELLECTB B aTMocdepy C
0COObIM BHUMaHMEM K KOHUeHTpaumm CO2. Yto kacaeTcs pexunmoB paboTbl CUCTEM OTOMIEHUS,
BEHTUNAUUKN N KOHAUUMOHUpoBaHuna sodgyxa (HVAC), B nctouHuke [14] paccmaTtpuBaeTcs MeToq
ONTUMM3aLMK, KOTOPbIA KOPPEKTMPYET Hanboree BaxkHble napaMeTpbl npouecca Ansg JOCTMKEHNS
MUHUMAInbHOro aHepronoTpebneHns n obecnevyeHns TeNOBOro N rMrpPoOMeTPUYECKOro komdopTa.
Cpean napameTpoB npouecca — Temnepatypa OXnaxaeHHon BoAbl U TeMnepaTypa nogaBaemMoro
BO34yxa, W B JaHHOW paboTe aBTopam yAanocCb 4OCTMYb 3HAYMTENbHOM 9KOHOMUN 3Heprun. Kpome
TOro, MeToq ONTUMMU3aLnM y4nTbiBaET Kak BOAHOE, Tak U BO3ayLUHOE noTpebneHune. MpeanoXeHHbIn
anroputm HasbiBaetcsd REA (Robust Evolutionary Algorithm), n B uctoyHuke [15] nokasaHa ero
adppeKkTMBHOCTE Ans ynpaeneHus aHeprnen B cuctemax HVAC. Llenbto Hactosiwen paboTbl
ABMseTca aHanu3 cuctem ynpaeneHna HVAC gns mMukpoknumatuyeckux cped. HauuHaa c
npeackasatenoHon matematmdeckon mogenu AC_Code, paspaboTaHHOM M NOATBEPXKOEHHOM B
nUcTovHuke [4], npeactaBneHbl ABe OOHOBMEHHbIE MOAeNN CUMYNAUUW. OTU MOAENU YYUTbIBAKOT
pasnunyHble CUCTEMbl YNpaBIieHNA pacxo4oM BO3dyxa M OeTanbHbll dHepreTudeckuin GanaHc
KOHAMUMOHMpYemMon cpefbl. CMynauumn BbINOMHSKTCA B AWHAMUYECKMX YCMNOBUSX C LLArOM
cumynsauum B 1 4ac 1 MCNONb30BaHMEM MOYACOBbIX METEOPOSIorMyecknx AaHHbIX. B kavectse
pesynbTata MoAenb CUMyNaUMM NpPeaocTaBnseT AaHHble O noTpebneHuu 3SHeprum cUcTemon
KOHAMLUMOHMPOBaHUA BO3ayxa, NOTpebneHnm anekTposaHeprnm CUCTEMON pacnpeneneHnsa Bo3ayxa,
3Ha4YeHus TemnepaTypbl U OTHOCUTENBbHOW BNAXHOCTW, BO3HWUKalOLWME B pesynbrarte npouecca
KOHAMUMOHNPOBaHUA, a Takke TepMOAMHaMMYECKOe COCTOSIHME BMaXHOro BO34yxa, KOTOPbIN
nokmgaeT KoHAuUMOHMpyemyto cpeny. Mogenb BknoyaeT B cebsi aHepreTMyeckui GanaHc Kak
CUCTEMbl KOHANLMOHMPOBAHMA BO34yXa, Tak U CaMON KOHANLMOHUPYEMOW Cpeabl.

MeToaonorua v pesynbtaTtbl UCCnefoBaHus

PaspaboTka nHTennekTyanbsHON CUCTEMbI YNpaBneHUs YUCTbIMU NOMELLEHUAMN HA OCHOBE
TexHonorun NHtepHeta Bewen (IoT) n SCADA ocyuwiectBnanacb B HECKOrbKO atanoB. OCHOBHOM
uenbio ObINO co3gaHMe aBTOMaTU3MPOBaHHOM CUCTEMbI, ObBecrneyuBalolen KOHTPOMb U
perynvpoBaHne napameTpoB MUKPOKNMMATa B peXume pearibHOro BpeMeHu, YTo 0COBEHHO BaXKHO
ANa MeauuMHCKuX 1M dpapmaueBTUYecKnx obbekToB, rae Tpebyetca noggepxaHve CTabunbHbIX
YCNoBWr ANS XpaHeHUs 1 NPOU3BOACTBA NPOAYKLUNN.

ApxuTekTypa cucTembl, NpeacTaBreHHas Ha pUCyHke 1, COCTOMT U3 HECKOIIbKMX YPOBHEN.
BepxHuii ypoBeHb BKNOYAET Mnofib3oBaTernbCkMe ycTponcTBa, Takue kak [1K, cmapTdoHbl u
aBTOMaTu3npoBaHHoe paboyee mecto ancnetyepa (APM), koTopble ncnonb3yroTca Ans A0CTyna K
cMcTeMe 1 yrnpaBsreHus er. 3TN YCTPOMCTBa NO3BONSIOT onepaTopam OCyLEeCTBASATE MOHUTOPUHT
AaHHbIX B peanbHOM BpeMeHU 1 ynNpaBnaTb 06opyaoBaHNEM.

|
nK Cumaprdon ‘ APM ([wcneTwepckan) :
|
SCADA &
Telegram Bot (Supervisory Control and Data Acquisition System) Email

OPC UA
(Open Platform Communications Unified Architecture )

Cloud

Moty i NEpEARSH Al © Moayns NEPEOaYs JEHHLD C PAIePSHDOBHHEM
(Ethemet WiFi) {EthemethiF.

|
nnx nnx K |
(Mporpasu spys i il’lvulun_n-u\mu.m (POt panmmap e
MOt SO TRONNEP) T MSECHAR GO TR0 S0 NOrMeeCEas KonTRONNeR |
Momyre PACIMpENHR Moay ne pacwsassn Mogyie BRCLmgm |
(anaiog. digital) (analog. digital) (analog. digital) |

Mossps i o [ r—— E -t Momapis Pt ) floatinly
" ; canas ' e

D Ds:
& paraan [ S

PucyHok 1 — ApxuTekTypa cncTeMsl
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Takke B apxUTeKType NnpeaycMoTpeHbl cCUcTeMbl yBegomneHnn yepes Telegram Bot n Email,
4yTO obecnevmBaeT BO3MOXHOCTb ONepaTMBHOIO OMOBELLEHUS O NIOObIX M3BMEHEHUSIX B CUCTEME.
CpenHuin ypoBEHb apXUTEKTYPbI BKIHOYAET KITH0UYEBbIE KOMMOHEHTLI cUCTEMbI MOHMUTOpUHra: SCADA
(cuctema gucneTyepcKoro KOHTPONs M cbopa AaHHbIX) ON1S KOHTPOMS U ynpaBreHns npoLleccamu,
OPC UA (yHUdunumposaHHas apxuTekTypa KOMMYHUKaLniA), obecneynBatoLLas
CTaHOapTU3MPOBaHHYI0 Nepefady AaHHbIX Mexay ycTpouctBamu, n obnavHas nnatdopma ans
XpaHEeHUa M aHanu3a AaHHbIX. OTW KOMMOHEHTbl MO3BONSAT MHTerpupoBatb U obpabaTtbiBaTtb
OaHHble C pasnU4yHbIX YCTPOWCTB, a TakkKe ynpaBndATb CUCTEMOW yOanéHHo. HWXHWMA ypoBeEHb
npeAacTaBneH annapaTtHbIMU KOMMOHEHTaMu cucteMbl, Takumu kak [MJIK (nporpammupyembie
nornyeckne KOHTPOMNepbl), paclwmpuTenbHble Moaynu (aHanorosble U UMAPOBbIE), a Takke
AaTynkn (noxapHble OaTYMKM U OaTYMKUM NPOTeYKM BoAbl). [AnA MOBbIWEHWS HaAeXHOCTU U
cTabunbHOCTN paboTbl cMCTEMA UCNONb3yeT MOAYNU MNepedayn OaHHbIX C pe3epBUPOBAHUEM,
nogaepxunsatowme kak Ethernet, Tak n Wi-Fi coeguHenuns. 3t moagynm obecneunBaroT NOCTOSIHHYHO
CBSA3b MeXQy KOHTposfiepamMmu U CUCTEMOM MOHUTOPUHIA, YTO No3BonseT aPdEKTUBHO yNpaBnsTb
obopyaoBaHnem n GbICTPO pearnpoBaTb Ha NOObIE NIBMEHEHUSA NapaMeTpPOB.

BbI60Op KOMNOHEHTOB CUCTEMbI

Cuctema ynpaBneHUs U MOHWUTOPMHIA YUCTbIM MOMELLEHMEM COCTOUT U3 Crnegyromnx
6GroKoB:

e CUCTEMA BMU3yanu3aumm AaHHbIX U JUCTAHLMOHHOIO ynpaBneHuns;

e Onok ynpaeneHusa (LWMT ynpaBreHns BEeHTUNSAUMEN, LWUT PYYHOro M aBTOMaTtu4ecKoro

yrnpaBneHusi, LWUT ynpaBneHnss 1 MOHUTOPUHIa YCTPOMNCTBaMK, CepBEpPHbIN B0K);

e cuctema HMI (Human Machine Interface).

Moaynb cuctembl BU3yanuaaumm AaHHbIX U ANCTAHUMOHHOMO yNpaBfieHus, NokasaHHasa Ha
puUcyHKke 2, Gbin peanunsoBaH Ans Toro, 4Tobbl onepaTop CMOr B PEXWME pearlbHOro BPEMEHM
OoTCnexuBaTb KNo4eBble napameTpbl paboTbl YMCTOrO MOMELLEHUS, TakMme Kak TemnepaTtypa,
BMNaXXHOCTb, OaBreHne, YPOBEHb YacTuL M COCTOSIHME BEHTUNSAUMOHHLIX cucTteM. [ns yaobcTtea
yrpaBneHns U MPUHATUA pelleHnn NpeaycMoTpeHa BO3MOXHOCTb YAAneHHOro KOHTpons 4epes
MOBUIbHbIE NPUNOXeHUA. [JaHHbIe 0TOBpaxatoTCa B BUAE UHTEPAKTUBHbIX rpadpnkoB 1 Tabnuu, 4To
ynpoLiaeT MOHUTOPUHT N ANArHOCTUKY NOTEHUManbHbIX OTKNOHEHUN OT HopMbl. LLnT ynpaBneHus
BEHTUNAUMEN KOHTpONMpyeT napameTpbl Bo3gyxoobmeHa u  unbTpaumn, obecneymsas
nogaepXaHme 3adaHHbIX YCNOBUA B 4YMCTOM nomeleHuun. LMT ynpaBneHus M1 MOHUTOpUHra
YCTPONCTBaMM NO3BONSAET KOHTPONMPOBATL COCTOAHNE U PaboTy NOAKMIOYEHHbIX YCTPOUCTB, TaknX
KaKk o4ncTuTenu Bo3gyxa, (unbTpbl, CUCTEMbl MOA4aYM rasoB W Opyrue BCrOMOraTeribHble
anemeHTbl. CepBepHbI BMOK UrpaeT KNYEBYO posb B 06paboTke M XpaHEHUU OaHHbIX, a Takke
obecneynBaeT CBA3b MeXAy pasfnuMyHbIMW CUCTEMHbIMM KomnoHeHTamu. HMI npepoctasnsier
WHTYUTUBHO MNOHATHLIN MHTEPdENC ANA B3aUMOAENCTBUA onepaTopa ¢ cuctemon ynpasneHuns. OHa
WHTerpupoBaHa ¢ GrokOM BuU3yanusaumm SaHHbIX U MO3BOMSET HE TONbKO MOHUTOPUTL TEKyLlime
napameTpbl, HO W yNpaBnATb Pa3NUYHbIMKU acnekTaMu CUCTEMBbI, BKIHOYAs HACTPOWKY PEXMMOB
paboTbl BEHTUMSAUUWN, KOHTPOSb COCTOSIHUS (OUNLTPOB, a TaKkKe ynpasfieHWe aBapUHbIMU U
npegasapunHeiMn coctostHnamu. HMI noggepxusaeT cueHapun aBTOMaTMYECKOW peakuun Ha
KpUTU4EeCKne cobbiThS, YTO MUHUMU3MPYET BPEMS PEaKLMM Ha OTKIOHEHUS M MOBLILAET O6LyHo
HaOEeXHOCTb CUCTEMBI.

BNOK ynpasnenus:
. Ut ynpasnenws senTwnsuKeA

OBLUM# KOMHATLI YNPABNGHMS W CHCTOMI CHCTeMa BU3YaNM3LMM AAHHBIX K
HMI AMCTaHUMOHHOTO ynpaBnenms SCADA

(Human Machine Interface) LUAT PYNHOTO W ABTOMATHECKDTD YNPABNeHMS

1
2

3 W
4. Cepsepwuid 6nok

PI/IcyHOK 2 — bnoku I/IHTeJ'IJ'IeKTyaJ'IbHOVI CUCTEMDI yrnpaBneHnAa MOHUTOPUHIa
M yrnpasneHna KnmmaTtom
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Ona cuctembl ynpaeneHusi 6binn BblIbpaHbl CEHCOPbl TemnepaTypbl, BRAAXHOCTU WU
sarpasHsiowmx Bewects (PM10, CO2 wn pgpyrve), noxapHble AaTyviku, OaTyKU MPOTEYKM,
GakTepuumaHble namnbl, KOTopble 06ecneynBaloT TOUHbIE MU3MEPEHUSS NapaMeTPOB OKpYXatoLen
cpenbl. KOHTpOnb OCyLLecTBANCS C MCNonb3oBaHMEM MUKpokoHTponnepoB Siemens SIMATIC un
Raspberry Pi, obecneunBatowmx cbop gaHHbIX U ynpaBrieHNe UCMOSTHUTENBbHLIMU MEXaHM3MaMu,
TakMMM Kak KOHOULNOHEPbI U CUCTEMbI BEHTUNALUMKN. KOMNOHEHTLI CUCTEMBI YIpaBneHNUst KNMmMaToMm
oToBpaxeHbl Ha pUCyHKe 3.

CurHanusaums [P — NomapHbiA AaTUMK Nomapwbif AaTMK Orerywmrens

Aaranx Aaramk np namna namna Ta6no seixoa

PI/IcyHOK 3 — KOMMNOHEHTLI cUCTEMBI ynpaeieHna MUKPOKINnmMmaTom

McnblTaTenbHbI  CTEHO, WHTENNeKTyanbHOM CUCTEMbI YyNpaBreHus TemnepaTypon WU
KOHAMUMOHNPOBaHNEM BO3ayxa BKIlOYaeT B cebs:

1. Wkad ynpaBneHuss n KoHTpons ¢ cBOGOAHO NporpamMmupyemMbiM KOHTPOJSIIEPOM U
MoaynsMn BBoAa/BbliBOAA.

2. [JaTumKkn 1 NCNOJTHUTENbHbIE MEXaHMU3Mbl, PACMOJIOKEHHbIE HA CTEHAE.

3. becnpoBogHasa cuctema cbopa gaHHbix VEGA Absolute, ocHoBaHHasi Ha TEXHOMOrMu
LoRaWAN.

4. Cnctema BuaeoHabnogeHuns.

5. ABTomaTnsmpoBaHHoe pabodee mecTto (ganee APM) ¢ ycTaHOBMEHHbIM NpOrpaMMHbIM
obecneyeHnem SCADA Genesis64.

Cuctema 6bina nHterpupoBaHa c¢ nnatgopmonn SCADA Genesis64, koTopas no3sonset
KOHTPONMUPOBaTb COCTOSIHUE CUCTEMbI B PEXUME pearnbHOro BpPeEMEHW, cobupaTb AaHHble C
CEHCOpPOB W OCYLLECTBNATb NPEOUKTUBHYIO aHaNUTUKy AN onTummusaumm paboTbl 000pyaoBaHUS.
Ona 6GecnpoBogHOM nepedayn [aHHbIX Ucnonb3oBanacb TexHonormsas LoRaWAN, koTopas
obecneynBana HagexHyt CBS3b MeXay CEHCOpamMun U LieHTparnbHbIM CEPBEPOM, KOTOpas NokasaHa
Ha pucyHke 4. [Ina uHTerpauumn B CUCTEMY MOHUTOPUHIA 1 CBA3W MeXAyY YCTponcTBamm Obin BbiGpaH
npotokon ModBus TCP, paboTtatowuin B cetn Ethernet, roe kaxabiv IP-agpec yctponctea cnyxut
ero yHukanbHbIM naeHtugpukatopom. O6bIMHO YCTPONCTBA HAaXO4ATCA B O4HOW noaceTu, a ux IP-
agpeca oTnuyarTca NUwb nocneaHnmn undpamm (Hanpumep, 192.168.1.20), 4To XxapakTepHo Ang
ncnonb3oBaHna Mackm nogcetn 255.255.255.0. Baaumopenctesme yCTpPOWCTB OCYLLECTBASIETCS
yepes Ethernet-untepdeiic c ucnonesosaHnem npotokona TCP/IP, a anga ceaau npumeHsietca TCP-
nopt 502.

CHCTOMa BHIYanMIaUMm AAHHLIX K
AMCTAHUMONHOTO ynpaBneHus SCADA

PucyHok 4 — Cuctema gns gucTaHunMoHHOro ynpaesneHms npy nomowwm SCADA
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[lns yoaneHHOro MOHUTOPWHIa 1 ynpaeneHust 6bino paspabotaH MOGUNbLHOE NPUNoXeHue,
nokasaHHasi Ha pucyHke 5. B npunoxeHumn otobpaxatoTcsi cBe4eHUsl 0 TemnepaTtype, BKIIYEHNE 1
BbIKIKOYEHME CBETA, OTOMIEHMS U TPEeX BEHTUNSLMOHHbLIX CUCTEM B YACTOW KOMHaTe.

PucyHok 5 — MobunbHoe npunoxeHve ans yaaneHHoro ynpaeneHus

CoBpeMeHHble TexHonormnm asToMatTmsaumm u WHTepHeta Bewen (loT) pagukanbHO
N3MEHSIOT NoAX0oAbl K yNpaBnNeHNO MUKPOKITMMATOM B YUCTbIX MOMELLEHUNAX, rOe CTabunbHOCTb
napameTpoB BO3gyxa N TEMNEPATYPHOro pexnma UMeeT Kputndeckoe 3HadeHue [4]. lNpumeHeHne
SCADA u loT oTKpblBaeT HOBble BO3MOXHOCTM ANI1 TOYHOMO WU HEnpepbiBHOrO KOHTPONS 3TUX
napameTpoB. Manenwue konedaHusi TeMnepaTypbl U BNAXHOCTU MOTYT MOBMAUSITb HA KavyecTBO
npoaykumm wnn  6e3onacHOCTb  COTPYOHWUKOB, MHTEMNEKTyalnbHble CUCTEMbl  yNpaBrieHust
obecneynBaloT HEOOXOONMbIA YPOBEHb aBTOMaTU3aumMn. IHTepHET Belen No3BonsieT cucteme B
pexMMme peanbHOro BpeMeHu cobupaTtb AaHHble C OOMbLIOrO KONMYEecTBa CEHCOPOB, TaKMUX Kak
AaTyvKnM TemnepaTypbl, BIAXHOCTW, YPOBHS 3arpa3HEHN, 1 onepaTUBHO KOPPEKTUPOBaTL paboTy
obopyaoBaHus. OTO CHWXaET 3aBUMCUMOCTb OT PYYHOrO YMpaBfeHMS U MOBbLILWAET TOYHOCTb
nogaepXxaHusa 3agaHHbIX napameTpos [5].

OCHOBHbIM NpPenMyLLECTBOM pa3paboTaHHON CUCTEMbI YNpaBneHns U MOHUTOPUHra Ha 6ase
IoT n SCADA saBnsieTcs BO3MOXHOCTb aBTOMATMYECKOrO ynpaBrieHns MUKPOKIMMATOM Ha OCHOBE
pearnbHbIX AaHHbIX. CUCTEMbI MOTYT afanTMpoBaTh CBOM OENCTBUS B 3aBUCMMOCTU OT U3MEHEHUS
YCINOBWI, HanpuMep, CHMXas MOLLHOCTb BEHTUNSALMOHHBLIX CUCTEM B Nepuoapl, koraa He TpebyeTcsa
aKTMBHasA UMPKYnaumMsa BO3gyxa, YTO MO3BONSAET 9KOHOMUTb 3Hepruo. ABTomMmatmsauus no3sonsaet
COKpaTuUTb aHeprosaTtpaTtbl Ha 15-20%, 4YTO 3HAYMTENBbHO CHWXAeT obLline aKcnnyaTauWoHHbIE
pacxoabl [6].

Cuctembl ynpaBneHWss MUKPOKMIMMATOM MOryT OblTb WHTErpuMpoBaHbl C O6nayvyHbIMu
nnatpopmMamm Anst XpaHEHUs M aHanm3a AaHHbIX, YTO MO3BONSAET MPOBOAUTL AOSNITOCPOUHbLIN
MOHUTOPUHI U aHann3 n3amMeHeHun napaMmeTpoB MUKpPOKNMMaTa. Takme CUCTEMbI Takke MOryT BbITb
NCNoNb30BaHbl 4515 ONTUMMU3aunnM ynpaBneHnsa aHepronotTpebneHnem B Apyrux obnacrtax, Bknoyas
NPON3BOACTBEHHbIE N WUCCIIEA0BATENBbCKME MOMELLEHMUS, TOe BaXXHO NoaaepXuBaTb CTabunbHble
ycrosusi.

PesynbTaTbl uCccneaoBaHus

B xoge uccnenoBaHus Obinv 4OCTUIHYTLI Criegyowmne pesynbTaThl:

1. Cuctema nNpoaemMoHCTpMpoBana BbICOKYID TOYHOCTb M3MEPEHW: TOYHOCTb CEHCOPOB
coctaBuna okono 99%. 9710 No3BONSET UCNONb30BATb CUCTEMY B KPUTUYECKM BaXKHbIX 0OnacTsx,
TakMx Kak mMegvumMHa u dapmaueBTuka, rge crabunbHble napaMeTpbl OKpyXKatlollen cpeapl
ABMAOTCA KNOYEBbIMMU.

2. bnarogaps aBTOMaTM3auMM MPOLECCOB YMNpPaBfeHUS CUCTEMOW BEHTUMALMM U
KOHAMUMOHMPOBaHUA BO34yxa YAanocb CHuM3WUTb aHepronotpebneHne Ha 20%. Cuctema
perynupyet paboty obopyagoBaHMs B 3aBUCMMOCTM OT TEKYLLUMX NapaMeTpoB MUKpPOKNMMaTa, YTo
npeaoTBpaLLaeT Nepepacxoq pecypcoB.

3. WIHTennekTyanbHass cuctema ynpasneHus obecneyvmBana noggepxaHue ctaburnbHon
TemnepaTtypbl M BMaXHOCTM B npegenax 3agaHHbiX 3HavYeHun. OTKNOHEeHUS OT HOpPMbl He
npesbiwany 2%, YTO NOATBEPKAAET BbICOKYIO 3EKTUBHOCTL YNpaBrEHMSI.
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4. BHegpeHve cucTeMbl MO3BOMMUIO 3HAYUTENbHO COKPaTUTb HEeOBXOAMMOCTb PYYHOrO
ynpaBneHns n koHTponda. Cuctema aBToOMaTU4YeCKu perynupyeT napameTpbl MUKpoknumarta u
nHopmMupyeT onepaTtopa yepe3 cucteMmy yBegomneHun (Telegram, Anpgekc Anuca) o nobbix
N3MEHEHMUAX NN HEUCNPABHOCTAX, YTO MUHUMU3UPYET YenoBevecknin hakTop.

5. Cuctema ycnewHo nHTerpmpoBaHa ¢ obnavHbiMu nnatgopmamu, 4To NO3BONSET XPaHUTb
N aHanu3npoBaTb AaHHble 3a NPOOOIPKUTENBHBIN Nepnos BpeMeHU. JTO OTKPbIBaeT BO3MOXHOCTU
Ans  MacwTtabupoBaHUA CUCTEMbl W €€ UCNOoMb30BaHWS Ha Apyrux obbekTax, BKroyas
NpOV3BOACTBEHHbIE NPeanpuaTa n nabopatopuu.

PesynbTaThbl nccnegoBaHus nokasanu, 4To paspaboTtaHHaa cuctema MOXeT CyLeCTBEHHO
NoBbICUTb 3(PEKTUBHOCTL YNpaBrneHUss MUKPOKITMMATOM B YNCTbIX NOMELLEHUSAX, CHU3UTb 3aTpaThl
Ha aHepropecypchbl 1 obecnevnTb cTabunbHble ycrnousa anga paboTel 060pyaoBaHUA 1 nepcoHana.
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