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APPLYING SOCIAL MINING RESULTS FROM OPEN SOCIAL NETWORKS

Annotation: The advent of web-based communities and social networking sites has resulted in a
massive amount of social networking data that is embedded with rich sets of meaningful social media
knowledge. Social network analysis and the study of social structures using networks and graph theory help
to find a systematic method or process for studying social networks. The article reveals the concept of
intellectual analysis of social networks. The key aspect of the article is the application of the results of social
network analysis to various branches of human activity.

Describes the benefits of using Social Mining to identify patterns in big data. Using Social Mining
mechanisms, you can find non-trivial and, at first glance, non-obvious patterns in large volumes of information.
The article provides examples of software that can be used to quickly collect and analyze data from social
networks. Analytics services simplify work and increase opportunities on social networks. Social network
analysis provides an effective system for discovering and interpreting online social connections.

Social network analytics goes beyond counting likes, reposts and links. This is a comprehensive in-
depth data analysis that helps to understand what attracts more attention or guide users when accessing the
brand through social networks.

Key words: data mining, social networks, big data, data collection, web communities.

Introduction

Regardless of the field of activity, the widespread penetration of information technology into
the life of a modern person can be traced. Advances in technology have led to the emergence of
forms of electronic communication such as web communities and social networking sites. They
facilitated collaboration and information sharing between users.

The advent of web-based communities and social networking sites has resulted in a massive
amount of social networking data that is embedded with rich sets of meaningful social media
knowledge. Social media mining aims to extract, represent, and exploit rich sets of meaningful
knowledge from massive amounts of social media data, from data in digital text forms to data in
multimedia formats.

Conditions and methods of research

Social network analysis and the study of social structures using networks and graph theory
help to find a systematic method or process for exploring social networks and for discovering,
obtaining, representing and using meaningful knowledge such as interdependence relationships
among social entities in networks.

Social network analysis can also be seen as the interaction between data mining and social
computing. Data mining refers to the non-trivial extraction of implicit, previously unknown, and
potentially useful information from data (such as social media data); social computing crosses social
behavior and computer systems in that it computationally facilitates social inquiry and social-human
dynamics in social networks, creates social conventions using computer software, and develops
information and communication technologies to deal with social context. An important goal of social
network analysis is to obtain meaningful knowledge about social networks contained in social
network data [1].


mailto:zhitosya@mail.ru

Data Mining methods are used to search for non-obvious patterns in large amounts of data.
Often, the use of a set of Data Mining methods is called data mining. Data Mining combines methods
that have developed in various disciplines, in such sciences and research areas as applied statistics,
pattern recognition, artificial intelligence, database theory, etc. Data mining methods are based on
an information approach to modeling, in which the model is based on data processing rather than
mathematical patterns. The construction of information models is based on machine learning, when
the parameters of the model are determined on a training set of data, and the evaluation of the model
is based on a test set. Each of the Data Mining tasks can be solved by different methods. Thus,
models of decision trees, logistic regression, and artificial neural networks can be used to solve the
classification problem. The regression problem can be solved by statistical or neural network
methods, while neural networks allow modeling nonlinear dependencies.

Solving business intelligence tasks requires, as a rule, the application of some set of Data
Mining tasks [2].

One of the algorithms for implementing effective mechanisms for personalized presentation
of information to users based on the use of Data Mining tools includes the following steps:

¢ Collecting and enriching information about users of the social network.

e User segmentation.

e Interpretation and description of segments.

e Segmentation of guest users based on the built model.

¢ Personalized provision of information to user segments [3].

Social network analysis (figure 1) makes it possible to solve important practical questions
and find unknown insights in sociology, psychology, economics and politics. One of the goals of
social network analysis is to classify social network users according to various characteristics that
make it possible to predict their future behavior. Intellectual analysis of social networks is
successfully used in personnel agencies, educational institutions, banks, and insurance companies.
Next, the resulting data will go through social media analytics and can be applied to these various
fields.

Number of Q
subscribers

Social
network
analysis
metrics

Figure 1 — Social networking analysis techniques

Modern social media mining is a controversial practice that has led to exponential user growth
for tech giants such as Facebook, Inc., Twitter and Google. Such companies, considered "big tech”,
are companies that create algorithms that use user input to understand their preferences and keep
them on the platform as often as possible [4].

Research results

Analysis of data from social networks helps to search for people according to the necessary
characteristics, identify users, look for relationships between them and predict their needs.
Companies use data from social networks and corporate portals to support customer interaction,
solve marketing problems, business analytics, information security and to manage employee
competencies. The public sector analyzes media materials to identify citizens' interest in certain
government events, and also analyzes information from social networks to identify possible
fraudulent and terrorist groups. For example, the US National Security Agency uses electronic
surveillance and social media pattern-finding programs to generate data needed to predict areas
where crimes and terrorist attacks are most likely to occur. There may be users on a social network
with suspiciously high activity, or their behavior may differ significantly in some respects. The
simplest example is mass spam, viral marketing. However, the content of these messages may also
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contain links that carry a hidden threat. Such “activists” need to be neutralized in a timely manner.
Similar methods of data analysis and search for patterns are called Social Mining [5].

Using Social Mining mechanisms, you can find non-trivial and, at first glance, non-obvious
patterns in large volumes of information. But to do this, the analysis system must first be trained on
what to look for. This requires summarizing past experiences and collecting as much data as
possible. The more information the Social Mining system receives for initial training, the higher the
reliability of the analysis will be. The most commonly used tool for analysis and visualization in this
field is a graph, in which the nodes are people or groups, and the arcs show the relationships and
flows of information between them [3].

Discussion of research results

The functions of applications designed for analyzing social network data include collecting
and accumulating information, modeling the network and its distribution, analyzing the
characteristics and behavior of users, their interactions based on location, as well as predicting
connections and analyzing objects. Examples of such services for collecting and analyzing data from
social networks are:

» FindFace is a Russian web service that helps you find people on the VKontakte social
network by their facial photo;

* Publer web service, designed to monitor advertisements and analyze communities on
VKontakte, Odnoklassniki and Instagram;

» Pepper.ninja is a social media targeting or audience targeting service. Pepper parses the
VKontakte audience using advanced algorithms. It can collect users based on several dozen
characteristics: age, gender, geolocation, marital status, place of study and work, what kind of activity
they showed, interests and much more;

» Cerebro Target is a service through which access is provided to attract customers using
retargeting (retargeting) them from the social network — Vkontakte. Thanks to its use, opportunities
are provided for selecting a suitable audience;

» Popsters — a service for analyzing publications in social network communities;

* LiveDune is the largest analytics service that allows you to analyze your own profile and
competitors’ accounts, provides reports in pdf files, Excel and Google presentations [6-12].

In order to effectively organize the search for knowledge necessary to support decision-
making in analytical systems, the most effective approach is to implement complex DM projects with
deep integration of analytical tools into work processes.

6 groups of Data Mining tools are suitable for these requirements: DM Tools (DMFT — Data
Mining Field Tools) — these tools are aimed at a special application area. Business Intelligence Tools
(DMBT - Data Mining Business Tools) — are not focused on working with Data Mining tasks, but
support intelligent data processing methods (for example, clustering algorithms, classifications for
business analysis). DM Tools (RDMT — Research Data Mining Tools) — these tools are used to
develop new experimental algorithms and methods for intelligent data mining. Mathematical
packages (DMMP — Data Mining Mat Package) — these packages were not oriented for Data Mining,
but they contain a huge number of algorithms and methods that allow for data mining functions [2].
DM Tools (SDMT — Specialties Data Mining Tools) — these tools are used for certain types or
methods of intelligent data processing. Integration packages (IDMT — Integration Data Mining Tool)
are sets of algorithms that form either separate software tools or expansion packs. "Sets" of
intelligent data processing (DMST — Data Mining Suite Tools) — support a range of algorithms and
methods of intelligent data processing. They are focused on working with various data
(multidimensional data, structured data and unstructured data).

For a more accessible perception of this information, Table 1 is made, in which a comparative
analysis of intelligent data processing tools for the implementation of analytical DM projects is
performed [7].

Analytics services simplify work and increase opportunities on social networks. However, the
problem remains obtaining reliable information about the user and identifying the intensity of
interaction on the network, as well as processing a large amount of data.
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Table 1 — Comparative characteristics of DM tools

DM Tools Export/ Client-server Availability of 'Support er GUI | Visualization
Import support reports various algorithms
DMFT yes no no no yes yes
DMBT yes yes yes no yes no
RDMT no no no yes no no
DMMP yes no no yes no no
SDMT yes no no no yes yes
IDMP no no no yes yes no
DMST yes yes yes yes yes yes

Conclusions

Social network analysis provides an effective system for discovering and interpreting online
social connections. These are examined using a range of analytical techniques, ranging from simple
centrality measures to sophisticated multilevel modeling.

Using graph analysis in social networks, one can draw interesting and non-obvious
conclusions: which objects are most effective in disseminating information, which objects of network
groups generate the main traffic between other groups, which groups of objects are isolated from
the network, etc. These findings can be useful in various fields: Internet, marketing, security,
advertising, network optimization, corporate psychology. A special area of application of social
network analytics services is the study of the interaction and behavior of adolescent children on
social networks.
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NMPUMEHEHUE PE3YJIbTATOB SOCIAL MINING U3 OTKPbITbIX COLUMUAIbHbIX CETEX

lNosisneHue seb-coobwiecmes u calimos couuarnbHbIX cemel Mnpueesio K rosi8rIeHU 02POMHO20
obbema OaHHbIX coyuallbHbIX cemel, 8 Komopblie ecmpoeHbl bozambie Habopbl 3Ha4YUMbIX 3HaHUU O
coyuarbHbIx cemsix. AHanu3 coyuasrbHbix cemel u uccredosaHusi coyuasibHbIX CMPyKmMyp C MOMOUWbIO
cemel U meopuu 2pagho8 nomozarom Halmu cucmemamuyeckul memod usnu ripouecc 05151 uccrie0osaHusi
coyuarsnbHbIx cemel. B cmambe packpbimo noHssmue UHmessiekmyanbHo20 aHau3a coyuasbHblx cemed.
Knrouesbim acriekmom cmambu 5187151emcsi MPUMEeHeHUe pe3yibmarmos aHasu3a coyuarbHbix cemel 0ns
pasnuyHbIX ompacisel Yesogedyeckol 0essmesibHOCMu.

Onucbigaemcs npeumyuiecmea ucrosnb3oeaHusi Social Mining 05151 ebisierieHUs1 3aKoHoMepHocmel 8
b6onbuwux daHHbIX. C nomouwibro MmexaHuamos Social Mining MoHO HaxoOumb HempuguarbHbIe U, Ha rnepabil
832s1510, Heo4eBUOHble 3aKOHOMepHocmu 8 bonbwux obbemax uHgopmauuu. B cmambe npugedeHbl
rpuMepsbi NpoepamMmMHO20 0becrieqyeHus], ¢ MOMOWbI KOMOPO20 803MOXHO ocywecmaums beicmpbili c6op u
aHanu3 OaHHbIX U3 couyuanbHblx cemel. Cepsuckl aHanumuku ynpowarom pabomy u yeenu4dugarom
B803MOXHOCMU 8 coyuarnbHbIX cemsx. AHanu3 coyuarsnbHbix cemeli npedcmassissem coboli 3¢hheKmusHyro
cucmemy 051 0bHapyXeHus1 U UHmMeprpemauyuu obu,ecmeeHHbIX OHNalH-ces3ed.

AHanumuka coyuarnbHbix cemel 8bixodum 3a paMku nodcyema salkos, pernocmos u rnepexodoes rno
ccbliikaMm. Omo KOMIeKCHbIU arybokul aHanu3 0aHHbIX, MoMo2atouwuli MOHSAMb, 4Ymo fnpusriekaem 6ornbuie
8HUMaHUS Uu Yem pyKkosoOcmeyromcs nosb3o08ameriu, obpawatrouwjuecs K bpeHdy 4epe3 coycemu.

Knroyesnbie csioea: uHmennekmyarsnbHbll aHanu3 0aHHbIX, coyuarnbHble cemu, bonbuwue OaHHbIe,
cbop OaHHbIX, 8eb-coobuwecmsa.
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ALWBIK SNIEYMETTIK XKENINEPAEH SOCIAL MINING HOTWXXENEPIH KONOAHY

Beb-HerizgenreH kaybiMOacTbiKTap MEH orfeyMeTTiK Xefni calTTapbiHblH nanga 6onybl MaHbi30b!
aneymemmixk medua 6inimMOepiHiH 6ali XUbIHMbIFbIMEH eHOipineeH arneymemmik xerni 0epekmepiHiH yrKeH
KenemiHe okendi. ©neymemmik xeninepdi manday XoHe oreymemmik KypbiibiMOaplObl xeninep MeH
epaghukarnbiK meopusiHbl KondaHy apKbliibl 3epmmey aneymemmik xeninepdi 3epmmeydiH xyteni adiciH
HeMmece rpoueciH mabyra kemekmecedi. Makanalda aneymemmik xeninepli uHmennekmyandbl manday
myxbipbiMOamachl awblnadsl. MakanaHbiH Heaisai acriekmici — aneymemmik xeniHi manday HemuxenepiH
alam KbI3MemiHiH epmypri cananapbiHa KordaHy.

YnkeH depekmepdeai yneinepdi aHbikmay ywiH Social Mining natidanaHydbiH apmbIKWbibIKMaphbIH
cunammaddbl. Social Mining memikmepiH naddanaHa omMbIpbIf, aKnapammbiH YIKeH KerineMiHeH
mpusuanb0bl emec xoHe bip KaparaHOa alKbiH emec yneinepdi mabyra 6onadel. Makanada aneymemmik
xeninepOeai depekmepdi Xbindam XuHay XeHe manday ywiH natdanaHyra 6onambiH 6ardaprnamaribiK
)KacakmamaHbiH Mbicandapbl KenmipinzeH. AHanumukasbiK KbI3Memmep XyMbICmbl XeHindemeodi XeHe
aneymemmik xeninepdeai MyMkiHOIKmepdi apmmbipadbl. Oneymemmik xeniHi manday xenideai
aneymemmik 6alnaHbicmapdbli maby xaHe myciHOipydiH muimAi xyleciH Kammamachki3 emeoi.

oneymemmik medua aHanumukacs! yHamynapobl, 6enicynepdi xeHe cinmemenepdi caHaydaH acbin
mycedi. byn aneymemmik xeninep apKblibi 6peHOKe xyaiHemiH naldanaHyuwblinapObiH He Kebipek Ha3lap
aydapambiHbIH HeMece HeHi baclwhblinblKKa anambiHbIH MyciHy2e kemekmecemiH depekmepli xaH-XakKmbi
mepeH manoday.

Tyiiin ce3dep: depexkmepdi i30ey, arneymemmik xesinep, yrikeH depekmep, Oepekmepdi XuHay, eeb-
KaybiMdacmbIKmap.
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ABTOMATU3ALUA U YNPABJIEHUE CACTEMOW BOOOCHABXEHUA B XXUITOM
KOMIJIEKCE

AHHOmMauyusi: Boda — eaxHelwul pecypc XusHu Yemoeeka U 8cex XuBbiX 0Op2aHU3MOS.
Aemomamu3sayusi 8000CHabXXeHUsI — 3mO yrnpaessieHue U omcrexusaHue 8000MM0b308aHUSI U KOHMPOJIb
800bI 8 pasHbix Mecmax. [aHHas asmomMamu3uposaHHasi cucmema yrnpasneHus 8000CHabXeHuem
2o0podcKux meppumopuli Moxem bbimb ucrionb3oeaHa Ossi pasHOMEPHO20 pacripedesieHuss 800bI UX
CymoyHo20 nompebrieHUs1 U MOHUMOPUHaa 8000HaKonumersel 07151 CHUXeHUST rnomepb 800bI MymemM OUEHKU
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pacxola e00bl, ypoeHs 800bl. Bce amu paboyue onepayuu cesidaHbl npospamMmmupyemMbiM UHmMepgelcom
koHmposnepa (PIC) ¢ coobueHuem o 3adepxke Yyepes modyrnb GSM u obnesdarom yrnipagreHue rnpoyeccom.
lpu npoekmuposaHuu cucmembl 8000CHabxeHusi 06020 obbekma 8 rnepayo o4yepedb Heobxodumo
ornpedenumsb, Kakoe Koru4ecmeo 800kl U KaKo2o Kadyecmea Heobxo0umo nodasams Ha amom obvexkm. [ns
peweHusi amol npobrembl He06X00UMO MaKCUMaslbHO MOJSIHO y4ecmb 8CeX 803MOXHbIX nompebumenel
800bI U ycrmaHo8umb Ux mpebosaHusi K Koriudecmsy U kayecmay rnodasaemou 800sbi [1].

Cmambs uccnedyem 80Mnpockl asmomamu3ayuu U yrpasneHus cucmemoli 8000CHaGXEHUS 8 XUIIOM
Komrnekce. Paccmampugaromcesi cospeMeHHble mexHoMo2uu U nodxodbl K asmomamu3ayuu npoueccos
KOHmMposis u pacripedesieHUss 800bl 8 XUMbIX 30aHusix u Komrnekcax. Ocoboe eHUMaHue yoderisemcs
ucronib308aHuU0  cMapm-cucmem Ol MOHUMOpPUHea U yrnpaerneHusi pacxo0om 600bl, obecrieyusasi
onmumarnsHoe rnompebreHue, CHUXeHUe nomepb U yrydweHue 3aghghekmusHocmu. Asmomamusayusi
B8000CHab)XeHUs1 He mosbKo crocobecmeyem SKOHOMUU pecypcos, HO U roskiwaem ydobcmeo u
b6esonacHocmb Ons xumenel. B cmambe makxe paccmampusaromcsi npumepbl ycriewHol peanusayuu
asmomamu3upo8aHHbIX CUCMEM 8 Pa3/iuYHbIX XKUITbIX KOMIIEKCaX U repcrekmusbl ux pazsumusi 8 6ydyuiem.

KnroueBble cnoBa: mukpokoHmpornnep PIC; damyuk yposHsi 800bi; perie; noepyxHol Hacoc;, Modyiib
GSM.

BBepgeHue

Ouncnetyepckne npoueccbl paboTbl BoAokaHanoB obecneynmBaloT ynpaBfieHMe cucTemMamm
BOAOCHAbOXeHMsa M BOOOOTBEAEHMS, a TaKkKe COCTaBNsAlT OCHOBY (HOPMUPOBAHUSA €AWHON
NHPOPMAaLIMOHHO-YNPaBNAOLLEN CUCTEMbI, YTO NO3BONSET CHU3UTL 3HepronoTpebneHne cuctem un
NOBbICUTb MX HAOEXHOCTb.LleHTpanbHbIN OMCNETYEPCKU LIEHTP NpeacTaBnsieT cobow eauHbln
TEXHONMOMMYECKMI MNPOLIECC HECKONbKUX MNoApasfdeneHMi — 3TO LEeHTparnbHbIi KOHTPOMb M
ynpaBneHne obbekTamm BOOOCHAGXEHWsT U BOAOOTBEAEHUS MPUCOELUMHEHHOro, 0603Ha4YeHHOro
obbekta [2]. OOMeH wuHpopmaumen mexay obbekTamy ynpaBneHus, pPacnosIOXXEHHbIMA Ha
paccTosiHUM OT nogpasaeneHnsl, ocyLecTBNAETCS No KaHanam cBasn. KaHanamu cesasm MoryT ObiTb
crneumnanbHble kabenu ynpaBneHusi, TenedoHHble napbl MPOBOAOB, a TaKKe paanoKaHanbl.
Ocob6eHHOCTLI0 TOPOACKMX CUCTEM BOOOCHAOXEHNSA ABMSETCA 3HAYUMTENbHOE PaCCTOSHWE MeXay
obbektamn. BopgocHabxeHne — NOAroTOBKA, TPaHCMOPTUPOBKA M Nodaya MUTbLEBOW UMK
TeXHU4eckon BoAbl abOHEHTaM, MCMOMb3YOLWMM LIEHTPANN30BaHHbIE UMW AeleHTpanM3oBaHHbIe
cucTeMbl xonogHoro BogocHabxeHua (XBC) wnu nogrotoBka ropsiien Bogbl aboOHeHTam,
NCNONb3YIOLWMM  LEHTpanu3oBaHHble UMW  OeueHTpanu3oBaHHble  CUCTEMbl  FOpsiYero
BogocHabxeHuna (ropsiiee BOAOCHabXeHME), TpaHCNopTMPOBKa 1 nepedaya [3].

[ucnetyepckaa cuctema obecneymBaeT BOA03abop, BOAOMNOArOTOBKY, BOAOCHabXeHuEe u
Bogopacrnpeaenenne cpean notpebutenen. [exypHbli gucnetyep nogaeT M3 OMCNeTYEepCKon B
HeobOxoanMble nogpasaeneHns criegyowmne Komanabl [4]:

1. OcrtaHOBKa Mnu1 3anyck HACOCHOW YCTaHOBKMW;

2. MOHUTOPWHI OTKPbITUSA UMW 3aKPbITUS KNanaHoB.;

3.  MOHUTOPUHT aBapuUiHbIX PaboT B CETAX U COOPYKEHUSX;

4. KoHTponb 3a NpaBuUibHOCTbLIO PaboTbl CPEACTB AMCMETYEPCKOro ynpaBeHnsa BOOHbIMA U
KOMMYyHanbHbIMM 06bEKTamMu;

5. [Nob6aBneHve cdmnbtpa u T.4.

PaccmaTpuBaeMbll B cTaTbe OMCMETYEPCKUN LLEHTP COCTOUT U3 crnefylowmx nomMeLeHun:
NMMCbMEHHOTO CTOMa C NynbTamMy YMpaeBneHuss W KOMMblOTepa AuchneTdepa, annapaTtHoM Cco
LWTaTMBaMu, perne, BbiNPAMUTENSAMUN, 3apAaHO-Pa3PSAHBIMU LLMTKAMKU, akKyMynaTopHOM GaTapeen,
KOHTPOJSIbHO-PEMOHTHOM MacTepckon ¢ obopyaoBaHMEM. 1 NepcoHan, NoAcobHble nomeLLeHus [5].

OcHoBHble ycnyrn LleHTpanbHOro ancneTyepckoro LeHTpa OyayT pacluMpeHbl CneayroLmnm
obpasowm:

1. LeHTpann3oBaHHbIN KOHTPOSMb NapamMeTpoB TEXHONOMMYECKUX NPOLIECCOB;

2. [OucTtaHumoHHoe ynpaBneHne obbekTamun B peXXMME pearibHOro BpEMEHMU;

3. OtobpaxeHune ropoackmx 06 bEKTOB BOAOCHAOXEHMS U BOOOOTBEAEHMS Ha KapTe ropoaa
C agpeCHbIMWN JaHHBbIMWU U NPeaoCTaBNeHNEM OCHOBHOM TEXHOMOrM4eckon nHgopmaummn o paborte
0OBEKTOB;

4. [lporHosupoBaHwe W npefoTBpalleHVe aBapuiHbIX  CUTyauul, CBSAA3@HHbLIX C
Ncnonb3oBaHMeM 060pyaOBaHUS;
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5. OnepaTtuBHOE pearnpoBaHMe Ha HECAHKLMOHMPOBAHHbIN AOCTYN K 0ObeKkTaMm;

6. ®dopmupoBaHMe 1 neyvaTb pas3nnyHbIX OTYETOB;

7. Kommepueckuit y4eT nogaBaemon Boabl U NEKTPOIHEPTUM;

8. [MoBblweHWe 6e30MacHOCTN TEXHONOMMYECKMX NPOLECCOB A1 NepcoHana v okpyatoLen
cpeabl.

Mpn npoekTnpoBaHMM CUCTEMbI BOAOCHaGXeHMs nboro obbekTa B NepByld o4vepedb
HeobxoauMo onpenenuTb, Kakoe KONMYecTBO BOAbI U Kakoro kayectsa HeobxogmMmo nogaBaThb Ha
3T0T 006bekT [6]. [N peweHns aTon npobrembl HEOBXOAUMO MaKCMMarbHO MOSTHO YYecTb BCEX
BO3MOXHbIX MoTpebuTenen BoAbl U YCTAHOBUTb WX TpebOBaHWS K KOMMYECTBY W KayecTBy
nogasaemMon BoAbl.

Bopa notpebnsaetca pasHbiMvM noTpebutenamu ana pasHbix Hyxa. OgHako nogasnsouwee
BONbLUIMHCTBO 3TUX 3aTpaT MOXHO CrpynnMpoBaTb B TPY OCHOBHbIE KaTeropuu [7].

1. TlMoTpebneHne BoAbl ANA XO3SMCTBEHHO-ObLITOBLIX (BbITOBLIX) HYO HaceneHus. Ciooga
BXOOAT BCe pacxodbl Ha BOAY, CBSA3aHHbIE C MOBCEAHEBHOW XN3HbIO NIOAEN: NMUTbE, MPUrOTOBIIEHWE
nULLKM, CTUPKa, CTUPKa, NoAAEPKaHNE YNCTOTbI XUMbsA U T. 4. K 9TOM KaTeropnm MOXXHO OTHECTU BCe
pacxogbl Ha Bogy, Heobxoaumble Ons obecneyeHusi TOPOACKOrO WM CENbCKOro pasBUTUS:
OpOLUEHUNE ynuL, 3eNeHbIX HacaXaeHUn u T.4.

2. [MpOMbIWNEHHOCTb, TPAHCMNOPT, AHEepreTMKa, CenbCKoe XO39NCTBO WU T.4. NoTpebneHune
BOAb! AN MPOMbILNEHHbIX (TEXHUYECKMX) Lenen Ha npeanpusatusax (McnapeHue, oxnaxaeHue,
KOHOEeHcauus napa, Npon3BoaCTBO Pa3fMYHON NPOOYKLMU, MONKA NPOAYKUUKN U T.M.).

3. Pacxon BoAbl Ha noxapoTyweHue [8]. Kpome TOro, Boga wucnonb3yeTtcsa Ans
WHOUBMAYANbHbIX HYXO CUCTEMbl BOOOCHaGXeHWs (NpombiBKa UNbTPOB, BOL4ONPUEMHUKOB,
ceten n 1.4.).

TpeboBaHMA K KayecTBy BOAbl BapbUpPylOTCA B 3aBUCMMOCTM OT Xapaktepa ee
ucnono3oBaHus. Takum obpas3om, Boga, wcnonb3yemas ANns YAOBMETBOPEHUS MUTbEBbLIX
noTpebHOCTEN HaceneHus, B MNepByl0 o4yepedb MNoAYMHAETCS TpeboBaHMAM CaHUTApHO-
rmrmeHundeckoro nopsigka. Boga gomkHa 6biTb Yncton, npospayvHon, 6e3 3anaxa u Bkyca [9].

Y pasHbIX NPOMBbILLSIEHHBIX NOTPEObMTENeN COBEPLUEHHO pa3Hble TpeboBaHNA K KayecTBy
ncnonb3yemown BoAbl. Hanpumep, nuuiesas NpoMbILLIIEHHOCTb TpebyeT NMTbeBOW BOAbI; NapoBble
KOTNbl BOAOCHABXEHNSA OOMMKHBI UMETb MUHUMAarbHYIO MUHEpPanuM3aumio; Xeneso 1 T.4. B BoAe,
NCMOMb3yeMON B TEKCTUMBHOM NPOMbILLUNIEHHOCTU. HE A0SMKHO ObiTh. KayecTBO BOAbI CyLLecTBYeT
PS4 NpOMbIWNEHHbIX NoTpebutenemn, y KOTOpbIX €CTb NOTPeBHOCTU, KOTOpble He MOryT 6biTb
yA0BMNEeTBOPEHbI HUKAaKUM NPUPOAHLIM MCTOYHUKOM.

KpynHbiMM  NpOMbIWNEHHBIMM ~ NOTpebuTENnAMM  BOAbl  SABMASAKTCS  TEMNOBble
9NEKTPOCTaHuuN, MeTannyprudyeckme un HedTenepepabaTbiBalolwme 3aBoAbl, KOTOpble
MCNONb3YIT BOAY ANA OXNaXAeHus (KoHOeHcauusa napa, OXnaXaeHue MNPOMbILLNIEHHbIX
0b6bekToB). 3TU NOTPEOMTENN 0OBLIYHO HE NPEABABAIT BbICOKMX TPEDOOBaHUN K KAYECTBY BOAbI.
[Ons TpeTben kaTeropun BOAOMNOSMb30BaHMUS — NOXAPOTYLUEHNA — MOXET MCNoNb3oBaThbCa BoAa
npakTnyeckun Nboro kayecTaa.

Memoodsi uccnedoeaHus

B wmeTtoge wuHTEpnonsuum Mbl CO30aeM Moeflb Ha OCHOBE MNPOCTON CTPYKTYpbl
MOBEPXHOCTWN: MOBEPXHOCTb MPWU CTyNEeH4YaTon WHTEPnonsAuuM, NOBEPXHOCTb MpU BUNUHENHOW
WHTEpPnonauunm n MNOBEPXHOCTb MNPWU CNManH-UHTEPNONALMM B 3aBUCUMOCTU OT WU3MEHEHUS
3Ha4veHuA 3agaHHoro curHana [10].

Pe3ynbmamsbi uccnedosaHuli
Ecnn S(t) — curhan, nepepjaBaembli JaTYMKOM YPOBHA W AaBfieHUs BOAbl, €Cnv
BPEMEHHON WHTepBan paBeH T B NOOON MOMEHT BPEMEHW, YpPaBHEHWE MOXHO NpPeAcTaBUTb
cnegyowmm obpasom.
S(m) =C(m+T) (1)
Ycnosue nepuoanyHocTy obuwero Buaa: S(t) = S(t + nT), rae n — BbiCOTa BOAHOrO kKaHana

[4].
S(t) = Acos(wt + @) Mo BpemMeHn B BbIpaXeHUN B NEPBYIO O4Yepedb yYUTbIBAaeTCS CUrHarn,
nepegaBaeMbiii JaTYMKOM YPOBHS, cosB, sinb, nepuog 3.
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wT=3mr 2)

A = ACOS¢, b = 'AtD (3)
BblpaXXeHnda aMninTyabl U Cba3b| MO>KHO NOony4YnTb C NOMOLLbHO KOS(*)d)I/ILI,I/leHTOB N3 BbIPpaXXeHU4A:

"="a?" 6f (4)

OTO NO3BOMSIET HANTU aMNIMTYOHbIMN M a30BbIA  CNEKTPbl M3  BblpaxeHusa 10 c
ucnonb3oBaHnem koacpduumeHToB Pypbe [11].

Ecnn aHanuanpoBaTb C NOMOLLbIO NpOrpamMMbl CUrHanbl, nepegaBaemMble AaTYMKOM
AaBreHus, TO B NepByl0 o4yepedb PacCMOTPUM peanu3auuio OBYXIMHENHOW WHTEpnonAunm Ha
KOHKpPETHOM npumepe. Mbl onucbiBaemM HEKOTOPYI M3OrHYTYH) MOBEPXHOCTb C COOTHOLUEHWEM
CTOPOH, KaK MOKa3aHO Ha PUCYHKE HMXE.

clear; clc; % Oumcrka Workspace m Command Window
[x,y]=meshgrid(-1:-0.5:0:0.5,-0.5,0:0.5) ;

T KOOpIMHAaT Yy3JIOB CeTKM, II0 KOTOPEM CTPO

z=sin(3*pi*x) .*cos(1l.7*pi*y) .*y.*(1-y);
subplot(1l); % C padpuueckuit o

T CHUTHAaAJIOM [Ic

CKUMn KHO IO O

surf (x,y,z)
title ('MNo
subplot (2) ;
surf(x,y,z);

shading interp %

title ('MHTepnomuposa

PucyHok 1 — CtpaHuua 6e3 nHrepnonauum

02 -
PucyHok 2 — VIHTepnonupoBaHHbIe CCbINKM Ha CTpaHuLbl

3akntoyeHue

B ctatbe npoBedeH aHanu3 cUCTEMbl BOLOCHaGXEHUS KUOro KOMMMeKca, UCMosib30BaHbl
UMpOBbIE 3MEKTPOHHLIE YCTPOWCTBA B aBTOMATUKE, KOHTPONbHO-U3MEpPUTENbHbIE NPUOOpPLI U
CpeacTBa M3MEpPEHUIN, TO eCTb nporpaMmmHo-nornyeckuin koHtponnep (SIMATIC S 7 — 1500),
NCNonb30Basncsa AaTyuk YPOBHS BOAbl, AATYMK OABNEHWs BOAbl, AATYMKM TemnepaTtypbl BOAbI,
pacxoga. C MOMOLbO OaTuMKOB YPOBHA WM AaBfieHWs BOAbl aHanuM3MpoBanucb rpaduk wu
aMMnTygHO-YaCTOTHbIE  XapakTepucTukn Tennosoro npouecca MATLAB. CpasHuBanucbh
nepemMeHHble 4acToTbl CWUrHanoB, nepedaBaeMblX faTyvkamu, MO pe3ynbTatam aHanuaa
pe3ynbTaTbl AaTyvka [aBfeHus BOAbl TOYHbIE, WCMNONb3YTCA COBPEMEHHbIE LMAPOBLIE
AIEKTPOHHbIE YCTPOMUCTBA.
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B 3aknio4veHun ctaTby NnogyepKknBaeTcsd 3HAYMMOCTb BHEOPEHMS CUCTEM aBTOMaTM3auuu u
ynpaBreHnsa BoOOCHAbXeHMeM B Xunbix komnrekcax. OHM npeacTaBnsioT cOOOM He TOrbKO
CpeAcTBO ONTUMM3ALUMM pacxoda BoOAbl, HO M KMOYEBOW 3nemMeHT obecnedeHust komdopTa,
3G EKTUBHOCTU N SKONOMMYECKON YCTONYMBOCTU XUMNULLHOIO cektopa. ABToMaTusauusi no3sonseT
CHM3NTb Harpysky Ha pecypcbl, MUHMMU3MPOBATb MNOTEPM BOAbl M OOecneunTb HagexHoe u
6Ge3onacHoe BogocHabXeHne Ans XunbLoB.
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T¥PFbIH YA KELWEHIHAEN CY XXYUECIH ABTOMATTAHABIPY XX8HE BEACKAPY

Cy adam emipi MmeH bapsribiKk mipi ar3anap ywiH eH MaHbi30bl pecypc 6onbin mabbinadbl. Cyobi
asmomammaHObIpy — cyObi natidanaHydbl 6backapy xoHe Kadaranay xeHe apmypiii xeprepoe cyObl bakbinay.
Kananbik endi mekeHOepae apHasiraH cyMeH xabobikmayobl backapyObiH asmomammaHObIpbisiFaH Xyteci
cyObl KyHOenikmi mymbiHy ywiH 6ipkesiki 6esny xeHe Cy WbifbiHbi MEeH cy OeHeeliH 6aranay apKblibl Cy
bicblpanmapbiH asalmy ywiH cy cakmalmbiH pe3epeyapnapObl 6akbinay ywiH naddanaHbliybl MYMKIH.
Bapnbik  ocbl  onepayusinblk  KkadamOap GSM  Modyni  apKbinbl  Kewikmipy  balnaHeicbl  6ap
bardapnamanaHamsiH uHmepgetic koHmposnepimeH (PIC) 6alnaHbicmbipbliiFaH XaHe rnpouecmi backapyobi
JxeHindemedi. Kes keneeH HbiCaHHbIH CyMEH xabdbikmay xyUteciH xxobasaraHda, eH andbIMEH, OCbl HbICaHFa
KaHwa cy XxoHe KaHdal canada b6epinyi muic eKeHiH aHbIkmay Kaxkem. byn maceneHi wewy ywiH 6aprnbiK
MyMKiH 6onambiH cy mymbiHyWbinapbiH 6apbiHWa moribiK ecenke asny xoHe onapdbiH XemkisinemiH cyObiH
caHbl MeH canacbkiHa KolbliambiH mananmapbiH benziney Kaxem.

Makanada myprbiH yU KeweHiHOeai cymeH xabdbikmay xyleciH asmomammaHObIpy xoHe backapy
Mmacernenepi kapacmbipblniFaH. TyprbiH ylnep meH KeweHOepdeai cyObl backapy xeHe beny npouecmepi
asmomammaHObipyOblH 3amaHayu mexHosnoeausnapsl MeH macindepi KkapacmoipbinFaH. Cydbl mymbiHyObl
bakbinay xeHe backapy, OHmMauUfbl mMymbiHyObl KamMmamachkli3 emy, bicbipanmapObl asalimy XeHe
muiminikmi apmmeipy ywiH cmapm Xxylenepdi naudanaHyra epekwe Ha3ap aydapbinadbl. CymeH
Xxab0biKkmaydbl asmomammaHObIpy pecypcmapObl yHeMOeyae KeMeKmecin kaHa KolimaliObl, COHbIMEH Kamap
myprbIHOapObIH biHFalbIIbIFEI MEH KayinciddiciH apmmbipadsl. CoHOal-ak makanada apmypsii mypsbiH yU
KeweHOepiHOe asmoMammaHObipbiriraH Xylenepdi commi eHzidy Mbicandapbl xoHe onapdbiH bonawakma
Oamy nepcriekmueasapbl markbliiaHaosbl.

TytiH ce3dep: PIC mukpokoHmporiniepi, cy 0eHeeliHiH ceHcopbl; pene; cyacmbl copsbl; GSM Mooy,

A.D. ZolotoV), A.E. Ualiev, E.A. Ospanov, A. Richart
Shakarim University of Semey,
071412, Republic of Kazakhstan, Semey K., Glinka Street, 20 A
“e-mail: azol64@mail.ru

AUTOMATION AND CONTROL OF THE WATER SUPPLY SYSTEM IN A RESIDENTIAL COMPLEX

Water is the most important resource for human life and all living organisms. Water automation is the
management and tracking of water use and control of water in different places. This automated water supply
management system for urban areas can be used to uniformly distribute water for their daily consumption and
monitor water storage tanks to reduce water losses by estimating water consumption and water level. All these
operating steps are linked by a programmable interface controller (PIC) with delay communication via the GSM
module and facilitate process control. When designing a water supply system for any facility, it is first necessary
to determine how much water and what quality must be supplied to this facility. To solve this problem, it is
necessary to take into account as fully as possible all possible water consumers and establish their
requirements for the quantity and quality of supplied water.

The article explores the issues of automation and control of the water supply system in a residential
complex. Modern technologies and approaches to automating the processes of control and distribution of water
in residential buildings and complexes are considered. Particular emphasis is placed on the use of smart
systems to monitor and manage water consumption, ensuring optimal consumption, reducing losses and
improving efficiency. Automation of water supply not only helps save resources, but also increases
convenience and safety for residents. The article also discusses examples of successful implementation of
automated systems in various residential complexes and prospects for their development in the future.

Key words: PIC microcontroller; water level sensor; relay; submersible pump; GSM module.
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NCCINEAOBAHUE MOAENN 3AWLNTBI OT DDOS ATAK

AHHOMauyusi. 3mo uccrniedosaHue uccrnedyem pacrpedesieHHyro Modesb 3awumbsl om omka3sa 8
obcnyxusaHuu (DDoS), ¢pokycupysice Ha amakax flooding, koe0a 3/10yMbIWNEHHUKU riepeapyxatom cepeep
upesmepHbIMU 3anpocamu, 4mobbl yxyOuwumb €20 8bI4UCIUMENbHbIE 803MOXHOCMU. B omnuvyue om
mpaduyuoHHbIX Modxodos, Komopbie NPOCMO HarpaeneHbl Ha cMmsedeHue rocnedcmeuli DDoS-amak, 6
Hawem uccredosaHuu ocoboe sHUMaHue ydernsemcs paspabomke HadexHbix Modeniel 3alumsbl Om Makux
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yepo3. Mbi npedcmaensgemM HO8yH cmpameauro 3auwumbl, Komopas ek/dYaem 8 cebsi ansopummebl
oepaHu4eHUs ckopocmu 071 KOHMPOJIS MPUMmMokKa 3anpocos, 2apaHmupys, Ymo MmoJsibKO 3aKOHHbLIU mpaghuk
docmueHem cepeepa. Kpome mozo, mbl uccriedyem chunbmpayuto rnakemos Ha 0CHO8e OO0MyCmuMbIX
3HayeHul Time-To-Live (TTL) 8 coyemaHuu ¢ UHHOBAUUOHHbLIMU MemodaMu MiaHuposaHus nakemos,
ekmoyasi memodonoeuro  First-Come, First-Served (FCFS) u Priority Queue, 0nsi noebiueHUs
ornepamusHocmu u aghgbekmusHocmu pabomsi cepsepa. bnazodaps modenuposaHuro, Hawu pe3yrnbmamal
r10Ka3bi8arm 3Ha4yuUMeribHoe yriyHuweHue npou3eodumenbHocmu cepseepa 8 ycrosusix DDoS-amaku, o yem
ceudemesibCmeyem CHUXEHUE CKopocmu ombpacbki8aHusi Makemos U yiyqweHuUe epemMeHU OMmKIIUKa.
YcnewHas peanu3ayus amux modesield 3auwumbl 0eMoHCmpupyem ux fomeHyuasn 8 3awjume cemel om
paspywumernsHo2o eo3delicmeus DDoS-amak, npednazasi nepcriekmugHoe HarpasneHue 0ns 6ydyuux
uccnedosaHuli 8 obnacmu kubepbesonacHocmu.

Knroyeebie cnoea: DDoS-3awuma; ¢ryd-amaku; ogpaHudyeHue ckopocmu; TTL; nnaHuposaHue
nakemos; kubepbesonacHocme.

BeepeHue

DDoS-ataku 6bonee CrnoxHbl, U UX TpyaHee NpeaoTBpaTUTb MO CPABHEHUIO C TPAANLMOHHBIMA
DoS-atakamu. MocKoNbKy B HMX 3a0eWCTBOBAHO MHOXECTBO HEBOMbHbLIX XOCTOB, pacno3HaTtb
aTakyloLme XoCTbl U OTpearnpoBaTb Ha HUX HENPOCTO. POCT uncna KOMMbIOTEPHbIX YA3BUMOCTEN
npuBen K YBENMYEHUID 4Kucna, CroXHOCTM u cepbesHocTn DDoS-atak, 41O nossondet
3M0yMbILLNIEHHMKAM NMPOHUKATb Ha MHOMME KOMMbIOTEPLI U YCTaHaBNMBaTbL CPeACcTBa aTaku.

BecnpoBogHble ceTn Takke noaBepxeHbl DoS-atakam, NOCKONbKY MOGUNbHbBIE YCTPOWCTBA
NCNONb3YIT OAMH U TOT Xe (Pr3nYecKnii HocUTeNb AN nepegady curHana. 3royMbllUNEHHUK MOXeT
nogaenatb, mMoauduuMpoBaTb UMM BHEOPUTb NaKeTbl, Y4TOObl HapPyLWWUTb COEAUHEHMS Mexay
3aKOHHbIMW MOBUNBbHBIMK y3riamu, BbidbiBad adpdekt DoS (Tabn. 1).

Tabnuua 1 — Knaccudukauyusa DoS n DDoS artak

Twun aTtaku OnucaHue BnusHue Ha cuctemy Mpumep aTtaku
CHwxeHune
. 3noyMbILWNEHHMK OTNpaBnseT NPOVN3BOAMTENBHOCTH,
MUHcopmaLmnOHHbIN
dnya OrpOMHOE KOSfIMYECTBO MaKeToB, HedoCTYNHOCTb ICMP-conyg,
y neperpyxasi pecypcbl CUCTEMbI OOMNOJTHUTENbHbIX
3anpocoB
BbisiBNneHue 1 ncnonb3oBaHue CHwxeHune
YpoBeHb ceTeBOro
cTpoiicTea OLWMBOK, CYLLLECTBYOLLMX B Npon3BOAUTENBHOCTY SYN-dbnyg
y CETEBbIX YCTPOMCTBAX CeTn, BO3MOXHble cbon
YpoBeHb OkcnnyaTaumsa cnocobos CHmxeHune TCP SYN
onepauvoHHOM peanusaumm NpoTOKOsIoB npoussogutensHocTn OC, Floodin
cucTembl onepaumnoHHON CUCTEMBI BO3MOXHble cOoun 9
MopaenbHble U BpeAOHOCHbIE CHwxeHune
ATakn Ha ocHoBe nakeTbl, 3amegnsoLime padorty NpOM3BOAUTENBHOCTY HTTP-dnya
NpUNoXeHUn cepBepa, NCMorb3ysi yA3BMMOCTU NPUNOXEHNNA, Y
NPUNOXeHUM He4OCTYNHOCTb CEPBMCOB
ATaKu,
Mcnonb3oBaHue noggenbHbix |P- Meperpyska ceTu,
OCHOBaHHbI€e Ha
afpecoB AJisl CNOXHOro CHWXEeHue Smurf-aTaka
0CODBEeHHOCTAX
OTCNEXMBAHMUSA UCTOYHMKA aTaku NpPon3BOANTENBHOCTYU
npoToKona
Meperpyska NnponyckHON CHWXeHne NponyckHowm
O6GbeMHble aTaku CNOCOBHOCTN CETU OrPOMHbBIM cnocobHocTy, DNS-aTaka
KONMM4YeCcTBOM Tpadumka HEeOOCTYNHOCTb CETU
OtnpaBka 6onbLuero obbema e
MepenonHeHune [OaHHbIX, YeM cucTema MoXeT Kputnuyeckue otkasbl
nepenonHeHus
6ydepa obpaboTaTb, YTO MPMBOAUT K cucTembl, cbom 6
cbosim oz oie

nOCKOHbe B aTakax y4acTByeT MHOXECTBO HE3aMETHbIX XOCTOB, pa3finyinTb aTakyrwline
XOCTbl U MPUHATb OTBETHbIE Mepbl 3aTPyAHUTEIBbHO. Poct yHSBVIMOCTeVI B KOMMNbIOTEPHbIX CUCTEMAaX
npuBoanUT K YyBEJIMYEHUKD KONK4YecCcTBa, CJIOKHOCTU U TAXeCTU DDoS-atak, nossonss
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3M10YMbILLIIEHHMKAM B3MaMbiBaTb MHOXECTBO KOMMbIOTEPOB U YCTaHABNUBATb MHCTPYMEHThI ANS
aTak (tabn. 2, 3).

Tabnuya 2 — Ctatuctmnka DoS v DDoS aTtak

r KonunuyectBo CpepHui o6EM KonuuyectBo ®duHaHcoBbIe YObITKU
on -
arak Tpadmka (F6mT/c) | NnocTpagaBLIMX KOMMNAHUN (mnH. $)
2016 6200 600 60 650
2017 7800 900 85 750
2018 9200 1300 100 850
2019 11500 1500 120 980
2020 13000 1700 140 1100
2021 15000 2000 160 1250
2022 17500 2200 180 1400
2023 20000 2500 200 1600
Tabnuua 3 — NMpumepsbl n3secTHbix DDoOS atak
Fon Ataka O6bem Tpadhuka | MoctpagaBwme BnusiHve
(F'éut/c) opraHusauuu
2016 | Mirai-GoHeT 600 Dyn, OVH SRROETHERL: DNe-6epEyBor,
nepebou B paboTte
2018 GitHub DDoS 1300 GitHub Mepeboun B paboTte cepBUCOB,
aTaka BpeMeHHas He4OCTYMNHOCTb
AWS DDoS Amazon Web Mepeboun B paboTe 06nayHbIX
2020 2300 )
artaka Services (AWS) CepBUCOB
2022 Google Cloud 2600 Google Cloud Mepeboun B paboTe cepBUCOB,
DDoS ataka CHWXXEHME NPOM3BOANTENBHOCTU

[laHHblE 4EMOHCTPUPYIOT CEPLE3HOCTL Yrpo3bl, KoTopyto npeacTtaenaoT DoS 1 DDoS ataku,
N nogyepkmBatoT HE06X0AUMOCTb NOCTOAHHOIO MOHUTOPUHIA M ynyylleHns mep 6e3onacHoCTn aAns
3aLUNTbI KPUTUHECKN BaXKHBIX PECYPCOB U YCIYT.

MeToabl 1 uccnepaoBaHuaA

Ona adbdekTnBHoM 3awmTthl 0T DoS-atak Heob6xooMmMo MCMNonb30BaTh pasfiMyHble METOAbI,
Takue Kak:

— MoHUTOpWHr CceTu: BHeOpEeHWEe WHCTPYMEHTOB MOHUTOPMHra ceTu Ansg obHapyxeHus
HeOoOblYHbIX NAaTTEPHOB TpaduKa.

— YcuneHue 6e30nacHOCTU NPOTOKOMOB: BHeApPeHNe MexaHM3MoB 6e30nacHOCTU B ceTeBble
NPOTOKOMbI ANSA NPeaoTBPALLEHNST UX SKCMnyaTaumu.

— dunbTpaums Tpaduka: HacTponka PuUnNbTPOB Anst 6NOKNMPOBKM NOA03PUTENBHOrO Tpaduka
N OorpaHM4eHns JocTyna K pecypcam Ansi NoTeHUManbHbIX aTakyloLnX.

SDN (Software-Defined Networking) umeeT noTeHuman TpaHcOPMUPOBATL CETEBYIO
apxuTekTypy, obecneumsas 6onbLuyto rMOBKOCTb 1M aghpekTnBHOE ynpasneHue. Nporpammmpyembliii
LeHTpanbHbI KOHTPONep NpefocTaBnseT ceTeBbiM agMuHUCTpaTopam 6orbliue BO3MOXHOCTEN
ANA  ynpaeBneHusi, 4TO MNO3BONsSeT OcywecTBnATb 6onee nnaeBHbI  KOHTpoOnb. OpaHako
ueHTpanmsauma genaet SDN ys3BMMON K pasnuMyHbIM aTtakam, Cpeam KOTOpbIX O0Cobyro yrposy
npeacTaBnsaloT pacnpeaerneHHble atakvm Tuna "otkas B obcnyxmsarHumn" (DDoS).

MeToabl malumHHoro oby4eHus (ML), ocHoBaHHbIe Ha Bbibope pyHKUMI, Bonee addeKTUBHbI,
YyeM TPaguLMNOHHbIE CUrHaTYpHbIEe cucTeMbl 0OBHapyXeHus BTopxeHun (IDS), Ans BbIABNEHMSA HOBbIX
yrpo3 B KOHTekcTe 3awmTtbl oT DDoS-atak. B atom mnccnegosaHun cpasHuBatoTca NGBoost n
YyeTblpe OONOMHUTENbHbBIX anropuTMa MalMHHOIO 0bydeHus: ceepTovHasa HerpoHHasa ceTb (CNN),
CTOXacTMYeckun rpagueHTHbin cnyck (SGD), oepeBo pelleHun n cnyyYyanHblin nec, YTodbl OLEHUTb
achbpekTnBHOCTL OBHapyxeHus DDoS Ha Habope gaHHbix CICDD0S2019. OcHOBHOE BHUMaHue
yAensaeTcs BaXHbIM nokasaTtensam, Takmm kak F1-oueHka, nonHOTa, TOYHOCTb M akKKypaTHOCTb.

Mocne paspaboTkm meToga oBHapyXeHUsd aTak U CMSArYeHUs MX NocneacTBUn pesynbTaTthl
TecTupyloTca n oueHmsatoTca. OueHka nnaTgopMbl BKAYaeT B cebS OUEHKY pasruyHbIX
anroputmoB ML 1 cpaBHeHMe pasnnyHbIX UCMOMb3yeMblX Mogenen. B npusegeHHon Hke Tabnuue
nokasaHa TOYHOCTb pPasfnMYHbIX NCNONb3yeMbIX MOAENEN:

ISSN 2788-7995 (Print) IITokopiM yHHBEpCHTETiHIH Xa0apIubIChl. TeXHUKAIBIK FeUTbIMAap Ne 2(14) 2024 18
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 2(14) 2024



M3 npueegeHHOW Bbiwe Tabnuubl BuAHO, 4To random forest oGecneumMBaeT Haunyyllyto
TOYHOCTb 4118 Knaccudukaumm obbIYHOro 1 Bpe4OHOCHOro Tpaduka.

YTo6bl OLEHUTb NPOM3BOANTENBHOCTL MoAeNN, HGbin NpoBeaeH TECT C NOMOLLBLIO npouecca
Knaccudukaumm oHnanH-Tpadmka u npegoTBpaleHus atak. [ns npegoTepalleHus atak Obinum
yCTaHOBINEHbI NpaBuna dpaHamayapa, 6nokupyoLwmne obHapyXeHHble ataku. Takum obpasom, ans
Ka)kgoro noToka, OBHapy>XeHHOro Kak BPeLOHOCHbIA, yCTaHaBnMBaeTca npaswuno bpaHamayapa,
6nokupytouiee Ethernet-agpec, ¢ koToporo 3anyckaeTtcst ataka. Peanuayetca kog Ha Python ans
CreHepnpoBaHHOIo NpoToTMNA, a 3aTeM OObIYHbIN Tpaduk reHepupyeTcsl B KadyecTBe HOHOBOIO
Tpadmka n obHapyxunsaetca DDoS-ataka.

PesynbTaTbl uccrneaoBaHumn

B aton paboTte anroputm malumMHHoOro oby4eHmsa random forest ncnonb3yetcsa ons paspaboTku
MoZernu, KoTopas MOXeT aBTOMaTuyeckn uaeHTuduumposatb n npegotepawate DDoS-ataku B
ceTsix SDN. Bce 3anuncu o notokax Tpaduka perynsapHo cobuparoTcsi MOAENbto, KoTopasd 3aTeM
n3BnekaetT cOGCTBEHHbIE PYHKLUN NOTOKA M paclUMpSAET UX, BKIOYaa LONONHUTENbHbIE PYHKLMN.
Moaynb obHapyXeHus Ucnonb3yeT NATb KpUTepmeBs, YToObI KnaccudmumpoBaTth Kaxabli NOTOK Kak
HOpMarbHbIN UM aHOMasbHbIN.

Haw meToq nssnedeHns xapakTepucTuk Tpadurka yumTbliBaeT ypoBeHb AaHHbIX B LiesioM. Mbl
ncnomnb3yem NpocTyto CETEBYIO apXUTEKTYPY BCEro ¢ ABYMS KOMMYyTaTopaMu Ans MOAENUpoBaHus
BXOAHbIX M BbIXOAHbIX LWO30B. B aTON cMogennpoBaHHOM TECTOBOM CETU OAMH XOCT yrnpaBnsaeT
3ajaden OTNpaBKM NAKETOB CO BCEX BXOASLUNX aApecoB, yCTpaHAst He0OXoANMMOCTb B OTAESNbHOM
XOCTe AN Kaxaoro agpeca. Takmm obpasom, B Hawen ceTu WUCNonb3yrTca TONbKo ABa
BMPTYyarbHbIX XOCTa: OOWH ANs BXOAsLWero Tpaduvka, a apyron ona mexogswero. Ha pucyHke 4
nokasaHa apxuMTeKTypa Hallen TECTOBOM CETMW.

Mbl BHegpunu GuHapHble kKnaccudurkaTopbl, UICNONb3ys TPU MeToAa, U NPOTEeCTUPOBanu X C
nomowibio Habopa pgaHHbix KDD-CUP99. Knaccudmkatopbl 6binmn obyyveHbl Ha 40% Habopa
AaHHbIX, B TO BPEMS Kak OCTarnbHble AaHHble Obiniv UCNONb30oBaHbl A1S CO34aHMA UMUTALMOHHbIX
nakeToB ANs TeCTUPOBaHUS.

Habop paHHbix KDD-CUP99 He comepXut agpecHoM wuHdopMaumm, YTo genaet
HEBO3MOXHbIM HENOCPEACTBEHHOE CO34aHne nakeToB ¢ agpecammn. OQHaKo OH coaepXxuT dnaru,
yKasblBaloLlne Ha CBA3b MeXay naketamun n okHamu. Mbl npeaBaputenbHo obpabotanun Habop
AaHHbIX, pas3genvB NakeTbl BHYTPU OAHMX W TeX XXe OKOH M Ha3HayuB noggenbHble agpeca Ans
Ka)kgoro OKHa, 4To xopowo cpaboTano B HalLMX TecTax.

Haw aBonyHbIn knaccudukaTop Bbl4aeT fIormdeckue BbIXogHble AaHHble. [okasaTenum oueHKu
onpeaensaTcs cneaylowmm obpasom:

— NctrHHO nonoxutensHble (TP). MNpaBnnbHO Npefcka3aHHble NONOXUTENbHbIE CryYau.

— WcTtunHo otpuuaTtensHble (TN). MNpaBunbHO npeackasaHHble oTpULaTenbHbIe Cryvau.

— JNoxHononoxutenbHble pesynbTtatel (FP). HeBepHO npenckasaHHble MONOXUTENbHbIE
cnydam.

— JloxHooTpuuatenbHble pesynbtatbl (FN): HeBepHO npeackasaHHble oOTpuuaTenbHble
cny4yan.

Ha ocHoBe aTux onpeaeneHuin nony4veHsl criegyowme opmynbl ANa nokasarenemn OLeHKu:

To4yHOCTb: AoNS NpaBWIbHO KnaccuguumMpoBaHHbIX cryvaes (puc. 1).

TP + TN
TP +TN + FFP + FN

Accuracy =

100 97,19 99,75
74,33 /5

80 _ _ / _
0 / ——— = SVM
40 / _ *. Navie Bayes
20 /’ —— _

o 2 /5 MLP

Accuracy
PucyHok 1 — AKKypaTHOCTb
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ToOYHOCTb: 4ONS NPaBUMbHO KaccMULUMPOBaHHBLIX NONOXUTENbHbIX COOBLLEHWUI OT O6LLEro
yucna, KnaccuduumMpoBaHHbIX Kak MonoXuTernbHble. bonee BbICOKOe 3HAYeHMEe YyKasbiBaeT Ha
MeHbLLEe KONMMYECTBO 0DObIYHbIX NAKETOB, OLUIMBOYHO KNnaccuULMPOBAHHBIX Kak aTaku (puc. 2).

TP

p . . .
recision —P T FP

~

100
80 69,65

60 =+ SVM

40
20

#. Navie Bayes

= MLP

Precision

PucyHok 2 — ToYHOCTb

HanomHum: gons npaBunbHO KrnaccuuUMpoBaHHbIX criydaeB cpabaTtbiBaHus OT obuiero
yucna peanbHbIX criydaeB cpabaTbiBaHMA. OTOT MNoKasaTenb MMEET pellalollee 3HayvyeHue,
MOCKOMbKY o601 HEOBHapYKEHHbIN aTakyloWwmn TpadmK MOXET ObITb haTanbHbIM ANns ceTu (puc.
3).

TP

TP + FN
PucyHok 3 — ®opmyna Recall

Recall =

OueHka F1: rapmMoHMYHOE cpegHee 3Ha4YeHne TOYHOCTU U 3anoMUHaHWs, obecneumnBatoLlee
cbanaHcMpoBaHHYIO OLEHKY (puc. 4).

2 - Precision - Recall

F1 Score Precision + Recall
100 97,67 99,79
. %
co / —— # SVM
40 / — # Navie Bayes
20 / =
0 = = MLP

Fl - Score

PucyHok 4 — F1 — oueHka

Mbl  npoTectupoBanu mogenu € ucnonb3oBaHveM Habopa aaHHbix KDD-CUP 99, un
pe3ynbTaTbl NpMBeAeHbl B Tabnuvue 4.

Tabnuua 4 — MaTpuua nyTaHuupl

Anroputm AkkypaTHOCTb = TOYHOCTb OT3bIB F1 Score

DepeBo pelueHumn 0,97520 0,97531 0,96217 0,96864
CnyyvanHbIn nec 0,97791 0,97791 0,95877 0,96824
Fny6okasa HempoHHas ceTb (DNN) 0,99721 0,99715 0,99662 0,99689

Hawwn pesynbtatbl TecTupoBaHus Ha Habope paaHHbix KDD-CUP 99 4gengdwoTtca
yOOBNETBOPUTENBHBIMU: BCE TPY anropntmMa MallMHHOIO 06y4YeHUs JOCTUIMN NoKasaTenemn oLeHKN
Bbilwe 0,95. Takoe yka3biBaeT Ha BbICOKMI YPOBEHb JOCTOBEPHOCTU Npy 06HapykeHun DDoS-aTak.
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B uyacTtHoctn, anroputmbl [lepeBa pelleHnid W CryyanHOro Jeca nokasanm  CXOXYHo
Npoun3BoANTENBHOCTL, B TO BpeMsi kak DNN npes3owuen nx ¢ nokasatensamu ebiwe 0,99.

OGbI4HBIN NOTOK Tpadmka reHepupoBasnca ¢ ucnonb3oBaHnem npotokonoB ICMP, TCP un
UDP. UHcTpymeHT Iperf ncnonb3oBancs gnsi co3gaHusa U M3MepeHnss NponyckHOM CnoCOBHOCTM
noTtokoB gaHHbix TCP n UDP. UDP-Tpaduk reHepupoBarncs B TedeHne 300 cekyHO C MOMOLLbIO
komaHgbl iperf -u -¢ serverl -t 300. AHanorndHbeim o6pasom TCP-Tpaduk reHepupoBancs B Te4eHmne
300 cekyHg ¢ nomoLbto komaHabl iperf -¢ serverl -t 300 -p 80.

MoTok Tpadmka ansa ataku Obin cmogenupoBaH ¢ ucnons3osaHnem TCP SYN flood. 3ta araka
NCnonb3yeT TPEXCTOPOHHee noaTBepxaeHue cBsa3n no npotokony TCP, oTnpaBnasa 3anpockl Ha
noakntoyeHne boicTpee, Yem cepBep MOXET Ux 06paboTaTb, YTO NPMBOAUT K NEPEHACHILLEHMIO CETW.
Ataka 6Gbina BbINOMHEHa ¢ NoMowbio komaHabl python3 -E synattack.py serverl - server2, u
cTaTUCTUKa NOTOKOB cobupanack kaxable 30 cekyHn. KoHTponnep SDN otnpasnsin coobueHus ¢
3anpocom OpenFlow stats Ha Bce kommyTaTopbl Ans c6opa 06GHOBNEHHOW CTAaTUCTUKM MO NOTOKaM
n nopTam.

Network interface ethO Bandwidth Utilization

04:00 06: 00 08: 00 10000 12200 14:.00

B Data received, packets/sec [@ Data sent, packets/sec

PucyHok 5 — Harpyska Ha ceTeBon uHTepdenc

Ha rpacbuke nokasaHo MCnonb3oBaHWe Nosockl NPonyckaHUsi CETEBOTO MHTepdelica ethO
Ha LEeneBOM cepBepe rnocrne Hadyana ataku. o ocu X OTNOXEHO Bpemsi CYTOK, a Mo OCu Y —
CKOPOCTb Mepenayn AaHHbIX B NakeTax B cekyHay. 3eneHasi o6nacTb ykasbiBaeT Ha CKOPOCTb
npuema AaHHbIX, a KpacHas — Ha CKOPOCTb OTNPaBKK AaHHbIX (puc. 5).

O6cyxaeHne Hay4HbIX pe3yfibTaToB

Tabnuua 5 — PesynbTaTthl 3KkCNepuMeHTa No cpaBHEHMIO 3EKTUBHOCTH

Cucrema JNoxHble cpabatbiBaHuA, % He o6HapyxeHHble o
BpeAoOHOCHbLIe 3anpockl, %
Kaspersky Anti-Haker 0,1 10,3
Snort 44 10,1
Symantec 34 11,9
DDOS deflate 57 20
Pa3paboTtaHHoe cpeacTBo 0,9 2,8

Y Kaspersky Anti-Hacker cambii HU3kui nokasatens — 0,1%, 4TO ykasblBaeT Ha TO, YTO OH
penko owmnboYHO pacno3HaeT 3aKOHHbIN TpaduK Kak Bpe4oHOCHLIN (Tab. 5).

PaspaboTaHHbIN MHCTPYMEHT Takke XOpOoLIO paboTaeT C HM3KMM nokasaTenem JIOKHbIX
cpabatbiBaHui (0,9%).

PaspaboTaHHbIN MHCTPYMEHT OTANYAETCH CamMbiM HU3KUM NoKasaTenem HeobHapyXeHHbIX
BpeLOHOCHbIX 3anpocoB — 2,8%.

B otnuume ot atoro, y DDOS-atakn deflate cambii Bbicokmi nokasatenb — 20%, 4To
yKasblBaeT Ha TO, YTO OH NPONyCcKaeT 3HaYnTENbHYIO YacTb BPeAOHOCHOro Tpaduka.

B aTom nccnegoBaHum Mbl CTpEMUMCS pa3paboTaTb M OLEeHUTb MeToAdbl 0bHapyxeHua DDoS-
aTak C MCnosfib30BaHMEM METOA0B MALUMHHOIO 00yyeHus. TpaguumnoHHbIe NOAX0Ab! K OBHaPYXEHUIO
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DDoS-aTak 4yacTo OCHOBaHbl Ha aHanM3e NakeToB Ha CETEBOM YPOBHE, KOTOPbIA MOXHO 00OWTHK C
MOMOLLIbIO XOPOLLIO NMPOAYMaHHbIX aTak, MUMUTUPYIOLWUX 3aKOHHbIN Tpaduk. MNepekntoums BHUMaHWe
Ha XypHarnbl 6a3bl 4aHHbIX, Mbl NOTEHUMANBbHO MOXEM BbISIBUTb 3aKOHOMEPHOCTM, yKasblBatoLme
Ha DDoS-aTaku, KoTopble MOryT ObITb HE3aMeTHbI TONLKO NPY aHanuae ceTeBoro Tpaduka (puc. 6).

CTaHgapTHO: HAyano aram

2000

2500

3n00

oFzaT
WF7o2|

EOMKESTED 33MPOCOE 53 1 min

speuAEmin

PucyHok 6 — CTaHgapTHOe Havarno aTtaku

AnropuTmbl 06y4eHNs ¢ nogkpenneHnem MOryT U3BMeKaTb YPOKU U3 OKpyXatlowen cpeppbl,
nony4yasi obpaTHyl0 CBSi3b B BMAE BO3HArpaXxaeHU Mnu HakasaHuil. B koHTekcTe obHapyxeHus
DDoS-aTak anroputM OOy4YeHuUst C MOAKPENNEHMEM MOXET MofyyaTb BO3HarpaxaeHue 3a
npaBunbHOe OOHapY)XeHMe aTaku 1 HakasaHue 3a NOXXHOMONOXUTENbHOE NpeaynpexaeHue.

CPU Usage by MySQL Service

08: 00 10: 00 12: 0@ 14: 08 16: 00 18: 00
W User time, % @ System time, %

PucyHok 7 — Harpyska co CTOpOHbI cepBepa 6a3 AaHHbIX MOCne Havyana aTtaku

Ha rpaduke nokasaHa 3arpyska npoueccopa cnyxborn MySQL Ha cepsepe 6a3 faHHbIX nocne
Hadana aTaku (puc. 7). Ocb X NoKa3biBaeT BpeMs CYTOK, a OCb Y — MPOLIEHT 3arpysku npoleccopa.
CHwxeHune 3atpaTr Ha obecrneyeHne GesonacHoCTU: BHegpeHue 3TOro MHCTpyMeEHTa MNpuBENO K
CHDKEHUIO 9KOHOMMYECKMX 3aTpaT, CBA3aHHbIX C noaaepXxaHmem nHpopmaumoHHon 6e3onacHocTy,
Ha 20%. OTO OEeMOHCTPUPYEeT IKOHOMUYECKYID 3(PAEKTMBHOCTL U (PUHAHCOBbIE BbIrOAbl ANs
opraHusaumin, NCNoNb3yHLNX 3TOT UHCTPYMEHT.

CPU Usage by Web Service

04:00 06:00 08:00 10: 00 12:00 14:00
B User time, & @ Systes tise, %

PucyHok 8 — Mcnonb3oBaHne pecypcoB NpoLeccopa aTakyemoro cepsepa
rnocne Havana ataku
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PesynbTaTbl oueHkM 3PEKTUBHOCTU OOHapyXeHus Havana atakm W BbiSiBeHVEe
BPEAOHOCHOro Tpaduka B LiefloM COOTBETCTBYIOT pesdyrnbTaTaM, NosyYeHHbIM Npy npoBegeHnn
TEeCTOB B Harpy3o4yHon cetu (puc. 8). OTknoHeHne gns owmnbKn NepBoro poga COCTaBUIIO He
6onee 3%, OTKNOHeHMe Ans owwnbkn BTOpOro poga He Gonee 6%. [daHHble pesynbTaThbl
NOATBEPXKOATCA akTamy BHeApeHUs pa3paboTaHHbIX MporpamMMHbIX CPeACTB Ha NioLllagkax
3aKa34mKoB.

3aknyeHue

B naHHon paboTe npennoxeHa MeToauka paHHero obHapyxeHnsa Havana DDoS-ataku u
nocneayloLwero onpegeneHns BpeAoHOCHbIX 3anpocoB. B ocHoBe pa3paboTaHHbIX MeTOAMK
nexart MeToAdbl TEOPUM BEPOSTHOCTWU, KNACTEPHOro M CTaTUCTUYECKOrOo aHanmsa, NPUHLMMbI
MaLUWUHHOIo oBy4eHus.

B kayecTBe OCHOBHbIX pe3ynbTaToB AWCCEPTALMOHHON paboTbl MOXHO BbIAENUTb
cnegyowme:

1. MNMpoBeaeH MOHUTOPUHI COBPEMEHHbIX pacnpeneneHHbIX aTtak, HanpasBfeHHbIX Ha OTka3
B obcnyxumBaHun. BblgeneHa HoBas rpynna artak cpegHed M Manon  MHTEHCUBHOCTW,
HanpaBneHHbIX B OCHOBHOM Ha pervoHarnbHble pecypcbl. MpoBegeH MOHUTOPUHE pasfnmnyHbIX
NporpamMMHbIX U annapaTHbIX CPeACTB NMPOTMBOAENCTBUS N CPeacTB OOHApYeHMs atak Takoro
TMna. BbisiBNEHO OTCyTCTBME CPEeACTB, NO3BOMSAOLLNX aAEKBAaTHO PeELLATb NOCTABIEHHbIE 3a4a4M
no oOHapyXeHMI0 N NPOTUBOAENCTBMIIO, A5 LaHHOW rpynnbl aTak.

2. MNpepnoxeHa n obocHoOBaHa runotesa O CyLIeCTBOBaHMM CE30HHOCTM B paboTe
pPas3fiMyHbIX CETEBbIX pPEecypcoB. BbIICHEHbl NpUYMHbBI, BNUSKOWME Ha OPMUPOBAHUS U
0COBEHHOCTWN CE30HHbIX NepUoaoB.

3. MNpegnoxeHo dopmanbHOe oOnuMcaHme Ce30HHOCTU CEeTEBOW Harpysku, KoTopoe
No3BONSAET BbISIBMATb CE30HbI  Pa3fMYHOM  MEPUMOAUNYHOCTW, OTNMYAOLMECS  Y4ETOM
HeonpeaerneHHoro Havana v 3aBepLUeHnst nepuoaa.

4. ViccnepoBaHne Mmogenu aTakvm No3Bonumo co3aatb METOAMKY paHHEro obHapyXXeHus u
npotmeogenctena DDoS-atakam cpegHenm M Manon MHTEHCUMBHOCTU. MeTtoamka sBnseTtcs
YyHMBEPCarbHOW, YYNTbIBAET, KaK permoHanbHble 0COBEHHOCTH, TakK 1 Apyrne akTopbl, U MOXeT
OblTb MpUMeHeHa Ons obHapyxeHusa n npotmeogencTems DDoS-atakam pasnuyHbiX TUMOB U
pasfiMyHON MOLLHOCTU. A Takke Ans 0bHapy>KeHMs aHOManbHbIX JaHHbIX B pasnuyHbIxX cdepax
[EeATenbHOCTU.

5. B npouecce pa3paboTkun MeTOOMKM CO34aHO ABa anroputMa: anroputm ornpenerneHns
TOYKM Hadana aTaku U anropuTMm pasgeneHnsa CMellaHHOro Tpadmka Ha GnaroHageXxHbii u
BPEOOHOCHLIN. OTANYMTENBHOM YEepTOA anropuTMOB SBISIETCA Y4YE€T CE30HHLIX KonebaHui
CeTeBOW Harpysku.
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B.M. Unbsacos*, XX.M. 9nimxaHoBa
an-®apabu atbiHgarbl Kasak ynTTblK YHUBEPCUTETI,
050040, KasakctaH Pecnybnukacbl, Anmarhbl K., an-dapabuv gaHrbinsl, 71
e-mail*: bahalar4d9@gmail.com

DDOS LWABYbINIOAPbIHAH KOPFAY MOJENIH 3EPTTEY

byn 3epmmey wabybindaywsinap cepeepdi ecennmey MyMKiHOIKmMepiH Hawapriamy ywiH wamadaH
mbic cypaHbicmapmMmeH wamadaH mbic XykmezaeH ke30e flooding wabybindapbiHa Ha3ap aydapa ombipbir,
Kbid3mem kepcemydeH 6ac mapmyOdbiH mapambiiradH modesiH (DDoS) 3epmmetidi. DDoS wabybindapbiHbiH
acepiH asaltimyra barbimmanraH dacmypsi macindepdeH alibipMawblibifbl, b6i30iH 3epmmeyimi3 ocbiHOal
KayinmepdeH KoprayObiH ceHimOi modenbOepiH xacayra baca Hasap aydapadsl. bisa mek 3aHObI mpaghukmiH
cepsepee XemyiH Kammamacbi3 eme Ombipbir, cypaHbicmapOblH arbiHbIH 6aKkbinay ywiH XblidamObiKmbl
wekmey anzopummOepiH KaMmumbiH XaHa KOpFaHbIC cmpameausicbiH yCbiHaMbl3. COHbIMEH Kamap, 6i3
cepgepdiH muimdiniei MeH muimdinieiH apmmblpy ywiH nakemmi xocrnapnayOblH UHHO8aUUS/IbIK
adicmepimeH, coHbiH iwiHOe first-Come, First-Served (FCFS) xsHe Priority Queue adicmemeciMeH
bipikmipineeH xapamobi yaksim (TTL) meHOepiHe Heei3derieeH nakemmi cy3y0di 3epmmedlmi3. ModenboeydiH
apkacbiHOa 6i30iH Hemuxernep DDOS wabybinbl xarlalbiHOa cepegep 6HiMOinieiHiH almapribikmal
XaKcapraHbIiH Kepcemedi, 6yn nakemmi macmay XblndamObifbIHbIH meMeHOeyiMeH xoHe xayar bepy
yaKkblmbIHbIH XaKcapybiMeH KepiHedi. Ocbl KoprFaHbic MoOernbdepiH commi eHaidy onapdbiH xeninepdi DDoS
wabysbindapbiHbIH XOUKbIH acepiHeH KoprayOarbl aneyemiH kepcemedi, byn 6onawak kubepkayincizoik
3epmmeyrnepiHid nepcrnekmuegarblK 6aFbimbiH YCbIHaO0bI.

Tylin ce3dep: DDoS KopraHbickl; flooding wabybindapsl; Xbindamobikmel wekmey; TTL; nakemmi
xocnapnay; kubepkayincidoik.

B.M. llyasov*, Zh.M. Alimzhanova
al-Farabi Kazakh National University,
050040, Republic of Kazakhstan, Almaty, al-Farabi Ave., 71
e-mail*: bahalar49@gmail.com

RESEARCH OF THE MODEL OF PROTECTION AGAINST DDOS ATTACKS

This research investigates the Distributed Denial-of-Service (DDoS) protection model, focusing on
flooding attacks, where attackers overwhelm a server with excessive requests to degrade its processing
capabilities. Unlike traditional approaches that merely aim to mitigate the impact of DDoS attacks, our study
emphasizes developing robust protection models to safeguard against such threats. We introduce a novel
protection strategy that incorporates rate-limiting algorithms to control the influx of requests, ensuring that only
legitimate traffic reaches the server. Further, we explore packet filtering based on valid Time-to-Live (TTL)
values, coupled with innovative packet scheduling techniques: including First-Come, First-Served (FCFS) and
Priority Queue methodologies to enhance server responsiveness and efficiency. Through simulations our
findings reveal significant improvements in server performance under DDoS attack conditions, evidenced by
reduced packet drop rates and improved response times. The successful implementation of these protection
models demonstrates their potential in securing networks against the disruptive effects of DDoS attacks,
offering a promising direction for future research in cybersecurity.

Key words: DDoS protection; flooding attacks; rate-limiting; TTL; packet scheduling; cybersecurity.
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UCCJIENOBAHUE REACT NATIVE U FLUTTER, KPOCCIJIAT®OPMEHHbIX
®PEMMBOPKOB AJ14 MOBUJIbHbLIX MPUNOXXEHUWU

AHHOmMauyus: B cmamese 8bisierieHo, 4mo co30aHue MobusibHbIX NpuUoxeHul omaernbHo 0515 Android
u iOS cmaHosumMcs CHOXHbIM U 3ampamHbiM ripoueccom. lNosiensgemces HeobxoOumMocme 8 obLemM peweHuu,
Komopoe yrnipocmum ripoyecc pa3pabomku, no0depXxKu, mecmupo8aHuUsi U pa3eepmbl8aHusi Ha pPasiuyHbIX
nnamgpopmax. Imo peuweHue AomKHO cmaHdapmu3upogams rnpouecc co30aHuss MOBUbHbLIX MPUIOXeHUU.

React Native, cos30aHHbIli Facebook, npedcmasnsgem cobol 3Haqyumbil amarn 6 passumuu
KpoccrnnamgopmeHHoU paspabomku MobursbHbIX rpunoxeHul. brnaeodapsi akmueHoMy U MOUWHOMY
coobwecmsy, React Native cman cambiM 8ocmpebo8aHHbIM UHCMPYMEeHmMoM Onsi  co30aHus
KpoccrinamgopmeHHbIX rnpunoxeHul. Tem He meHee, Google pewun paspabomamb cgoe cobcmeeHHoe
peweHue, Flutter, nocne mwamernbHO20 aHanu3a npeumywecms u Hedocmamkos React Native. Flutter
HauesneH Ha onmumu3sauuro 0r1s1 MoburbHbIX yecmpolcme u cmpemumcs npedocmasums pa3pabomyuxkam
MOSTHOUEHHOE U OKOHYameJsibHoe peuweHue Oris co30aHusi KpoCCrnamagOpMeHHbIX MPUioXeHUd.

B OaHHOU cmambe aHanusupyromcs Kr4vesble xapakmepucmuku React Native u Flutter,
nposodumcs uccriedosaHue U CpasHEHUE aMUX XapaKmepuCMUK C Uesbio 8bISIBNIEHUS MPUYUH UX pasnuyud.
Aemopbl cmambu Haderomcs, 4YmoO pe3ynbmambl uccredogaHusi oMo2ym COo8epuieHcmeosams
KpoccrnnamgopMeHHyto paspabomky u obecrieyam danbHelwud npoepecc 8 amou obnacmu.

Knroyeenie cnoea: Andorid, chunbmel, paszpabomka, UCKYCCMBEHHbIU UHmMennekm, Apxumexkmypa,
KkpoccrninamagbopmeHHsbIl, uccnedosaHue, uHmeepauus, 10S, React Native, Flutter.

BBepeHue

C kaxgblM OHEM MOOWUNbHbLIE MPUITOXEHNSA CTaHOBATCS BCe Gonee CylecTBEeHHbIMU ANS
Hallen noBceaHeBHOM xun3HW. CornacHo AaHHbIM ¢ HOA6ps 2016 roga, o6bem ceTeBoro Tpaduka,
KOTOpbIV NepegaeTcsa Yepe3 MoburbHble YCTPOUCTBa, cocTaBnseT 48,19%, 4To npeBbilwaeT 06bem
Tpaduka OT HACTOSMbHbIX KOMMbIOTEPOB N HOYTOYKOB (47%) [1].
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[nsa Toro 4To6bI NPMBEYL MakcuMaribHOe HY/COo nosib3oBaTenen, MOBUNbHOE NPUOXeHne
OOITKHO ObITb AOCTYMHO Kak Ha nnatdopme Android, Tak 1 Ha iI0S. OgHako pasnuunsa Mexagy aTMmm
ABYMS nnatopmammn 3HauuUTenbHbl, U 4acTo TpebytoT OT pa3paboTyMKOB pPasfnnYHbIX HABbLIKOB:
Hanpumep, ana Android HyxHO 3HaHue Java unu Kotlin, a ansa iOS — Objective-C unn Swift. 310
co3fjaeT CrOXHOCTM [Ans  pa3paboTynMkoB W KOMMaHWW, KOTOpble CTPeMATcs co3gaTb
KpoccnnatopMeHHbIE NPUNOXEHNS.

Facebook npeacraBun React Native B mapte 2015 roga Kak — OTKPbITYIO
KpoccnnatdopmeHHyto cpeny JavaScript, koTopas npu3BaHa pewmntb npobremy paspaboTku
NPUIOXEHW Ans pasHblx nnatgopm. AToT PperMBOPK OCHOBaH Ha nnatdopme React, koTopyto
Facebook npeacrasun Heckonbko net paHee [2]. React wunpoko nonynapeH cpean paspaboTymkoB
6narogaps cBoen NpocToTe, NerkocTn n adeKTMBHOMY npoueccy paspaboTku [3].

B koHue 2016 roga Google npegcrasuna HOBbI MOOUIBHBIN MHCTPYMEHT pa3paboTkm nog
HasBaHunem Flutter. 3T0T penmBopkK, BOOXHOBIEHHLIN React Native, Takke nossonseT cosgasatb
npunoxexusa ona obenx nnatgopm, YTO yrnpoLlaeT 1 yaelwesnsaeT npouecc paspaboTtku ansa iOS un
Android. B otnnume ot React Native, Flutter 6bin paspabotaH ¢ Hyns. Ha MOMEHT HanucaHus
AaHHoro uccriegoBaHusa (aeryct 2017 roga) mncnonb3oBaHue Flutter B kommepueckmx npoekrax
orpaHuymnBanochb Tonbko Google.

PasnunyHble  KOMNaHWM  yXXe  9KCMepUMEeHTUpoBanu C  KpoccnnatgOpMEHHbIMM
dpenmBopkamn, Takmmm kak React Native n Flutter, Ho o cuMx Nop HM OOMH U3 HUX HE CMOr
MOMHOCTbIO YAOBNETBOPUTbL TpeboBaHUSA MNPOMbILLNEHHOrO pa3BuTMS. HecMoTpsa Ha Heygaum
npegbliaylmx nonelTok, nHtepec k React Native n Flutter ¢ nogoepxkon Facebook n Google
OCTaeTCs BbICOKUM, 1 N0AN C ONTUMU3MOM CMOTPAT Ha UX NEPCMNEKTUBBI.

OTa paboTa HanpasreHa Ha NpoBeaeHne BCeCTOpoHHero aHanmsa React Native n Flutter. B
Hen ByayT pacCMOTPEHbI 1 NPOUNNIFOCTPUPOBAHbI OCHOBHbLIE KOHLEMNUUN U XapaKTepUCTUKM obenx
nnatdopm, a Takke 6yaeT NpoBeAeHO CpaBHEHNE NX NPOU3BOAUTENBHOCTM M NpoLecca pa3paboTkm
[10].

Cratbsa Oyaget nocesiweHa aHanu3dy React Native n Flutter. Kpome T0ro, 4tobbl BbISBUTH
pasnuuua Mexay HuMmn, byaeT BbiNnonHeHa nonHasa nepenucb paboyvero npunoxeHunst React Native
C ucnonb3oBaHueM Flutter B kadecTBe anbTepHaTUBLI.

TeopeTnyeckasa ocHoBa

CoobuwectBo React Native cuutaetcs ogHMM M3 camMbiX MOLWHLIX B MMPE OTKPbITOro
ncxopHoro koga. Ha camom gene, Ha gaHHbin momeHT (mMapTt 2018 roga), React Native 3aHumaet
TpeTbe MeCTO Mo NOoNynApHOCTU cpean NpoekToB Ha GitHub. 3HaunTenbHbLIN BKNag B €ro passutue
BHOCSIT HE TONbKO OTAeNbHble pa3paboTtumkn n Facebook, HO 1 Takne KpynHble TEXHOMOrMyeckme
komnaHuu, kak Microsoft n Samsung [5].

OpHon wun3 Haubonee yernekaTenbHbIX ocobeHHocTen React Native gasnsetca ero
CNOCOBHOCTL MEPEHOCUTb COBPEMEHHBLIE BED-TEXHONMOIMM HA MOBUITbHbIE YCTPOMCTBA, COXPaHNAA
npy 3TOM PYHKLMOHANbHOCTb U MPOU3BOAUTENBHOCTE Ha BbICOKOM YpOBHE. HecMoTps Ha TO, 4TO
npunoxexHmss React Native B ocHoBHOM paspabartbiBatoTcss Ha JavaScript u ucnonHawTca B
KOoHTekcTe JavaScript, 370 He genaeTt ux rMépmMaHbIMN UM OCHOBAHHLIMK Ha TexHonormm HTMLS.
3a cuyeT MCnonb3oBaHUA HaTMBHbBIX KOMMOHEHTOB MHTepderca npunoxeHna React Native nmeet
BO3MOXHOCTb OTODpa)aTb 3fIeMeHTbl NOfb30BaTENbCKOr0 UHTEpdenca u B3aMMOL4ENCTBOBATL C
annapaTHbIM obGecneyeHnemM yCTPONCTBA, TakUM Kak Kamepa U XpaHumuLle.

JSX:

Mpn n3ydyeHum koga npunoxexHus Ha React Native ogHum 13 npocTenwmnx HabnogeHun
aBnseTcs ucnonb3oBaHne JSX. JSX — 370 chneumanbHOe paclumpeHue cuHTakcuca JavaScript,
npegHasHa4YeHHOe B OCHOBHOM A5l ONMCaHMsl BHELIHEro BMAa NONb30BaTENbCKOro UHTepdenca.
Mpn komnunaumm npunoxenns JSX npeobpadyetca B 0Obl4Hble 0ObekTbl JavaScript. B
npuBEAEHHOM MpUMepe CO30AETCS KOMMOHEHT, COAepXaluuin ABe KHOMKKW, Kaxdas M3 KOTOpPbIX
BbIMOSHAET pasnuyHble OencTBus. PyHkuma render() MmeeT KMOYEBOE 3HAYEHWEe AN KaKAoro
kKoMmnoHeHTa React, nockonbKy oHa BO3BpawaeT 0ObekT npeacTtaBneHns KOMNoHeHTa. durypHole
CKOBKM MCNonb3yloTCca A1 BCTaBKM CBOWCTB KOMMOHEHTa B 0ObeKT npeactasneHus. MNpumeHeHne
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cTpenoyHon dyHkumm B action1() u action2() OEMOHCTPUPYET MCMNOfb30BaHNE COBPEMEHHbLIX
BO3moXxHocTen JavaScript B JSX.

Mockonbky JSX wmcnonb3yeTca ANd ONMCaHUA MOMb30BaTENbCKOro UHTepdpenca, MoxeT
nokasaTbCsl, YTO 3TO MPOCTO eLle OauH A3blKk pasmeTku, nogobHbin HTML nnn XAML. OgHako aTo
HeBepHO. JSX u obbluHbIN JavaScript o6beKkT MoryT B3aMMogenCcTBOBaTb Apyr C APYroMm, 4To
No3BONAET BCTaBNATb 00ObIUHbIE BblpaxkeHUs JavaScript npamo BHyTpu JSX koga.

BaxHO oTMeTuTb, 4YTO ucnonb3oBaHmne JSX B React no3sonseT npegoTBpaTtuUTb aTaku Yepes
BHegpeHue. React DOM aBTtomatunyeckm npeobpasyet nobble BBEOEHHbIE 3HAYEHUST B OObIYHbIE
CTPOKM nepef Mx oTobpaxeHneM. DTO O3HA4aeT, YTO Nonb3oBaTesflb HE MOXET BHeAPWUTb Kakue-
nmMbo CKpUNTbI UM KOMaHAbI B Balle NpUnoXxeHne yepes ero nHtepdenc [4].

Virtual DOM:

Mcnonb3oBaHne BupTyanbHoro DOM siBnseTcss OQHOW M3 KIHOYEBLIX MPUYMH TOrO, YTO
npunoxexHme React Native moxeT pabotaTb Ha pasnuyHbix nnatgopmax. BupTyansHein DOM
nossonsiet React maHunynupoBaTtb ynpouwieHHbiM aepesom DOM, kOTOpoe COOTBETCTBYET
peanbHomy gepesy DOM, anga ontumusaumm nponssogutensHocTu [12].

Runs diffing algorithm to compare

Builds/rebuilds the . the previous created component
compenent tree marked dirty irtual DOM troa with o newt onz.
in Virtual DOM and does Reconciliation

App

Events triggered

PucyHok 1 — Pabounn npouecc Virtual DOM

Ha pucyHke 1 n3oOpaxeHbl B3anmMocBsian Mexagy npunoxeHnem, DOM un Virtual DOM.
Itoboe pgencrteme nonb3osatenst B DOM, Takoe kak HaxxaTue KHOMKK, B KOHEYHOM UTOre nopoxaaeT
cobbITUSI B MPUNOXKeHUKN, KoTopoe 3ateM onpegenseT cTpyktypy Virtual DOM. MNpunoxeHne Takke
NnepuoaMYECKN 3anyckaeT anropuTM cpaBHeHUs Ans adeKkTMBHOro o6HosneHns Real DOM.

B React kaxgbin pas, koraa Tpebyetca otobpasuntb anemeHT JSX, COOTBETCTBYIOLLMIA eMy
BUpTyanbHbin 06bekt DOM obGHoBnsieTcss ogHoBpeMeHHo. epen obHoBneHnem React cospaet
cHUmoK Tekywero pgepeBa Virtual DOM. lNo 3aBepweHun obHoBreHust React cpaBHuBaeT
obHoBneHHoe aepeBo DOM c npeablayLwimMMm CHUMKOM, YTOObI ONnpeaennTb TOYHbIE YacTu, KOTOpble
HeobxoAMMO NOBTOPHO 0TOBpasnTb B peansHom gepese DOM. 3ToT npouecc, n3BeCTHbI B MUpe
React kak «diffing», TpebyeT ncnonb3osaHuns Habopa anropuTMoB.

Mommmo adbbeKTUBHOIO anroputma cpaBHeHus, React npuknagbiBaeT 3HayuTesnbHble
ycunus gns naketHom obpaboTkm onepauun uteHus/3anncu DOM. Haxogs MuHMmanbHoe
KOnM4yecTBoO LaroB ans o6HoeneHust BuptyansHoro DOM, React BbinonHaeT Bce 3Tu onepauun B
paMKax 0QHOro Luukna cobbiTun, He 3aTparneas pearnbHbii DOM. Tonbko nocre 3aBepLUeHnst Lukna
cobbiTnn React nepepucoBbiBaeT HacToAwmn DOM. Takum oBpa3om, CywlecTByeT TOMbKO OAWH
MOMEHT, Koraa Heobxoamma nepepucoka HacTodwero DOM [6].

CouetaHne npouecca «diffing» n onpegeneHus, kakme yanbl B AepeBe NpeacTaBneHus
Heobxoaumo o6HOBUTb, Ha3blBaeTcs cornacoaHveM. B React cornacoBaHve wn peHOepwiHr
SABMAIOTCA ABYMS oTAenbHbiMKM aTanamu. MNoatomy React n React Native moryT ncnono3oBatb CBoM
CcOBCTBEHHbIE MeTOAbI pEHAEPUHIa, NP 3TOM BOCMOMb30BaBLUMCL OAHUM U TEM Xe NPUMUpUTENEM,
npepocrasnsemMbim sapom React.

Flutter:

B npouecce nsyyeHusa koga npunoxeHus React Native ognH n3 cambix NpOCTbIX acnekTos,
KoTopbI BpocaeTcsa B rnasa — ato ucnone3osaxHve JSX. JSX npeacraenseT cobown crneumansHoe
paclumpeHue cuMHTakcuca JavaScript, koTopoe B OCHOBHOM MPUMEHSETCSA ANS onpedeneHuns 1oro,
Kak 4osmkeH OblTb 0TOBpaXKeH Nonb3oBaTeNbCKM MHTEPdENC.

Kak n B npegblayLlen yactu, Mbl pacCMOTPUM HEKOTOpbIe KrtoveBble acnekTol Flutter. Hawa
Lenb 30eCb — NOHATb OCHOBHOM NpuHUMN paboTel Flutter n 03HakoMUTBLCA € LMKNOM ero pa3paboTku.

Flutter — ato kpoccnnatOpMEHHbIN (PENMBOPK, CO3L0aHHbLIN C LeNbio pa3paboTku
BbICOKOMPOM3BOANTENBbHBLIX MOBUIBbHBIX NpunoxeHun. Google Boinyctun Flutter ny6nmyHo B 2016
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rogy. NpunoxeHusi, paspaboTaHHble Ha Flutter, moryT ObITb 3anyLueHbl He Tonbko Ha Android n iOS,
HO 1 Ha Fuchsia — onepaunoHHON cucteme HOBOro nokosieHns ot Google, kotopas BblbupaeT Flutter
B KayecTBe CBOEN OCHOBHOM NratdopMbl MPUNOXKEHNIA.

Flutter sBnsetca yHukanbHblM B cBOeM poge. B otnmume ot wucnonb3oBaHust Be6-
npegctaesnednin unun OEM-BugxetoB yctponcTs, Flutter BuM3yanuampyeTt Kaxgbli KOMMAOHEHT
Nonb30BaTENbCKOrO0  MHTEepdenca C NOMOLBI COBCTBEHHOIO  BbICOKOMPOU3BOAUTENBHOMO
MexaHu3ma pengepuHra. Takon nogxoa obecneumBaeT BO3MOXHOCTb CO34aHWUS MPUIOXKEHUA C
BbICOKON NPON3BOAMTENBHOCTbIO, CPAaBHUMOW C HATUBHbIMU MpUNoXeHnsMn. C TOYKM 3peHns
apXMUTEKTYpbl, ko4 ABwxka Ha C/C++ komnunupyetcsa ¢ ucnonsdopaHnem Android NDK n LLVM Ha
iOS, B TO BpeMs Kak ntobon koa Ha Dart komnunupyetca ¢ nomowbio AOT.

BaxHowm ocobeHHocCTbIo Flutter sBnsieTca nogaepkka ropayen nepesarpyskm ¢ COXpaHeHNeM
COCTOSIHUA BO Bpems pa3paboTky, 4YTO 3HaYUTENbHO YCKopsieT uukn paspaboTku. [opsuyas
nepesarpy3ka C COXpaHEHWEM COCTOSIHUS NO3BONSeT BHeAPATb OOHOBMEHHbLIN UCXOAHbLIN KOA4 B
paboTatowyo BUpPTYyanbHyo MawwuHy Dart 6e3 nameHeHus BHYTPEHHEWN CTPYKTYPbl MPUNOXEHUS.
OTO 03HayvaeT, YTo BCe TeKyLme nepexobl 1 4eNCTBUS B NPUNOXKEHUN COXPaHAKOTCS NOCHe ropsyen
nepesarpyskn, YTO 3Ha4UTENbHO YMNPOLLIAET 1 yCcKopsieT npouecc pa3paboTtku [14].

CpaBHeHMe Npon3BoaUTENIbHOCTU

CywecTtByeT MHOXeCTBO pasnuuui B peanui3aumm Flutter n React Native, n noatomy
3P PEKTMBHOCTb OAHOMO M TOrO XKe CLueHapusa MOXET 3Ha4YNTENbHO pasnunyatbed. TexHnvecku Flutter
Gnarogaps cBoen apxuTeKType CHMU3y-BBepx 0Obl4HO Bonee adhdpekTnBeH n meHee TpeboBaTeneH
K pecypcam. OgHako y React Native cyuwiectsyet 6onee kpynHoe coobLiecTBO pa3paboTymKoB.
Hanpumep, 3penble 6mbnuotekn, Takme kak Redux, KOTOpble LWMPOKO WCMONb3YyTCA B
TeMaTU4ecKMx nccnenoBaHusax, M3HavanbHo paspabotaHbl Ana React. B o6wem, Henerko caenatb
OOBbEKTMBHOE 3aKMYEHNE OTHOCUTENbHO 3(AEKTMBHOCTU Ge3 ydyeTa KOHKPETHOro KOHTEKCTa
Kaxgoro cry4as.

Ansa namepeHns Npons3BognTENbHOCTM BaXKHO NMOHMMAaTb HEKOTOPbIE OCHOBHbIE KOHLEMNLMW.
OOuH 13 Takmx KoHUenToB - kagpbl B cekyHay (FPS), koTopbln ABNSeTCA OOHUM U3 CaMblX MPOCTbIX
1 LUMPOKO MCNOMNb3yeMbIX NoKasaTtenemn Ans oueHkM nnaBHocTn paboTbl npunoxeHns. Kaxapii kagp
npeactaenseTr cobon craTtudeckoe wn3obpaxeHue TeKylwero COCTOsSHUA OkHa. Jliobble paxe
He3Ha4nTenbHbIE N3MEHEHUS B TEKYLLEM Kadpe NpMBOLAT K CO34aHMI0 HOBOro Kaapa. 3anuncoiBast
KONU4YeCTBO KagpoB, 0OTODpakaeMblX Kaxayto cekyHay Ha onpeaerieHHOM YCTPONCTBE, MOXHO Nerko
CPaBHUTb NPOM3BOANTENBHOCTb ABYX PA3fMUYHbIX MPUITOXKEHWNNA.

Llenb aTtoro pasgena —  MPOAEMOHCTpPUpPOBaTb  HECOBEPLUEHHOE  CpaBHEHue
npoussoanTensHocTn npunoxeHuin Flutter n1 React Native. [ona 3toro B KayecTtBe TeCTOBbIX
npuMmepoB BblbpaHbl ABa Hambornee 4acTo BCTPEYaoLWmMXCa CueHapyus MOOUITbHOrO NPUIOXKEHNS.
Bce TectupoBaHue u cpaBHeHus ByayT npoBoauTbcs Ha ogHom yctponctese ¢ Android (Oneplus
A3003) 4na MOHUTOPUHra YacToTbl kagpos [11].

Scroll:

BepTukanbHbI NPOKpyYMBaEeMbId CNUCOK — 3TO TUMNWYHOE MpefcTaBneHne BO BCeX
MOOUNBHBIX MPUNOXEHUAX. OTO HACTOMbKO pacnpocTpaHeHo, 4To kKak Android, Tak mn iOS
nNpeaocTaBnalT crneumanbHble KoMnoHeHTbl npeactasnennin (RecyclerView n UlCollectionView),
KOTOpble crneumanbHO ONTUMMU3MPOBaHbl ANs obecneyeHns BbICOKOW NPOM3BOAUTENBHOCTM Mpu
pabote ¢ Gonbwumu Habopamu OaHHbIX. [pokpyTka, OyayuuM NpocTbiM AencTBueM, Tpebyer
MrHOBEHHOW OBpaTHOW CBA3W, aHUMaUuW U NpeaBapuTeNnbHOro peHAaepuHra, 4Tobbl obecneynTb
nnaBHbIN NOMNb30BaTENLCKUIA ONbIT [9].

B mapte 2017 roga React Native odpuymnanbHO npekpaTun noaaepxky KomnoHeHTta ListView
N BMECTO HEero npeacTaBuil HOBbIN KOMMOHEHT FlatList B kauecTBe OCHOBHOrO MHCTPyMEHTa A11s
co3daHusa npokpyydmBaembix cnmckoB. Hoebin  Flatlist paspabotaH gna  ontummsauum
NCNONb30BaHWs NaMATU U NPeaoCcTaBnsieT CoBpeMEHHbIe yHKUMK, Takme Kak Pull to Refresh, npu
aTom umest 6onee ynpotueHHbii API. C gpyroi ctopoHbl, B Flutter komnoHeHT ListView o6HoBRsinca
He Tak 4YacTto. OH 6bin co3gaH Kak CrneumnanmuampoBaHHbIN JOYEPHUA BUIKET MOSb30BATENbCKOrO
ScrollView anga otobpaxeHust Habopa AaHHbIX B IMHEVNHOM nopsiake [8].
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AN MUHUMKM3aLMKN BNUAHWUA APYrnx akTopoB Obin co3faH Ype3BblYanHO YMPOLLEHHbIN
npvMep, BKNIOYAOLWUIA TONBKO KOMMOHEHT Unun BuaxeT perimBopka. CyTb npumepa 3aknodaeTcs
B BEpTUKanbHOM cnmcke npokpyTkn ¢ 1000 anemeHTamu. Kaxabin anemMeHT coaepXuT nsobpaxeHve
N OBe CTPOKM TekcTa. Ha pucyHke HwKe npenctaBneHbl HEKoTopble U3 Hambonee BaXHbIX
nokasaresnen NponsBoOANTENbBHOCTH [7].
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PucyHok 2 — MoHuTtop FPS Ha ycTponctee
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PucyHok 3 — OTcnexusanme FPS npu npokpyTke

Kak nokasaHo Ha pucyHkax 2 n 3, kak Flutter, Tak n React Native ycrnelwHo cnpaBnsaTcs ¢
NPOKpPYTKOM, 1 cpeaHnin FPS Bo Bpems NpokpyTku Bcerga octasancs Boiwe 60. OgHako nokasaTternb
FPS B noTtoke Monb3oBaTeNbCKOro MHTepdpenca He MOMHOCTLI0 OTpakaeT MPOM3BOLAUTENBHOCTb
React Native. Kak 6bin0 ynomsaHyTO B npeablgyliemM pasgene, 6onblasa yactb npunoxexHui React
Native BbinonHsaeTcs B notoke JavaScript. bonee cepbesHon npobnemon siBnsieTcsa 1o, kak FlatList
B React Native onTumunsnpyet ncnonbsosaHme namatu. [ns skoHomum namatu FlatList otobpaxaeT
TONbKO OnpeaeneHHoe KONMYECTBO 3fIEMEHTOB OAHOBPEMEHHO ANS NAIOTHOro cnucka ¢ 6onbwmm
KONMMYecTBOM anemMeHTOB. B onpegeneHHbIX cueHapusax, Hanpumep, npu ObICTPOW MPOKPYTKeE,
nycTble 6NoKN MOryT oToOpaxaTbCs Kak 3anofIHUTENN, YTO NPUBOANT K CHUXKEHUIO YacTOTbl KaapoB
B noTtoke JavaScript. C gpyromn ctopoHbl, FPS B Flutter octaeTtca crabunbeHbiM. [Nukn Ha rpaduke
YKa3bIBalOT Ha TO, YTO COBMEeCTHas 06paboTka Nonb30BaTENbCKOro BBOAA W pEHAEPUHra aHnmauun
TpebyeT [ONOMHUTENBHBIX PECYPCOB.

Disk I/O:

I/O ckopocTb BBOAa-BbiBoga (I/O) urpaet KpuUTUYECKYD pofib B NPOU3BOAMTENBHOCTMH,
0COBEHHO Korga peyb MAET O MOOWNbHBIX MPUAOKEHUAX. DTO OTHOCUTCH K CKOPOCTM OOMeHa
OaHHBbIMUW MeXAY NPUITOXKEHNEM U XOCT-YCTPOMCTBOM, TAKUM KaK YTEeHME 1 3anuck hannoB Ha gUCKe.
Takve onepaumm 4acTo BCTpeYaTCs Npu B3auMogencTBnn ¢ XpaHunmemM AaHHbIX YyCTPONCTBaA.

Onepauun ¢ cuctemHbiMn bannamm B React Native 06bIMHO BBLINOMHATCSA C NOMOLLBIO
oubnuotekn «react-native-fs». 9ta 6GubnmoTeka npegocTaBnseT JOCTYN K (pannoBoW cUCTeMe
ycTponuctBa W npegnaraer npocton APl gns acuMHXpOHHOro 4TeHna u 3anucu dannos. B
coobuwecTtBe Flutter Takke cywlecTByeT aHanornyHbli NnarvH nog HassaHuem «path_provider»,
KOTopbI obecneymBaeT AOCTyn K (QannoBOM CUCTEME XOCT-yCTPOWCTBaA W npepocTasnser
Heobxoaumble pyHKUMK ansa paboTtel ¢ pannamm. O6e 3T GUBIMOTEKN NCNONBb3YIOT BCTPOEHHbIE
onTMMM3aLmnmn annoBon CUCTEMbI A58 YNy4dLIeHUs NPOM3BOAUTENbHOCTM onepaLwumi ¢ hannamu.
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PucyHok 4 — HanucaHne (baVIJ'IO\B Char B Flutter (cnHnin) n React Native (kpacHblii)
TpebyeT BpemMeHu

Kak nokasaHo Ha pucyHke 4, React Native geMoHCTpupyeT npeMmyLLecTBo Kak No cpeaHemMy
BpeMeHu (NpsiMas NUHKUS), Tak U N0 €AUHUYHOMY BpeMeHU (ToYkKM). ATo 0bycrnoBneHo npoLeccoM
onTUMmu3aumm, peanus3oBaHHbIM B Oubnuoteke «react-native-fs». ®Paktnyeckn, B OTHOLUEHMM
ckopoctn 3anmcu React Native gocturaer npon3BoaUTENLHOCTWU, CPaBHMMOWM C HATUBHbLIM
npunoxexHmem. Ewe ogHMM MHTEpPECHbIM HabngeHMeM aBndeTcs To, YTo kak Flutter, Tak n React
Native TpebytoT OTHOCUTENBHO MHOTO BPEMEHU Ha UHULMANN3aLmMo Npu NnepBoHavanbHOW 3arnucu.
BosHukaeT npegnonoxeHuve, 4YTO WHUUMANM3auus dK3emnnsgpa COOCTBEHHOro BBOAA-BbiBOAA
dannos aBNAeTCs NpeaBapuTeNnbHbIM YCNOBMEM AN AOCTUXEHMS BbICOKOW CKOPOCTM 3anncu.

3aknoyeHue

Llenb gaHHOM cTaTbyu 3akm4yaeTcss B NPOBEAEHUM BCECTOPOHHErO CpPaBHUTENBHOMO
uccnegosaHua wmexay React Native u Flutter. B xoge wuccnegoBaHuMsi pacCMOTPEHbl U
npeacTaBneHbl TEOPETUYECKME OCHOBbLI 06enx nnaTtdopm, a Takke NX OCHOBHLIE XapaKTEPUCTUKM.
[ns cpaBHeHNa npoueccoB pas3paboTknm Obina yCnewHO nepenucaHa AEMOHCTpaUMOHHas
nporpamma React Native ¢ OTKpbITbiIM ucxogHbiM kogom Ha Flutter. Beinv npoBegeHbl ©
aHanNU3npoBaHbl Pa3nnyHbIe TECTbI, KacatoLLMecsi NPON3BOANTENBHOCTM NPUNOXKEHNN.

OpHako, n3-3a OrpaHNYeHHbIX BPEMEHHBIX M PECYPCHbIX BO3MOXHOCTEN HEe BCE acneKTbl
nnatdopm BbINKn paccMoTpeHbl B noagpobHocTax. Hanpumep, He Gbin nogpobHo obeyxaeH npolecc
peHAEepVHra, Ha ONTUMM3aUM0 KOTOPOro ObINM HanpaBneHbl 3HaYMTENbHbIE yeunusa kak B React
Native, Tak n B Flutter. Kpome TOro, cpaBHeHne HaTUBHbIX N KPOCC-NNAaTROPMEHHLIX MPUNOXEHNIA
He ObINIo McYepnbIBaOLLLE PACCMOTPEHO.

Pabota React Native BO MHOrom okasana 3HauMTeNbHOE BMMSHME HaA nocnegyolmne
pa3paboTkn. MHHOBaLMOHHbIE KoHUenuun React, Takne kak OgHOHaMNpPaBEHHbIV NOTOK AaHHbIX U
JSX, ycnewHo BonnoLleHbl 1 nepeocMbicnieHbl B React Native. bnarogaps mowHomy coobuiecTsy,
React Native gaBnsetca ogHuMM M3 nydwunx BbIOOpPOB Anst pa3paboTkm KpoccnnaTgopMEHHbIX
NPUNOXEHWI C HYNS.

Y Flutter ceetnoe 6yayuiee. OH ycnewwHo coxpaHsieT CroxHbiv An3anH React Native n gaxe
yny4ywaeTt ero cobctBeHHble pa3paboTkn. OCHOBHOE BHMMaHWE yAensaeTcsi COrfacoBaHHOCTU U
SICHOCTW CUHTaKCUca, a Takke BbICOKOMY ypoBHI0 SDK, 4TO 4eNCTBUTENBHO pagyeT pa3paboTymnKoB.
Bnaropgaps peHaepuHry BWMAXKETOB C MOMOLLbI CMeunanu3npoBaHHOrO ABWXKKa YyrydllaeTcs
NPON3BOANTENBHOCTb U UCKNIOYATCA BO3MOXHbIe npobriembl ¢ OEM-nponssoguTensamMu.

B 3akntouyeHne MOXHO ckasaTb, 4To U React Native, n Flutter nogtsepannu cBow LEHHOCTb
Kak KpoccnnatopMeHHble cpedbl pas3paboTkm MobunbHbIX npunoxeHun. [Mpeumyulectsa B
acpcpekTnBHOCTU M ypobcTBe pas3paboTkm MOryT 3HAYMTENbHO YCKOPUTb MNPOLIECC BHEAPEHUS
NpoayKTa Ha pbIHOK. Tenepb co3gaHne Ka4eCTBEHHOIO 1 NpUBEKaTeNbHOro NPUOXEHWs ANs BCEX
OCHOBHbIX MOOWNbHBIX Nnatdopm cTano 6onee AOCTyNHbIM. [1pyM 3TOM BaXHO y4yuTbiBaThb, YTO
HEKOTOPOE CHMXXEHME NPON3BOANTENBHOCTU NO CPABHEHUIO C HATUBHLIM NPUNOXEHNEM MOXET ObITb
onpaegaHHbIM KOMIMPOMMUCCOM.
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REACT NATIVE XXOHE FLUTTER, KPOCC-IMJNAT®OPMAIJIbIK MOBUIbAI KOCbIMLLAJIAP
LUEHBEPJIEPIH 3EPTTEY

Makanada Android xaHe iOS ywiH mobunbli Kocsimwanapdsl benek xacay Kypoeri XoHe KbiMbam
npoueccke alHarnbin 6apa xamkaHblH Kepcemedi. Opmypni nnameopmanapda a3ipney, Kkonday, mecminey
JKOHe OopHanacmelipy npoueciH xxeHindememiH opmak wewim Kaxem. byn weuwim mobunbdi KocbiMwanapobl
JKacay npoueciH cmaHOapmmaybl KEPEK.

Facebook xacaraH React Native kpocc-rninameopmarnsik Mobunsdi KocbiMwanapobl asipreydeai
MaHbI30bl ke3eH 60sbin mabbinadsl. benceHdi xoHe Kyammebl KaybiMOacmbiKkmbiH apkacbiHOa React Native
Kpocc-nnamagopmarbiK KocbiMwanapobl xacayObiH eH maHbiMan Kyparsbsi 6ondsl. [JezeHmeH, Google React
Native-miH apmbiKWbiibiIKMapbl MeH KeMWwinikmepiH Mmykusm mandarfaHHaH KeliH Flutter ammbi xeke
weuwimiH azipreyze wewim Kabbindadsbi. Flutter Mobunbli KypbinrbinapObl oHmadlnaHobipyra barbimmasiraH
XKOHe a3ipreyuwinepee Kpocc-rninamegopmarbik KocbiMwanapdbl xacay YWiH MoribiK XoHe myrKinikmi wewim
b6epyee mbipbicadbl.

byn makanada React Native xeHe Flutter Hezizai cunammamarnapbl mandaHadbl, onapobiH
alibipMalublnibIKmapbiHbiH — cebernmepidH aHbiKmay YWwiH ocbl cunammamanap 3epmmenedi xoHe
canbicmbipbinadel. Makana aemoprnapbl 3epmmey Hamuxenepi Kpocc-rnamgopmarnbsiK  damyObi
XKaKcapmyra xoHe ocbkl canadarbl 00aH api ineepineydi kammamachki3 emyze kemekmecedi 0en ymimmeHeOi.

Tylin ce30ep: Andorid, ¢unbmoep, o83ipney, xacaHObl UHMENNIeKM, apxumekmypa, Kpocc-
nnameopma, 3epmmey, uHmeepayus, 10S, React Native, Flutter.

A.A. Mukhamedin’, G.A. Abitova
Astana IT University,
010000, Pecnybnuka KasaxctaH, r. ActaHa, npocnekt Manrunuk En, 55/11
"e-mail: 222153 @astanait.edu.kz

RESEARCH OF A REACT NATIVE VS FLUTTER, CROSS-PLATFORM MOBILE
APPLICATION FRAMEWORKS
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The article reveals that creating mobile applications separately for Android and iOS is becoming a
complex and costly process. There is a need for a common solution that will simplify the process of
development, support, testing and deployment on various platforms. This solution should standardize the
process of creating mobile applications.

React Native, created by Facebook, represents a significant milestone in the development of cross-
platform mobile application development. Thanks to an active and powerful community, React Native has
become the most popular tool for creating cross-platform applications. However, Google decided to develop
its own solution, Flutter, after carefully analyzing the advantages and disadvantages of React Native. Flutter
is focused on optimizing for mobile devices and strives to provide developers with a complete and definitive
solution for creating cross-platform applications.

This article analyzes the key characteristics of React Native and Flutter, researching and comparing
these characteristics in order to identify the reasons for their differences. The authors of the article hope that
the results of the study will help improve cross-platform development and ensure further progress in this area.

Key words: Andorid, movies, development, artificial intelligence, Architecture, cross-platform,
research, integration, I0S, React Native, Flutter.
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FUZZY DECISION-MAKING PROBLEMS FOR CONTROLLING OPERATING MODES OF
TECHNOLOGICAL SYSTEMS AND METHODS FOR SOLVING THEM

Abstract: Statements of decision-making problems for the control of fuzzy technological objects are
formalized and obtained, and methods for solving them are proposed. The object of study is the heating
stations of the «hot» main oil pipeline. Since such objects are often characterized by multicriteria and often
operate in conditions of unclear initial information, the tasks are formalized in the form of multicriteria decision-
making problems in a fuzzy environment. Based on the modification of various optimality principles, new
mathematical formulations of the problems to be solved were obtained and interactive heuristic algorithms for
solving them were developed. The novelty of the proposed approaches to solving formalized fuzzy problems
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from well-known methods for solving fuzzy problems lies in the fact that problems are posed and solved without
first converting them to equivalent deterministic options, which does not reduce the loss of original fuzzy
information and makes it possible to obtain more adequate and effective solutions. An example is given of the
practical application of the proposed approach to solving decision-making problems by implementing one of
the developed algorithms when solving the problem of choosing an effective operating mode for the oil heating
station of the Uzen-Samara oil pipeline at the Atyrau point.

Key words: fuzzy decision-making, multicriteria optimization, information, membership function,
principles of optimality, decision maker (DM).

Introduction

In practice, decision-making problems often arise when managing the operating modes of
technological objects, which are characterized by multicriteria and fuzziness of the initial information.
The complexity, large number of parameters and multicriteria of such technological objects and the
fuzziness of the initial information complicate the formalization, mathematical formulation and
solution of such problems [1-3].

Recently, in the scientific literature and publications, problems and approaches to solving
multicriteria decision-making problems have been actively discussed [4, 5], including in conditions
of fuzzy initial information [6-8]. Methods for solving these problems in a fuzzy environment are
based on the use of methods from fuzzy set theories [1, 2, 5, 9, 10]. The problems of setting and
solving multicriteria problems of choosing optimal parameters and operating modes of technological
units are considered in works [3, 5, 7, 11].

The decision-making problems studied and solved in this work on the optimal control of the
operating modes of technological units of the main oil pipeline are related to important scientific and
practical issues of decision theory, the theory of fuzzy sets and multicriteria optimization, which is a
very relevant problem in the oil pumping industry. The purpose of this work is to study and solve
issues of formalization and formulation of decision-making problems to control the operating modes
of oil pipeline technological units in a fuzzy environment, as well as the development of algorithms
for solving them. When formulating and solving a problem, the ideas of compromise decision-making
schemes are used, modified and adapted to the conditions of fuzziness of the initial information [5,
11, 12]. Since many technological objects are often characterized by multicriteria and fuzziness of
the initial information and control criteria, the studied and solved problems are an urgent task of
theory and practice.

Problem statement

The decision-making problem in the general case can be formalized in the following form:
<Decision-making problem> = {V, Vs, Vp are given, W is required to be provided}, where V — given
conditions; Vs — set of possible states (modes of operation) of an object; Ve — a set of possible
operators that ensure the transition of an object from one state to another; W — desired operating
mode of the object. In this case, the solution to the decision-making problem consists in choosing a
sequence of operators to transfer an object from the state at the current moment to the desired state.
Thus, decision making is a process that consists of evaluating possible solutions (alternatives) and,
taking into account given conditions, selecting the best solution according to given criteria.

Under the conditions of multicriteria and fuzziness of initial information, the task of managing
the operating modes of technological objects can be formalized as a multicriteria decision-making
problem in a fuzzy environment. The task of decision-making is to evaluate possible solutions, which
allows to choose the best of them according to given economic and environmental criteria [12].

Let f(x)=f(x),...,f (x) is a vector of criteria that evaluates the quality of the oil pipeline

technological complex. For example, f (x), f,(x),...,f (X) — respectively, pumping volume, profit,
etc.; f,,(x), f.,(x),....f (x) —local criteria for assessing environmental safety, for example, the cost

of environmental protection measures, damage from environmental pollution with oil, oil products
and transportation waste, etc.. Each of the m criteria depends on the vector of n parameters (control
actions, regime parameters) x =(x,,...,X,), for example: temperature and pressure; rheological

properties of raw materials, reagent consumption, etc. In practice, there are always various
restrictions (economic, technological, financial, environmental), which can be described by some
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functions — constraints @, bq, q :LT. Operating parameters also have their own change intervals,

specified by the technological regulations of the unit and the requirements of environmental
protection measures: X, € Q=[x"",x™], where X" — lower, X" — upper change limits of the

parameter X,. Constraints may be fuzzy: > — more than or approximately equal, < — less than or

approximately equal, = — approximately equal

It is required to make decisions on the selection of the most effective (optimal) solution - the
optimal operating mode of the technological complex of the main oil pipeline, ensuring the extreme
value of the vector of criteria when fulfilling the specified constraints and taking into account the
preferences of the decision maker (DM). In our cases, decision makers are operators for managing
oil pumping modes through pipelines; they control and select the operating mode of an oil pipeline
technological object, for example, oil heating stations, oil pumping stations, providing optimal values
of local control criteria: pumping volume, safety and reliability of the mode, etc.

Results

Let us formulate a mathematical formulation of the formalized decision-making problem to
control the operating modes of technological objects in conditions of multicriteria and fuzziness of
the initial information.

Let there be a normalized vector of criteria of the form - z,(x) = (ug...., 4f')) and L constraints
with fuzzy instructions — ¢_(x) > b,, q =1, L. Let us assume that the constraint fulfillment membership
functions 14, (X), g=1,L for each constraint are constructed as a result of expert procedures and

dialogue with specialist experts. Let the weight vector, which reflects the mutual importance of the
criteria (y = (y,,...,7,,) ) and constraints ( 8 = (f,,...,3_)) at the time of setting the problem, be known
[13, 14].
Then the problem of choosing optimal operating modes of technological objects according
to economic and environmental criteria can be written as the following decision-making problem
in a fuzzy environment:

max 4,(x), i =1 m
X = {x:arg max 4, (x),9=1 L}.

Based on the idea of the main criterion method and the Pareto principle of optimality, the given
decision-making problem with a vector of criteria and constraints [15, 16] can be written in the
following formulation:

max /1, (X), (1)
X :{X:XEQAarg(yf)(x)z y:)AargmaxZL:ﬂqu(x)AZL:ﬂq =1A B, 20,i=2,m,q=1, L} (2)
eQ pour prcy

where A — logical sign “and”, requiring that all statements associated with it be true, 1 ir— boundary

values for local criteria £, (X),i =2, M, specified by the decision maker.

According to the main criterion method, the main (in terms of importance) criterion is
optimized, and the remaining local criteria are included in the constraints. According to the Pareto
principle of optimality, the decision maker selects the optimal solution from an effective set, in which
the improvement of one of them leads to the deterioration of the other.

By changing /Uir and the constraint importance vector S =(/4,,...,.). we can obtain a
family of solutions to the problem (1)—(2): x"(x,, ) . The choice of the best solution is carried out on
the basis of dialogue and taking into account the preferences of the decision maker. To solve the
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multicriteria decision-making problem of determining the desired operating mode of oil pipeline units
in formulation (1)-(2), this paper proposes the following heuristic algorithm based on a maodification
of the principles of the main criterion and Pareto optimality for working in a fuzzy environment and
their combination.

GK-PO algorithm:
1. P, Q =1L - the number of steps for each g-th coordinate and a number of priorities for

local criteria 1, ={1,...,m} (the main criterion must have priority 1) is specified and and the value of
the constraint weight vector is entered S =(/4,,...,3.) . taking into account the importance of local
constraints.

2. The decision maker assigns boundary values (constraints) of local criteria ,u: (x),i :Z,_m :

3. hq =1/ P, :1,_|_- step sizes for changing the coordinates of the weight vector 8 are

determined.

4. A set of weight vectors g B%,..., 8", N=(p, +1)(p, +1)...(p, +1),is determined by
varying the coordinates on the segments [0,1] with a step hq

5. The term-set T(X,Y) is determined and the membership functions for fulfilling the
constraints z,(X), q =1L are constructed.

6. The main criterion (1) is maximized on the set X determined by (2), the current solution is
determined:  X(14;, ), po(X(tty, B)) sty (X(aty, B)); #ts (X(tg, B ey a1, (X(att, B)),
i=2,m.

7. The decision is presented to the decision maker. If the current results do not satisfy the
decision maker, then new values of 4! (x),i =2, m are assigned to them and (or) the values of g
are adjusted, and a return to point 3 is made. Otherwise, go to point 8.

8. The search for a solution stops, the results of the final choice of the decision maker are
displayed: values of the control vector x"(y',B); values of local criteria (X (g}, 3))sees

u (X" (4, B)) and degree of fulfilling the constraints z, (X (z, 8))...., 11, (X (1}, B)) -

By modifying various compromise decision-making schemes for the case of fuzziness, we can
obtain other statements of multicriteria decision-making problems in a fuzzy environment and
propose algorithms for their solution.

Using the ideas of the methods of the main criterion and the ideal point and modifying them
for the case of fuzziness, the multicriteria decision-making problem with the fuzziness of the initial
information can be put in the following form:

max £z, (X), 3)

X :{x: XEQ/\arg(rQE%xmax;zg(x)z yj)Aarqu(x)z min||u(x)— | ),i=2.m,q :1,_L} (4)

where H/”’(X)_”u

- used metric D, components (x) and coordinates of the ideal point x" are
D

defined as follows z(X) = (£4,(X),--., 24, (X)), " = (max g (X),..., max g, (x) . It is possible to use u"

units as the coordinates of the ideal point: #"=(1,...,1).

The essence of the main criterion method is disclosed above. The ideal point method allows
you to find the optimal solution based on minimizing the measure (distance) of the current solution
from the ideal solution (point).

To solve the multicriteria decision-making problem (3)—(4), this paper proposes a method
developed on the basis of modification of compromise schemes of the main criterion and ideal point
methods.
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Based on the application of the idea of the main criterion method to a vector of local criteria,
and the idea of an ideal point to constraints, modifying them for the case of fuzziness, we propose
the following algorithm for solving the multicriteria decision-making problem (3)—(4) with fuzziness of
the initial information:

GK-IT algorithm:
1. A number of priorities are set for local criteria |, ={1,...,m} (the main criterion must have

priority 1).
2. Based on information received from decision makers and specialist experts, the term set
of fuzzy parameters T (X,Y) is determined and for each constraint membership functions for fulfilling

constraints 1, (X), q=1,L are constructed.

3. The decision maker assigns boundary values of local criteria z'(x),i=2,m.

4. The coordinates of the ideal point are determined. As the coordinates of these points, you
can use the maximum values of the membership function z" = (max g (X),..., max g, (X)) or unit
1 =(,...1) (if the membership functions are normal).

5. The type of metric H/‘(X)_“u Dis selected, which determines the distance of the current

solution x" from the ideal point — £ .
6. Problem (3)—(4) is solved and the current solution is determined: x(u!,

w604 )-
D)), e
D)), ceny

control  parameter vector value, g (x(xl,

e g (X () —
Dt (Xt
D)), i=2,m- membership function values for fulfilling the constraints.

(X)) — u

45 (X(ety | 1a(¥) = 1| )) = local criteria values and gz (x(44, [ 44(x) - 2" 2(x) — 4"

(X (X) =

7. The decision maker is presented with the received current solution. If the current results

do not satisfy the decision maker, then new values are assigned to them, and (or) a new type of

metric Hﬂ(x)_,u“ is selected and the search for an acceptable solution is repeated, i.e., a return
D

to the previous step is made, otherwise a transition is made to the next step 8.
8. The final solution is derived that satisfies the decision maker: values of control and
operating parameters X" (z;,[z(X)— u" D), that provide optimal values of local criteria

Ho (X (g1 OX) = | D)yt (X7 Qg | OQ) = | D) s g (X (g () — ) and
maximum  values of the membership functions for fulfiling the constraints
# O Qg 1K) = 2| D), OC Qe o[ 10) = 2| ), o0 (K7 Qg | 12(X) = 2] ) -

The given formulations of new multicriteria selection problems and the developed algorithms
for solving them are based on the use of modified deterministic methods of multicriteria optimization

and compromise decision-making schemes. The results obtained are a generalization and
development of these methods in the case of fuzziness of the initial information.

Practical application, comparison and discussion of results

As an example of the implementation of the proposed approach to the optimization of
technological objects, let us consider the formalization of the formulation and solution of the problem
of adopting an effective operating mode of the oil heating station (OHS) of the Uzen-Samara oil
pipeline at the Atyrau point. The main task of the OHS is to ensure trouble-free and uninterrupted
operation of heating furnaces and structures attached to them, ensuring optimal technological
operating conditions for the «hot» oil pipeline. At the same time, the following types of decision-
making problems for optimizing criteria are solved: minimizing the cost of heating and pumping oil;
minimizing fuel and operating costs; increasing the degree of reliability of mechanisms and devices;
increasing the environmental safety of the oil pipeline.
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The volume of pumped oil can be determined by the indicators of various devices (flow meters,
etc.). In our case, the volume of pumped oil is measured in units of thour. As for assessing quality
and environmental safety, the situation here is much more complicated. It is very difficult and not
always possible to evaluate the quality of work of the technological and production complex of an oil
pipeline, and the environmental safety of the object’s operation in one number. Often these indicators
are difficult to measure quantitatively and are characterized by uncertainty and fuzziness of the initial
information. In fact, quality indicators and environmental safety indicators are often characterized by
restrictions such as «no more» and «abouty, i.e. are fuzzy.

In practice, we want economic criteria (productivity, profit, pumping volume, etc.) and quality
indicators to be maximum, and environmental impact on the environment to be minimal. But, as
you know, these criteria are often contradictory and it is often not possible to improve them at the
same time. The task is to find the optimal solution in the field of compromises, depending on the
production situation and plan, and also satisfying the decision maker.

Thus, using the above problem statements, the decision-making problem in controlling the
modes of the oil transportation process through the main oil pipeline is set as follows:

Let f(x)=F(f(x))=u(x),i=13 — are normalized local criteria assessing the volume of oil

pumping (g (x)), temperature (.2 (x)) and pressure ( z$(x))at the outlet of the OHS. Let us assume
that for each fuzzy constraint describing environmental indicators ¢, (x) > b,,q =12, the membership
functions of its implementation ., (x), q=12 are constructed. Let us know or define a number of
priorities for local criteria 1, ={1,2,3} and a weight vector reflecting the mutual importance of these
constraints g =(4,,53,) -

The criterion and constraints depend on the vector of parameters x;, i =14 (X, (X1, X2, X3, Xa—
temperature, x, —pressure, x, —fuel consumption, x, —oil consumption at the furnace inlet). These

dependencies are determined on the basis of mathematical models developed in [17, 18,19].

A formalized task, in the conditions of fuzziness of some part of the initial information, can be
written similarly to (3)—(4) in the form of the following multicriteria decision-making problem in a fuzzy
environment:

max 4(X), (5)

) Ji=23,q=12] 6)

X ={XIXEQ/\(fi(X)Zbi)/\arg(/,lq(X)Z rpeigu,u(x)—y”

where f (x),i=2,3 — constraint functions for temperature and pressure at the outlet of oil heating

stations, [u(x)- x|, — used metric D, 4(X)=(t4 (0,4 (¥), 4" =(maX 11, (), mAx 5 (x) o

u
u'=1.1.
The solution to this problem is the value of the vector of optimized regime parameters
X" =(x,,X,,X;,X,), which provides the extreme value of the criterion when the specified constraints

are met, taking into account the preferences of the decision maker and satisfying it.
To solve the problem (5)-(6), we use a modification of the GK-IT algorithm.
1. A number of priorities are set for local criteria 1, ={1,2,3} (the main criterion is the volume

of oil pumped through the pipeline, which has priority 1, priority 2 is assigned to the temperature at
the furnace outlet, pressure at the furnace outlet has priority 3).

2. Based on information received from decision makers and expert specialists, a term set of
fuzzy parameters is determined and for each constraint, membership functions for fulfilling the
constraints x, (X), =12 are constructed.

Based on the results of expert assessments and studies, the following membership functions
for fulfilling the constraints are constructed:
1, (x) =exp(0.20| a, —50.0|-0.5); x,(x) =exp(0.10|a, —80.0|-0.7);
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where a,a, — average numerical values of fuzzy parameters, respectively: temperature and
pressure of the furnace (oil heating station) at the outlet.
3. The type of the constraint function f (x),i=23 is determined and the value of b,,i=2,3is
set. Based on the results of the research, it is determined:
f,(X)=7+12-% -025-x, +5.7-x, -1.3-x, +1.8-x/ +8.3-x2;b, =55,
f,(x)=0.25-1.31-x, +7.35-X, —3.1- X, +2.25-X, +9.85-X> +8.7-x.;b, =85
4. The coordinates of the ideal point are determined. As the coordinates of these points, you
can use the maximum values of the membership function. In our case, the membership functions
are normal, then x" =(11).

5. The type of metric ”,u(x)—,uu

5 is selected, which determines the distance of the current

solution (u(x)) from the ideal point (u“). In our case, the type of metric is defined as follows:

() - 12*

=3y (g ()~ 1y OO0

where g, - weight coefficient of the g-th fuzzy constraint.

6. Problem (5)—(6) is solved (in our case, mathematical programming methods are used) and
the current solution is determined:

1) x(b;, Zzl(ﬂq (max u, (X) — 4, (x)))?)» 1= 2,3 — control parameter vector value;
q-1 xXeQ

2) 4y (X010 D7 (8, (T 1y (0 = 11, () °). ACODNVACVRCEVAC) D

,ug(x(bi,zz:(ﬂq (rzlag g (X) = 11,(x))?)) » 1=2,3 —local criteria values;

q=1

3) 1 0xlby, B, (18 1 (0) = g OO*)) . (X0, 3 (B (8 41, (0 = 1 (X)) 1= 23—

membership function values for fulfilling the constraints.
7. The decision maker is presented with the received current solution. If the current results
do not satisfy the decision maker, then new boundary values x'(x), u’(x) are assigned to them,

and (or) a new type of metric H,U(X)—,Uu is selected and the search for an acceptable solution is
D

repeated, i.e. a return to the previous step is carried out, otherwise a transition is made to the next
step 8.
8. The final solution is derived that satisfies the decision maker: values of control and

2
operating parameters x" (b;, »_ (8, (max 4, (X) — 4, (x)))?) that provide optimal values of local criteria
s xeQ)

5 0C (00 Y 08, (18 1, (9 = 1, 00D ), 423 06 b, 35 (B, (M, (0 = 11, (9))).

2
s (X" (b, ,Z(ﬁq(max g (X) — 11, (x)))?)) and the maximum values of the membership functions for
g1 xeQ

fulfilling the constraints 1, (X (b, ,Zzl(ﬂq (rTX]ag( g (X) — 4, %),

14,0 (01 (B, (R a1, () = 1, (GO °).

The results obtained in the work are shown in the table (see table 1).
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Comparison and analysis of the results of the data presented in Table 1 gives grounds to draw
the following conclusions:

1) The proposed algorithm is more efficient than the deterministic method and more accurately
matches the experimental data.

2) When solving optimization problems based on the proposed algorithms, the adequacy of
solving the production problem increases, since additional fuzzy information (experience,
knowledge) is taken into account more fully describing the real situation without idealization.

3) The applied algorithm for solving a multicriteria decision-making problem (GK-IT) allows us
to determine the membership function of the fulfillment of one or another fuzzy constraint, i.e. the
degree of correctness of the resulting decisions.

The reliability of the obtained results and conclusions is confirmed by: the correctness of the
research methods used, based on the scientific provisions of the theory of decision making and
optimization, theories of fuzzy sets, methods of expert assessments; sufficient convergence of
calculation-model (theoretical) and experimental (pilot-industrial) results of the study.

Table 1 — Comparison of the results of solving a multicriteria decision-making problem for
choosing an effective OHS mode according to the proposed algorithm (GK-IT), according to a
deterministic method and experimental data

Deterministic | Proposed | Experimental

No Criterion and Constraint Values method Algorithm data
(lit. data) (GK-IT) | (atyrau OPS)

1. | Oil pumping volume (productivity), tons/hour, () 1) 707 ~710 709

2. Furnace outlet temperature, °C (y2) 48 50 50

3. Furnace outlet pressure, kgf/cm 2 (ys) 8.5 8 8.1

4. | Constraint 1 fulfillment membership function- ; (x"(5)) - 1.0 -

5. | Constraint 2 fulfilment membership function- z, (x"(3)) - 0.98 -

6.

Optimal values of operating parameters x* = (x1%,...,X4"):
x1" — furnace inlet temperature, °C;

35 33 34

7. x2" — furnace inlet pressure, kgf/cm 2; 10,5 9.8 10

8. x3" — fuel consumption, kg/hour; 27 25 26

9. X4 — vqurpe of raw materials (oil) at the furnace inlet, 710 710 710
tons/hour;

Notes: (-) means that the corresponding indicators are not determined by this method. The time required to find a solution
in the compared methods is the same.

Conclusion

In this work, based on a combination and modification of various optimality principles, new
formulations of multicriteria decision-making problems for selecting operating modes of technological
units of a main oil pipeline are proposed, and interactive algorithms for solving the problems are
developed. The developed algorithms are based on the use of the idea of various compromise
decision-making schemes (various combinations of the main criterion method, Pareto principles of
optimality and the ideal point), modified to work in a fuzzy environment. The results of the
implementation of the application of the proposed approach in practice for the selection of optimal
operating modes of the oil heating station of the Uzen-Samara oil pipeline at the Atyrau point are
presented based on a modification of the idea of the methods of the main criterion (for criteria) and
the ideal point (for constraints).

The scientific novelty of the results of the work lies in the fact that the tasks are set and solved
in a fuzzy environment without prior conversion to deterministic tasks. This provides, due to the full
use of the collected fuzzy information, obtaining a more adequate solution to a complex production
problem with fuzzy initial information.

The practical significance of the work is determined by the effective solution of complex
production problems in conditions of multicriteria and fuzziness, which cannot be solved or are
difficult to solve by traditional deterministic or stochastic mathematical methods. The advantage of
the proposed approach to solving the problem is also that, depending on the production situation
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and the availability of initial information of various types, the decision maker is given the opportunity
to select a more suitable algorithm for solving the problem from the proposed set of algorithms.
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TEXHONOMUANBIK XXYAENEPAIH XX¥MbIC PEXXUMOEPIH XXOHE ONAPAbI LWELLY SOICTEPIH
BACKAPYFA APHAJFAH AHbIK EMEC LWWELWLIMAOEP KABbINIAAY MOCENENEPI

AlKbIH emec mexHornoausinblk 06bekminepdi backapy ywiH wewim Kabbiiday MiHOemmepiH Koro
poacimOendi xoHe asibiHOblI XoHe onapObl wewy oadicmepi ycbiHbIIObl. 3epmmey obbekmici” bicmbiK "
mazucmpasibObiKk MyHal KyObipbiH Xblibimy nyHKmmepi 6osbin mabbinadsl. MyHOal HbicaHOap kebiHece Kerl
KpumepudnikneH curammanamblHObIKMaH XaHe KebiHece alKbiH emec bacmarikbl akrnapam xardalibiHOa
XKYMbIC icmelimiHOikmeH, maricbipManap alkbIH emec opmada Ker Kpumepulsik wewim Kabbinday ecenmepi
pemiHde pecimdenedi. OHMaUNbIIbLIKMbIH 8pMypPsi MNPUHUUNMEPIH e32epmy Heezi3iHO0e wewinemiH
ecennmepdiH XaHa mMamemamukanblK MyXblpbiMOapb! anbiHObl XoHe onapObl wewydiH uHmepakmuemi
aspucmukarnbik anzopummoepi xacandel. AUkbIH emec ecenmepdi wewydiH beneini adicmepiHeH
gopmarnslbl alkbiH emec ecenmepdi wewydiH yCbiHbliFaH MacindepiHiH xaHasbifbl MbiHada: MiHOemmep
onapdbl akgusasieHMmi demepMUHUpPIeHeeH HycKanapra altHandbipmal KolUbiialbl xeHe wewinedi, byn
bacmarikbl alikblH eMec aKnapammabiH XOoFaslybiH asalimnalobl xeHe bapabap xsaHe muimOi wewimoep anyra
MyMKiHOIK 6epedi. Ambipay ryHKkmiHOeai e3eH-Camapa MyHal Kyb6bIpbiH Xblibimy CMaHUUsSCbIHbIH muimdi
XKYMbIC pexumMiH maHday macersneciH welwy Ke3iHoe a3siprieHeeH anzopummoepdiH 6ipiH icke acbipy apKbiribi
weuwim Kabbinday miHOemmepiH wewyae yCbiHbliFaH macindi npakmukarbik KondaHy Mbicarbl Ke/ImipinzaeH.

Tytin ce30ep: alikbiH emec wewim Kabbiiday, ken enwemoi oHmaunaHObIpy, aknapam, MywersniK
yHKUUSChI, OHMaUrnbinbiK NpuHyunmepi, wewim Kabbindaywbi.
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3AOAYM MPUHATUA HEYETKUX PELLEHUWA ONA YNPABNEHUSA PEXXUMAMU PAGOTbI
TEXHOJNTOMrMYECKUX CUCTEM U METOAbl UX PELLEHUA

®dopmanu3osaHbl U rosy4YeHbl IocmaHo8Ku 3aday NpuHAMuUs peweHul 0151 yrpasrieHust He4emKkumu
mexHosoeu4eckumMu obbekmamu u npednoxeHbl mMemodbl ux peweHus. O6bekmom uccriedosaHus
6/1910mMcs MyHKMbl oboepesa «2opsHec0» MazucmpasbHo2o Heghmernpoegoda. TockobKy makue 06beKkmb!
Yacmo xapakmepu3yrmcsi MHO20KpUMEepUaibHOCMbIO U 4acmo (hyHKUUOHUPYOM 8 yC/I08USIX He4Yemkou
ucxo0HoU UHgopmayuu, 3adaqu ghopmanusyomcesi 8 sude MHO20KpuUmepuasibHbIX 3aday MPUHAMUS peuweHul
8 He4yemkol cpede. Ha ocHoge mModucbukayuu passiuyHbIX MPUHUUNO8 onmumMasibHoCmu bbiiu rnoslyqYeHsbl
HO8ble Mamemamuyeckue hopMyrupoBKU pewaemMbix 3aday u pas3pabomaHbl UHMEPaKMmMuUeHbIe
agpucmudeckue anzopummbl UX peweHus. HosusHa npednazaembix 100x0008 K  PeleHUr
opmanu3o8aHHbIX HeHemkKux 3aday om U38eCmHbIX MemMod08 peweHUs1 HeHemkKux 3aday 3ak/yaemcs 8
mowm, 4ymo 3adayu cmaesmcs u pewaromcsi 6e3 npedsapumesibHO20 rpeobpaszosaHusi Ux 8 3KeUBaSIEHMHbIe
0emepMUHUPOBaHHbIE 8apuaHmMbl, 4YMO He yMeHbWaem [omepu UCXOOHOU HevYemkol UHgopmauuu u
roseonsiem rosny4ams 6onee adekeamHbie U aghghekmueHble pewleHus. [TpusedeH npumep rnpakmu4ecKko2o
npumeHeHusi npednoxeHHo2o nodxoda K peweHuUro 3aday npuHamMuUs peweHul nymem peanusayuu 00Ho20
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U3 paspabomaHHbIX afizopummos rpu peweHuuU 3ada4qu ebibopa aghghekmusHo20 pexxuma pabombsi cmaHyuu
rnnodoepesa Hegpbmu Heghmernposoda Y3eHb-Camapa 8 nyHKme Amebipay.

Knroyesblie cnoea: Hedemkoe [MpuHAMuUE peweHul, MHO20KpumepuanbHas onmumu3ayus,
UHbopmayus, yHKUUS npuHadnexHocmu, MPUHUUNbl ONmumManbsHOCMU, fUY0, MpUHUMaruwee peuweHue
(Jr1P).
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BEB-BETTEPAEr 3UAHALI XKAPHAMAIbIK BAFAPIIAMAJIAPIbl AHBIKTAYOA
MALUMHAIbIK OKbITY AIFCOPUTMAEPIH NAUOANAHY

AHOamna: Makanada uHmMepHem KonOaHyuwbinapbiHbIH KYNusinbifbifbl MeH KayincisdieiHe
atimaprbikmad Kayin meHoipemiH eeb-6emmep apKbifibl 3usiHObI XapHamariblk bardapriamanapObl mapamy
macerseci kapacmeipbinnadbl. Beb-6emmepae eHezizineeH 3usiHObI xapHamarsbiK 6ardaprnamanapObl aHbIKMay
XoHe belimapanmaHObipy YWiH MaluHabIK OKbimy anzopummoepiH kondaHy. [epekmepdi eHley,
beneinepdi any xeHe Xxikmey odicmepiHe Ha3zap aydapa OmbIpbIN, MawuHarnblK OKbImy 3USHObI
bardapnamapriapObl aHbiKmay npouyecmepiH Kanal xakcapma anambiHbiH eaxel-meaxelsni mandalobi.
BusiHObI XeHe 3aHObl xapHamarbiK Ma3mMyHObl axblpamydasbl muiMOifieiH aHblIKmay YWiH MallUuHambIK
OKbImyObIH epmypri anzopummdepi, COHbIH iwWiHOe roaucmukansik pespeccusi, WewiM arawmapsl,
ke3delicoK opmaH, aHfan balec xoHe aHcambnbOik adicmep 3epmmernedi.

3usiHObI xoHe Kayinci3 xapHama mModynsdepi myparnsi depekmepdi KamMmumbIH OKbIMy XeHe mecm
yneinepiH Kypy adicmemeci cunammarnsaH. 3usiHObl MiHE3-KYIbIKMbIH XacbIpbiH yr2inepiH aHbiKmay yuwiH
MawuHarnblK OKbimyObliH 8pmypJii macindepi, COHbIH iWiHOe MyFamiMMeH, MYFasiMCi3 OKblmy XoHe mepeH
OKbimy adicmepi mandaHadbl. 3epmmey Homuxxesnepi MawuHasbIK OKbImy an2opummoepiH KordaHy 3UsiHObI
JxapHamarbik 6ardapriamanapibl xorapbl OondikneH aHblKmayra MyMKIHOIK 6epemiHiH kepcemedi, 6y
muimOipek kubepkayincizdik KypandapbiH o3ipsieyee Heeid 6ona anadbl. CoHOal-aK, KosdaHbicmarbi
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adicmepldiH biIkmumas Macesieniepi MeH wekmeyrnepi marnkbinaHadbl XOHe MauwluHarblK OKblmy apKbisibl
3usiHObI xapHamarnblk 6ardapramanapObl aHbliKmay 6olblHWa KochbIMwa 3epmmeynep Xypaidy YWwiH
barbimmap ycbiHbIIaokbI.

TyiiiH ce3dep: MawuHanblKk OKbimy,
uHmernnekm, eeb-bemmep.

3usiHObI 6ardapnamanap, kubepkayincizdik, xacaHObl

Kipicne

Beb-TexHonoruanap KyHaenikti emipge 6actel pen aTkapaTblH Kasipri uMdpnblk anemae
aepektepaiH kayincisgiri MaHbi3gbl 6onbin Tabbinagbl. 3usiHObl XapHamanblk 6argaprnamanap
WHTEPHET NanganaHylblinapbiHbiH, KYINANbINbIFbl MEH KayincisairiHe kayin TeHaipeTiH kayinTepain,
Gipi 6onbin Tabbinagbl. byn 6argapnamanap navganaHylwbl TaXipubeciHe keaepri KenTipin kaHa
KoMManabl, COHbIMEH KaTap »Xeke aknapaT NeH KapXblrblk AepekTepai yprayabl koca anfaHaa, ayblp
3apgantapra akenyi MyMKiH. OCbIHbl eckepe OTbIpbIn, 3UAHAbI XapHamanapabl Taby eHe angbliH
any knbepkayincisgik canacblHaarbl 3epTTeyLUinep MeH a3ipneyLinep ywiH GipiHLWi ke3ekTeri MiHaeT
6onbin Tabbinagwb! [1].

MawunHanblK OKbITY, YNKeH kenemaeri Aepektepai eHaey kaHe Kypaeni 3aHgbiiblKkTapabl
aHblKTay kabineTimeH, 3anaHabl 6argapnamarnbik XXacaKkTamaMeH KypecyadiH KyaTTbl Kypanbl 6onbin
Tabbinagpl. 3usHabl XapHamanbelk 6argapnamanapabl Be6-6eTTepae aHbikTay YLUiH MallnHanbik
OKbITY anroputMepiH kKongaHy TUIMAIpPEK XoHe aBToMaTTaHAbIpbUIFaH Kayincisgik xynenepid
KYpPYyaOblH XaHa nepcnektneanapbliH awagbl [2].

MaTtepuangap MeH Tacingep.

MawunHanblk OKbITy Knbepluiabybingapabl aHblKTay MEH angblH anyablH TWiMAI KyparnbiH
KamTamacbl3 €Te OTblpbil, Beb-OeTTepgeri 3uaHOobl OGargapnamanapMeH  Kypecy  YLiH
KongaHbiiagbl. byn cana HakTbl yakbiTTafbl KayinTepai TaHy »kaHe OenTapanTangbipyda
MaLUMHanbIK OKbITY TEXHONOrManapbiH knbepkayincisgikneH Gipiktipegi. MalumHanbIk okbITY 3MsHAbI
Oargapnamanapgpbld, 60nyblH KepceTeTiH aybITKynapAabl aHblKTay YWiH Be6-TpaduK OAepeKTEPIHIH,
YIIKEH KenemiH Tangayra kemektecegi [3]. Anroputmaep kayincia Be6-6et1tepgi anusiHabl 6eTTepaeH
aXblpaTyabl YAPEHY apKblibl KamnbiNTbl Ma3MyHbIHbIH, MbIiCangapblH KaMTUTbIH ManiMeTTepaeH
ynpeHegi [4].

1 kecte — Mogenbi Kypyaa nanganaHaTtbiH MallvHarnblK OKbITY anroputMaepiHe Tangay

Anroputm ApTbIKWbINbIFbl Kemuwiniri MymkinAiri Kayini
Jlornctukanbig TYCIHIKTI )xaHe ChbI3bIKTbIK eMec Ekinik MopaenbaiH
perpeccus opblHOayFa oHaw JepekrepmeH Knaccudukauuanay WwekTeyni
XyMbIC icTeyfe mMacernenepi yLwiH Kypaeniniri
Haluap XaKchbl
LWewim arawbl | HTepnpetaumsnayra ApTbIK Kypaeni Hepekrepperi
(Decision Tree) XoHe couikecTeHipyre xXyrenepae esrepictepre
BU3yanusauuanayra benim nanganaHyra cesimTan.
oHau oonaabl
HaueTi Banec YnkeH gepekrep CunaTTapablH MeTiHaik BannaHbicTbl
(Naive Bayes) | *MbIHTbIFBIMEH XXaKCbl | Tayerncisgiri Typanbel | knaccuduvkaumsga | cunartTapMed
XYMbIC icTengi ©omkam xacanabl T™MimAai THiMCi3 6onybl
MYMKiH
Kespericok YKorapbl genaik, EcenTtey KyHbl KenTereH Ken pecypc
opMaHzap apTblK XoFapbl 6onybl Macenenepre KaXeT eTyi
covikecTeHipyre MYMKiH KongaHyra 6onaabl MYMKiH
Tesimai
pagueHTTIK ©Te Xofapbl Oangik OpHaTy KUbIH XoHe Hepektep YnkeH
OyCTUHr apTbIK aHanuaiHaeri OepeKkTepMeH
celikecTeHipyre GacekenecTikTe XyMbIC icTey
oenim TMimai kesiHae basty
6onybl MyMKiH
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MawwvHanblk OkblTy Mogeni — 6enrini 6ip OKy MaceneciHiH, Kanan LeLineTiHgiriHiH
MaTeMaTuKanbIkK KepiHici. Byn MalumnHarnblK OKbITY anropuTMi oepekTepai TanganTblH XXeHe onapaaH
3aHabINbIKTapabl HemMece Tayenainikrepai WbelFapaTblH OKYy NPOLECiHIH HaTwkeci. MalwuvHanblk
OKbITY anroputMaepi arbiMaarbl KayinTepAi aHblkTan KaHa KoMMan, COHbIMEH KaTap TeHAeHUMAnap
MEH MiHE3-KyIbIK YArinepiH Tangay apkbeinbl bIKTUMan 3usiHabl Wwabybingapabl 6omkan anagbl. byn
wabybngapabl 3usH KenTipmec OypblH angblH anyfa MyMkiHAik Oepegi. KebiHece »xeninik
MOHUTOpPNAap, KipydiH angblH any Xynenepi eHe aHTUBMPYCTbIK Gargapnamanap cusaktbl 6acka
knbepkayincisgik xynenepimeH GipikTipinin, Beb-6eTTepaeri auaHgbl WwWabybingapra Kapcbl KewweHai
KOpFaHbIC kacangbl [9].

Hatuxenep MeH Tankbinaynap

Opbip mogenb Giperen cunatTamanapfa ue XoHe opTypJii AepekTep TyprepiMeH >xXaHe
TancblpMmanapMeH Xakcblpak >XyMblIC icTer anaabl. Mogenbai oHTannbl TaHaay TancbipMaHbiH HAKTbI
MakcaTTapbl MEH TanantapbiHa 6annaHbICTbl.

1 cypeTTe KepcCeTinreH KoppensumsnblK Xblfy KaptacbiHga 6i3 00bekTiHiH (Mbicanbl, Be6-
CanTTbIH) 3UsiHObI EKEHIH BiNAipeTiH opTypIi cMnatTamanap MeH MakcaTTbl allHbIMarnbl apacbiHOAFbI
CbI3bIKTbIK OalinaHbIC A9PEXECIH KOPEMI3.

1 cypetTeri kapTagaH GipHelle 6akbinaynap xacayra 6onagpl:

1. «Label» — MeH kubInbicaTbIH X0 MeH DaraHaa XeHrinipek ysawblk 6ap «has_long_length»
Oenrici epekwe epekiieneHeni. byn y3biH URL mekeHxannapbl 6ap Beb-canTTapabiH 3UsiHObI
Gonybl bIKTUMan ekeHiH kepceTeai, 6yn KUCbIHAbI, OUTKEHI anasikTap nangananylwbinapabl angay
YWiH Kypaeni xeHe y3blH URL MekeHxXannapblH Xui nanganaHagbl.

2. «Has_at_sign» Genricinge «label» kubinbicbiHAa >XeHin yAwblK 6ap, 6yn 3unsHab
canTTapMeH OH KoppenauusiHbl kepceTyi MyMmkiH. URL MekeH-xanbiHaa «@» 6enrici 6onybl MyMKiH,
wabybingaywbinap 3aHabl MEKEH-Kannapra erikreyre ThipblCaTblH OULIWHITIK Wabybingap yLwiH
KonaaHbinagbl.

3. «Has_ip» xoHe «depth_length» ywiH «label» — meH koppensuma aa oH 6onbin KepiHeai,
Oipak oHwWa arKkblH emec. byn 3unaHabl cantrtap kenge IP mekeHxamnapbliH OOMeEHAK aTaynap
peTiHAe NanganaHaTbiHbIH XaHe TepeHipek URL KypbIfibIMbIH KOPCETYi MYMKIH.

4. «Has_redirection», «has_https», «has_tiny url», «has_prefix_suffix», «is_iframen,
«has_mouse_over» xaHe «has_right_click» cusakTel 6acka ©enrinep ocbl Xblly KapTacblHAAFbI
MakcaTTbl avHbiManbiMeH a3 ankblH BannaHbICTbl kepceTeai. byn onapablH XikTey TancbipMmachl
YLLiH MaHpI3abl eMeC ekeHiH Bingipmengi, enTkeHi Tek NMUPCOHHBIH, Koppenaums koaUUNeHTTEpI
apkbinbl Tangayga KepiHOEWTIH CbI3bIKTbIK eMeC KaTblHacTap Hemece apanac acepniep 0Gonybl
MYMKIH.

hes_at_sign
has_long_length

depth_length

has_right_click

s _hirps
is_iframe

]

s _at_sign

has_jong_length
depth length

es_rediraction
hes right click -

has_prefix suffix

#

1 cypeT — KoppensaumsnbIK >blny kapTachbl
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2 cypeTTe KepcCeTifreH >blny KapTacblHblH apbip yAwbiFbl 6enrini 6ip Mogenb yuwiH
MeTpuKarnblk MoHre coenkec kenegi. MeTpukansik MaHAEP YALWbIKTapAblH, iWiHAe KepCeTisireH XXoHe
VALLILIKTbIH, TYCi KapTaHbIH OH, XafblHAAFbl TYC LUKanacblHa CoMKeC OCbl MBHHIH LUamMacblH kepceTeqi.
LLIkanaHbIH XOFapfbl >afbl (K&K TYCTiH KYHFIPT PEHKTEPi) MeTPUKaHbIH, )KOFapbl MBHOEPIH, an TOMEHT i
Oeniri (Kek TYCTiH albIK pEeHKTEPi) TOMEHri MaHAEepAi KepceTeai.

MakcaTTbl KepceTkilTep MeH xoba TanantapbiHa cyreHe oTblpbin, 6enrini Gip Tanceipma
YLLUiH Kal MoAenbaep »aKCbl XXYMbIC iCTENTIHIH aHblikTan anagbl. Mbicanbl, erep gsngik xoba yLuiH
eH MaHbI3gbl 6onca, eH Xofapbl gangik kepceTkiwi 6ap mogenbai TaHaay kepek. Erep gengik neH
TOMbIKTLIKTBIH TEHAECTIPINreH yrnnecimi kaxeT 6onca, F1-6annfa kapay Kepek.

Mopensaep ywis MeTpukansix Xoiny Kaprace:

0975

Accuracy

-0950

- 0025

Precision

- 0.000

MeTpukanap

Racall

- 0.875

-0.850

F1-Score

-0825

-0.800

ROC-AUC

o 1 2 k] 4 5 ] 7 a8 2
Mopensis nHaekc

2 cypeT — Mogenbaepre apHanfaH MeTpuKa KapTachl

2 cypeTTe 6ec MmeTpuka BoMbIHLLA MaLLMHANbIK OKbITYAbIH TOFbI3 TYPSli MOAENiHIH, eHiMAiNiriH
GenHenenTiH Xblny KapTacbl kepceTinreH: Accuracy, Precision, Recall, F1-Score xaHe ROC-AUC.

KepceTkiwTepai Tangay:

Accuracy (gangik): 6yn aypbic 6omkamaap CaHblHbIH, (LUbIH OH, + WbIH Tepic) 6omkamaapabliy,
»annbl caHblHa KaTbiHackl. EH xofapbl genaikteri Mogenbs 0,97, an eH TemeHrici 0,85.

BormkampapapbiH gangiri( Precision): oH HoTwxenep peTiHae 6ormkaHraHgapabiH, kan Geniri
aypbic 6onfFaHblH kepceTedi. MyHaa eH »akcbl MoH — 0,98, an eH xamaHbl — 0,79.

TonbikTbiFbl( Recall): mogenb oH gen AypbiC aHblKTaFaH LiblHAWbl OH >KaFgannapabiH
KaHLUanbIKTbl yreciH enwenai. TonbIKTbIKTbIH eH Xofapbl MaHi — 0.98, 6yn Mmoaenb OH xargannapabl
XKaKCbl aHbIKTAUTbIHObIFLIH KepceTen,.

F1-6ann (F1-Score): gengik neH TOnbIKTbIKTbIH, [[@pMOHMKanblK opTalla MaHi, OCbl eKi
KepceTKilUTiH Ae TeHaecTipinreH 6arackiH 6epeai. F1 ynannapsel 0.87-aeH 0.97-re gewniH esrepeai.

ROC-AUC: RocC KuCbIfbiHbIH acTblHAafFbl anmak-0yn mogenbdiH SpTypni CbiHbINTapAbl
axblpata 6iny kabineTiHiH, enwemi. ROC-AUC-TiH, eH xakcbl MaHi — 0.99, eH xxamaHbl — 0.93.

Tangay XKyprisy VywWiH KepceTKilWTepaiH uaeangbl MaHOepi TancCblpMaHblH HakTbl
WwapTTapbiHa 6annaHbICTbl 9p Typni 6onybl MyMKiH eKeHiH eckepy kaxeT. Mbicanbl, MmeguunHanblk
AnarHocTvkaga OH Xargannapgbl Xibepin anmay yLwiH Xofapbl TOMbIKTbIK ©Te MaHbi3abl 60nybl
MYMKiH, TiNTi erep 6yn AengikTiH TemeHaeyiHe akence ae.

Kby KaptacblHa cymeHe OTbipbin, Tangaylbl MakcaTTbl KepceTkilTep MeH xoba
TananTapbiHa CyneHe oTbipbIn, 6enrini 6ip TanceipMa YLUiH Kan MOAENbAEP XKaKCbl XKYMbIC iCTETIHIH
aHblkTan anagbl. Mbicanbl, erep goangik »xoba ywiH eH Manbl3gbl 6onca, eH Xorfapbl Oanaik
KepceTkiwi 6ap moaenbai TaHaay Kepek. Erep gangik neH TONbIKTbIKTbIH, TEHAECTIPINreH yinecimi
KaxeT 6onca, F1-6annfa kapay kepekx.

3-cypeTTeri rpadoumK XikTey TanceipMacbhiHAa MallMHanblK OKbITYAbIH 8pTYpNi MOAeNbAEPiHiH
eHIMAinNiriH kepceteni, MyYMKIH 3uaHObl GafdapriaMaHbl aHblkTayFa GannaHbICTbl, OHbl rpaduk
KongaHbinaTbiH KOHTEKCTKE CYMEHe OTbIpbIN pacTtayFa HeMece XOKka LibiFapyra 6onagbl.

— Jlornctukanelk perpeccusi: F1-Score-gaH 6acka 6apnblk kepceTkilwTep 60oMbIHLWA TypaKTbl
XOfFapbl HOTUXenepai kepceTeai, oHaa on asgan TemeHgenai. byn mogenb gangik NeH TONbIKTbIK
apacblHaa Xakcbl TeHdecTipinreH gen 6omkangbi [6].
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— Kesgencok opmaH: ROC-AUC meTpukachl GoMbIHLLIA eH, XXofapbl MaHAepre ne, 6yn OHbIH
CbiHbINTapAbl axbipata 6iny kabineTiH kepceTeai. dangik neH TONbIKTbIK KOpPCETKIWTepi e eTe
YKOFapbl.

— SVM (aHblkTamanblk BekTopnblk MawwuHa):  6apnblk  KepceTkiwTep 6GoMblHLWA
canbICTbipManbl Typae TypakTbl, 6ipak F1-Score xxeHe ROC-AUC-Ta anTapnbiktan kyngbipay 6ap,
Oy OHbIH O9NA4iK NeH TOMbIKTLIK apacbiHOarbl TeNe-TeHAIKTI Hawwap 6ackapaTbiHbIH KepceTei.

— Anran banec: penaik neH TONbIKTbIKTA »XaKCbl HOTMXE KepceTeni, bipak oHbIH F1-Score
xaHe ROC-AUC xakcapTy MYMKIHAIr Typarbl ovnaHyra Maxbyp etegi.

— Wewim arawbl xxeHe KNN (K agici-xakblH kepLuinep): eki mogenb e ROC-AUC meTpukachl
GonblHLWa TOMEH KepceTKilTepai kepceTeqi, byn 3uanabl 6araapnaMmadbl aHblKTayaa MaHbi3bl.

— [pagneHTTi OyCTWMHr: Xannbl eHiMainiri >kakcbl, 6Gipak OHbIH cbi3blfbl ROC-AUC
MeTpuKacbiHAA a3gan TemeHaeyni kepceteqi, Oyn chiHbINTapAbl axblpaTy KabineTiHiH TemeHaeyiH
KepceTea,.

— LSTM, CNN (KoHBontouusansik HerpoHablk xeni) xxaHe DNN (TepeH HenpoHAbIK Xeni):
afeTTe YyNKeH Oepektepi 6ap Kypaeni Tancbipmanap yuwiH HEMece yakblT cepusinapbiH Tangay
(LSTM) ywiH KongaHbinaTeiH 6y yw Modernb apTypni eHiMAinikTi kepceTteai. Ocipece LSTM 6apnblk
KkepceTkiwTep OomblHWAa KaTTbl Tepbenictepai kepceteni, Oyn OKy AepeKkTep >KUbIHTbIFbIHbIH
epekKLenikTepiHe Hemece MoAenbAiH napameTprepiHe 6annaHbicTel 6onagp! [7].

Monensaep GonbiHwa KepcetkiwTtep TeHaeHUMACHI

Mo

aiteTw Baflec
Wewyun Araw
= KNN
TpagmesTT BycTisr
LST™M
CNN

DNN

&

& & N~ f
v < < &

3 cypeT — Mogenbgep 6ombiHLa KepceTkiTep TEHAEHUUACHI

3-cypeT 6oublHWA 3uaHObl GaFgapnamMaHbl aHbIKTayablH €H XXakCbl MOAEniH TaHgay YLUiH
TancbipMaHblH HaKTbl TananTapblH eckepy KaxeT. Erep xanfaH OH NO3UTMBTEPAi asanTy MaHbI3abl
bonca (Mbicanbl, nanganaHywbel Kayincisa ©argapnamanapgbl  OyFattayra  ©annaHbICTbl
KonancbI3ablKTbl ce3iHbeyi kepek), Aanaikke Hasap aygapy Kepek.

TepeH oOkbITy anroputMmaepi-byn okyra oeHe Oomkam >xacayfa Hemece aepekrepre
HerisgenreH LwewiMm kabbingayra kabineTTi Mogenbaep kacay YWiH KongaHbinaTblH MalluMHarnblK
OKbITYAbIH XeTingipinreH agictepi. Onap agaMm MUbIHbIH, XXYMbICbIH UMUTAUUANANTBIH HENPOHAbIK
Xeninepre HerizgenreH. MyHaa TepeH OKbITyablH GipHelle Herisri anroputmaepi 6epinreH:

KoHBontoumanbik HerpoHablk xeninep (CNN): HeridiHeH KeckiHai TaHy, 6enHeHi Tangay XeHe
KeCKiHAi enaey CUMAKTbl KOMMbIOTEPAIK Kepy TancbipManapsb! yWiH kongaHbinagb [8].

¥3aK MepsiMai xaHe Kbicka mepsiMai xag xeninepi (LSTM): xag KynnepiH eHridy apkbinbl
XoWbInbin 6apa xxaTkaH rpagueHT maceneciH wewy ywiH apHabl a3ipneHreH RNN Typi. Byn onapra
y3aK yakblT 601bl aknapatTbl TUIMAi eHAeYre XaHe ecTe cakTayra MyMKiHAIK 6epegai [9].

Byn anroputmaepaiH 9pKancCbICbIHbIH ©3iHAIK epekweniktepi 6ap >xaHe TancbipMaHbIH
epekwenirine >xaHe eHOeneTiH AepekTep TypiHe ©OannaHbICTbl KondaHbinagbl. TepeH OKbITy
aBTOMaTTaHAbIpbIfiFaH  XyprisyaeH 6actan  gopi-gepMekTepdi  a3iprieyre XoaHe  KapXblrblK
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TeHaeHuunanapabl 6omkayra OeuniHri apTypni cananapfa WHHOBaUMANAap aKeny apkblibl aMyblH
xanfactbipyga [10].

KopbITbiHAbLI

Beb-6eTTepaeri 3usHabl )xapHamarnblk 6argapnamanapbl aHblKTay YLWiH MallnHanblK OKbITY
anropuTMaepiH KongaHyra OarbiTTanfaH 3epTTey LUMpnblK OpTaHblH, Kayinci3airiH »xakcapTygarbl
Jepektepre HerisgenreH TocingepaiH antapnblktan aneyeTiH kepceTTi. >KyMbIC asdcbiHAa
norucTuKanblK perpeccus Mogeni xacangbl, OHbIH, XXOfapbl O9NAIN MeH TOMbIKTbIFbI Kby KapTachl
TYpiHOeri TUICTI KepceTKiluTepMeH pacTanfaH, OHblH 3aH4bl X8He 3UAHObl MasMyH apacblHOafbl
XiKTey MeH capanayfarbl TMiMAiniriH kepceTeai.

MawwunHanblK OKbITY 84icTepi apKbinbl 3uaHAbl 6araapnamanslk Kypangbl aHblkTay angbiH any
knbepkayincisgiringe xaHa kerkuektepai awagbl. Atan anTkanga, 3vsiHabl KayinTepai aHbikTayga
O9naik NeH ToNbIKTbIKTbIH, TeHOECTIpinreH apakaTblHACblH KOPCETKEH NOMMCTUKaNbIK perpeccusiHbl
KongaHy HeFyprbiM KypAeni KOpFaHbIC XXynenepiH AambiTyFa Heriz 6ona anagbl. MyHaanm xynenep
XaHa kayintepre ©Oenimgene anagbl, onapgblH OepekKkopnapbiH >Xeden aHapTagbl >KaHe
aHblKTanfaH kayintepai 6entapantaHgbipy WapanapbiH aBTomaTTbl Typae KongaHa anagbl.

CoHbIMeH KaTap, 3epTTey YHeMi e3repin oTbipaTbiH Knbepkayintep naHawwadgTbiHAA XKYNEHIH,
©3€EKTiNIrH cakTay YLWiH ayKbiMObl OKbITY YATNEpPiH XXMUHAY XaHe yhrinepai yHeMi XXaHapTy KaXKeTTiniri
Typanbl MaHbI3gbl CypakTapabl ketepeni. bonaluak XxXymblc Mogenbaepai, Kypaeni xXeHe XacblpblH
3uaHabl Gargapnamanapdbl TaHy KabineTiH >kakcapTy YLWiH TepeH OKbITy MEeH HenpoHAbIK
apxuTeKTypaHbl GipikTipyre 6afFbITTanybl MyMKiH.

Ocbl 3epTTeydiH HaTWKenepi fbibIMA  KOFamMOaCTbikka Kubepkayincidgik KOHTEKCTIHOE
MallWHanbIK OKbITYAbIH TeOpUsAnblK HErisgepiH ogaH api TepeHaeTyre XaHe UuudprblKk opTaHbl
Gaprnblk nanganadylbinap YLWiH Kayincia eTe oTbipbin, HaKTbl YakbIT pexuMiHae knbepkayintepre
TeTen 6epe anaTtbiH NpakTUKarblK WeLiMaepai a3ipneyre 6annaHbICTbl XXaHa MiIHAETTEP Kosabl.
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MCMOJIb3OBAHUE ANTTOPUTMOB MALUMHHOIO OBYYEHUA ANA OBHAPYXEHUA
BPEOOHOCHbIX PEKITAMHbIX MPOrPAMM HA BEB-CTPAHULIAX

B cmambse paccmampusaemcsi npobsiema pacrnpocmpaHeHusi 8peO0HOCHbIX PeKIaMHbIX rpospamMm
yepe3 8eb-cmpaHuubl, Komopbie npedcmasnsaiom CepbesHy yepo3y KoHgudeHyuambHocmu U
b6esonacHocmu rnonb3o08ameseli UHMepHema. Vlcrionb3o8aHue an2opummo8 MawuHHo20 obyyeHusi Ons
obHapyxeHUsl u Helmpanu3zayuu 8pedOHOCHbIX PEKIaMHbIX fpospaMM, 8CMPOeHHbIX 8 Beb-cmpaHuub.
Cocpedomoyus eHumaHue Ha memodax obpabomku OaHHbIX, U3B/IEYEHUS MEMOK U Kraccugukayuu,
MawuHHoe oby4yeHue noOpobHO aHanusupyem, Kak OHO MOXem yryqwumb [PoUuecchbl O6HapyXeHUs
8PEOOHOCHbIX MpoepaMmM. PasfudyHblie an2opummbl MawUHHO20 O06y4YeHUs, BKIHYasi J/102UCMUYECKYHO
peepeccuro, Oepesbsi peweHul, cnydaliHbill nec, HausHble baliecosckue U aHcambriesbie Memookbl,
usydaromcesi 05151 onpedesieHus ux aghghekmusHocmu 8 passiudeHuUU 8pedOHOCHO20 U 3aKOHHO20 PEKTaMHO20
KOHmMeHma.

OnucaHa memolOuka rocmpoeHus obydarouwux u mecmosbix modesned, ekmrovarowasi 0aHHbIe O
8peAOHOCHbIX U be30nacHbIx pekramMHbix MOOyrisx. Pasnu4Hblie nodxodbl K MawUuHHOMY 06yYeHUro, 8KYas
obyyeHue ¢ y4yumernem, oby4deHue b6e3 yyumena u memodsl 25yb0ko20 0by4yeHus, aHanulupyromcs 0
8bIsIBIIEHUS] CKpbimMbix Modenel 8pedHo20 noeedeHusi. Pe3ynbmambl uccriedo8aHusl roKasbiearom, 4mo
UcCronb308aHUe ansopummo8 MauwuHHO20 06y4YeHUs Mo380Jsiiem C 8bICOKOU MOYHOCMbIO ObHapyxusamsb
B8pEOOHOCHbIE pEKNaMHbIe pospamMMbl, 4mMO MoOxXem cmamb OcHoeoll Ons  paspabomku 6onee
aghchekmusHbIx UHCmpymeHmos KubepbesonacHocmu. Takxe obcyxdaromesi nomeHyuanbHble npobnems! u
O2paHuYeHuUsi cywecmsyrowux mMemodos, a makxe npednazaomes HanpaeneHus 0ns danbHelwux
uccniedosaHull Mo 8bIs8IEHUIO 8PEOOHOCHbIX PEKTaMHbIX PoepaMmM C MOMOWLI0 MaWUHHO20 06YYeHUs.

Knroyeeble crioea: mawuHHoe obyyeHue, spedoHocHoe 10, kubepbe3onacHOCMb, UCKYCCMBEHHbIU
UHmMersnnekm, eeb-cmpaHuuysbi.
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USING MACHINE LEARNING ALGORITHMS TO DETECT MALICIOUS ADVERTISEMENTS
ON WEB PAGES

The article examines the problem of the spread of malicious advertising programs through web pages
that pose a serious threat to the privacy and security of Internet users. Using machine learning algorithms to
detect and neutralize malicious advertising programs embedded in Web pages. By focusing on data
processing, tag extraction, and classification techniques, machine learning analyzes in detail how it can
improve malware detection processes. Various machine learning algorithms, including logistic regression,
decision trees, random forest, naive Bayesian and ensemble methods, are being studied to determine their
effectiveness in distinguishing malicious and legitimate advertising content.

A methodology for building training and test models, including data on malicious and secure
advertising modules, is described. Various approaches to machine learning, including teacher-led learning,
unsupervised learning, and deep learning techniques, are being analyzed to identify hidden patterns of harmful
behavior. The results of the study show that the use of machine learning algorithms makes it possible to detect
malicious advertising programs with high accuracy, which can become the basis for the development of more
effective cybersecurity tools. Potential problems and limitations of existing methods are also discussed, as well
as directions for further research on detecting malicious advertising programs using machine learning.

Key words: machine learning, malware, cybersecurity, artificial intelligence, web pages.
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MYJNIbTUPOTOP TUNMTI ¥LUKbILWCbI3 ¥LY ANMAPATbIHbIH BACKAPY XXYUECIH
3EPTTEY XOHE K¥PACTbIPY

AHOamna: Mynsmupomop munmi yWKbIWCkI3 ywy annapamsbiHbiH backapy XyUeciH 3epmmey XoHe
Kypacmbipy KapacmbipbinObl. ¥¥A monbikmal aknapam 6epinin, Kasipai maHOarbl MaHbI30bIbIFbI
aHblKkmandbl. backapy obbekmici pemiHOe keadpokornimep asnbiHObl. ¥¥A 3epmmen, onapdbiH MypiH
axblpambin manday xoHe backapy obbekmici keadpokornmepdiH KypribIMbIH, XYMbIC icmey npuHyuni 3epmenoi
JXKOHE OHbIH KO3farbiCbiHa balnaHbiCmbl MamemMamukarnbik modesi xacandbl. YYA-HbiH Ou3aliHbl XoHe
gopmackiHa, XYMbIC icmey npuHyuUniHe 6alnaHbicmbl MyIbmupomoprbl, 6ekimineeH kKaHammbl, O6ip
POMOPIIbI-YWKbIWCKI3 MiKywak, 2ubpudmi mypnepi axbipambindbl. ¥¥A-HbiH Myibmupomopsibl murli, COHbIH
iwiHOe KkeadpokonmeplOiH KyprbiMbl MeH 6eriwekmepi KapacmbipbifiObl, 051apObiH MYyprepiHe XoHe
KyprbiMbiHa 6alnaHbicmbl  myciHikmeme 6epindi. Xymbic icmey npuHyuniHe manday xacanobl.
Keadpokorimepdi 6ackapy HezaisiHeH xepdeai onepamop xoHe 6opmmbik Xyle 6onbin eki benikke 6erniHeodi
beniHedi. XKepOeai onepamop e3iHe kepekmi buikmikmi, 6arbimmbi mapamkbil, SFHU, 6acKapy nynbmi apKbirbi
aknapammel keadpokorninmepzae 6epedi. Tapamkbiumap kebiHOe 4 apHarnbi 60sbin kenedi xoHe on 2.4 GHz
XKuirtieiHOe Xymbic icmeudi. Kelibip mapamkbiwmapda 6yn apHanapObiH caHbl 7 Hemece 10-ra xemyi MyMKiH.
Bbopmmebik xyliedeei Kabbindarbiw akrnapammel Kabbindan oHbl YK-ra 6epdi. ¥K-i onepamopra kepekmi
barbimka Oypbirly yYWwiH ap Ko3ranmkbiwka bepinemiH KywmiH, kepHeyOdiH, Xblr1damObiKmbIH ecenmeynepiH
X)acalobl. An Ko3ranmikbllwmapsa Kepekmi XbiidamObikmbl pemmey YwiH 371eKmpOoHOb! XblidamObiKmMbl
pemmeeziw KondaHbiadbl. Op KO3FasIMKbIWMbIH Xbl10amObirbiH ©32epmy apKblibl OHbIH barbimbIH
e3zepmewmi3. KeadpokonmepldiH ywy barbimbiHbIH 632epic  mypnepiHe 6ypaHOanapObiH acepi, SiFHU, ap
bypaHOara ecep ememiH mapmy KyWwiHiH ocepiHeH annapammeblH 6afbimbiHbIH 632epici aHbiKkmarnobl.
AnnapammbiH KO3fasbICbIHbIH KPEH, PbICKaHUe, maHeaaxX, meMeH-Xofapbl, andbifa-apmka, OHfFa — cosira 6
b6arbimbi 6051a0bI.

TytiHn ce30ep: Ywkbiwicki3 ywy annapammaps!, Mynsmukonmep, backapy o6vekmi, [JpoH.

Kipicne. Kasipri yakbiTTa aBTOMaTTbl TEeXHWKaHbl [aMbITydblH apKacbiHOA YLUKBILICHI3
aBnaumAnbIK Kymenepgi, coHganm-ak onapgblH  HeridiHgeri keweHgi wewimgepai  kongady
anTapnbikTanm KeHetoae. ¥LWKbIWChI3 yuwy annapattapbl (¥¥A) — 6yn 3amaHayw, kasipri TaHoarbl eTe
XKOFapfbl KapkblHMEH AaMbln Kene XaTkaH ipi kenemgeri ywy annapaTtTapbliHaH (¥A) nanganay
MYMKIH €eMeC Xafgaunapga Hemece agam emipiHe kaTep TOHAIPEeTiH xafgannapga KongaHyra
apHanfaH aBuauMsnblK TEXHUKAHbIH Bip Typi.
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Ywkplwcbl3  ywy annapattapbl  (YYA) TexHukaHblH, gaMyblHa  GalnaHbICTbl KenTereH
aBnaumAnbIK kKoMnaHuanapablH eH 6acTbl eHimaepiHe anHanagbl. A3poFapbilTbIK UHXEHeprepai
WhIfapaTblH KenTereH yHuBepcuTeTTep kenbip epekwe cananapga, CoHAaun-ak OKy MakcaTTapbl
YLLiH 3epTTey YLWiH e3aepiHiH ¥¥A-TblH faMbiTy GargapnamManapbiH xXacanabl. KongaHbiCTarbl XXaHe
nepcnektmeansl ¥¥A-blH Tangay, Kasipri yakblTTa YTbIMAbUIbIFBI  KenTereH engepaid
asipneywinepini4 TaxipnbecimeH pacTanfaH, annapatTtapgblH 9p6ip CbiHbIObI YLiH Konannbl
cxemanap MeH KypacTblpynap aHblKTanfaHblH KepceTefdi XoHe OHblH, OipHewe cebebi 6ap.
BipiHWwigeH, ¥¥A-HbIH Kayinci3aik MaceneciH xorapfbl AeHrenae welyi. EKiHWwigeH, yWwKbIWChI3 Xyne
onepaTopbiH JanblHAay YLWKbIW gJanbiHOaygaH OHan api Ken yakblTThl Tanan etnengi. YWWiHwigeH,
YLWKbIWTBIH Gonmaybl BOpTThIK XXyreHi bonabipMayFa, yllak KenemMiH )XeHe MaccacblH asanTyfa
MYMKiHZIK Gepepgi. TepTiHwigeH, GaFackl XafblHaH ASCTYpANi ywy annapaTblHa KapafaHga ange
kanga apsaH.

MynbTrkonTep — Byn KpecT HeMece Xynabidlwa popmansl yWTapblHAa KO3FanTKbilWTapbl 6ap
ywy anapatbl. KosranTtkpiwTapbl 6ip opblHFa 6GekiTinreH. KoHTponnep 60pTTbiK KOMMbOTEP,
aKKymMynaTopnap, 4atynkTep xoaHe 6acka ga nepudepusnblk KypbinFbinap MyMKIHAIMNHLWE pamaHbIH
opTacbiHAa opHanacagpbl. ABTOHOMAbI YUY pexumaepiHae MynbTUKONTepnepai kongaHy Tuimai.
Backapy kawblkTaH ©Gackapy nynbTi apkblibl Ky3ere acbipbinagbl, OHAa onepatop ajam
KBagpOKoONTepAiH OarbITbIH XoHe OHbIH BuikTiriH 6enrinengi Hemece KBagpPOKONTEP ©34iriHEH XYPYi
Kepek OarbITTbl KkepceTedi. Toyernci3 XyMmbIC iCTeyaiH Hyckanapbl MYMKiH, Mbicanbl, GOpTTbIK
KamepagaH OeliHe fepektepre carkec. KBagpakontep agamfa ayblp eMec 3attapibl Ketepyre,
doTo Hemece BeriHe TyCipinim yLWiH KonaaHbinaabl. ¥LWKbILWCHI3 YLy annapaTtbiH Kypbepnep peTiHae
nanganadHy a3 agamgapdbl TapTyra MyMKIHOIK ©6epefi )XoHe Kanarnblk >XOJ XeniCiHe XXYKTEMEHi
asanTtagpl.

¥wak Kosranybl ywiH 6ackapy XymneciH xxobanay kaxeT. backapy XyneciHiH Herisri 6enweri —
peTTeywi — 6yn 6ackapy OOBLEKTICIHIH KyWiH Xyne peTiHae GakblinanTblH XXoHe on YLWiH 6ackapy
CUrHangapblH LWbIiFapaTbiH KypbiiFbl 6onbin Tabbinagbl. PeTTeriwutep 6ackapy 0ObEKTICiHIH kenbip
napameTpnepiHiH e3repyiH Gakbinanabl aHe kenbip Gackapy anropyTMAEpiH KongaHa oTbipbin,
onapAplH e3srepyiHe xayan 6epegi.

3epTTey WwapTTapbl MeH agicTepi

Backapy o6bekTi peTiHOe MynbTMPOTOPSbl YUWIKbILCKI3 YWY anapaTtbiHbiH, Oip Typi —
KBagpokonTep KapacTbipbinagbl. KeBagpokontep — 6yn KawbiktaH 6ackapy nynbTi apkbifbl
BGackapbinatblH TepT OypaHgacbl Gap ywkplwcbi3 ywy anapatbl (cypeT 1). KBagpokontepaiH
TaHganybl, ¥¥A-HblH a3amaTTblKk MakcaTtTa eH ken kongaHboicta 6onybl, 6epinreH 6afbIT 6oMbIHLA
KBagpoKonTepaiH ywybliH 6ackapyabl Xy3ere acblpyFa MyMKiHAIK 6epeTiH 6ackapy XXyneciH asipney
e3ekTi 6onbin Tabbinagbl.

A3amaTtTblKk emipae gpoHaapAbl KongaHy Kbl caviblH apTbin Keneai. [dpoHaapabl ackepwm
MakcaTtTa KongaHy Kasip4iH esiHae keH, TapanfaH. Kasip gpoHaapablH kemeriveH 6apnay, ayaHbiH
nactaHybl MeH paauvoakTWMBTINIriH Garanay Kypridinedi, HblcaHOgapAbl Ky3eTy, nowTa,
conemaemenep XeTkidineai, okuFa OpHbIHA MeanLMHanbIK KypbinfFbinap MeH Aapi-aspMektepai, epTt
ceHgipriluTepai XeTkidy, TiNTi OK-Aopinepai XKeTkidy CUAKTbI Kbi3bIMeTTepai atkapagbl.

«poH» — Oyn ywkplWCcbI3 ywy annapatbl (¥¥A), 60pTbiHAA YLIKbILW- agaMbl XKOK YLy
annapaTbl. ¥WKbIWCHI3 yWwy annapaTTapbiHblH 4 Herisri Typi 6ap:

— MynbTupoTopnbl ApoHaap;

— bekiTinreH kaHatbl 6ap gpoHaap;
— bip potopnbl gpoHaap;

— T'mbpuari gpoHaap.

MynbTupoTopnbl gpoHaap — 6yn Kecinkon aa, ayeckon ga kongaHaTbliH ApOHOAPAbIH, €H Ken
TapanfaH Typnepi. byn gpoHgap nnatgopmara opHaTbIFaH KO3FanTKbIlWTap CaHbliHa GannaHbICThbI
3, 4, 6, 8 Ko3ranTKbIWTbLI 60nbin 6eniHeai. CoHbIMEH, TOPT KO3FanTKbiLWbl 6ap ApOH-TpUKoNTep, TepT
KosfFanTkpiwbl 6ap ApOH-KBagpakonTep, anTbl KO3FanTKbIWTbI-rEKCAKONTEpP, Ceri3 KO3fanTKbIWTbI-
OKTOKOMTEp Aen atangbl. ¥y KesiHAae ylak xep 6eTiHe KaTbICTbl KengeHeH No3nunsiHbl ycTangpl
XoHe Oenrini Gip XepaeH >Xofapbl KeTepinin, comnfa, OHfa, arnfa, apTka, XXOfapbl XeHe TeMeH
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Ko3fanagbl, COHbIMEH KaTap ©3 OCiHiH anHanacbiHga Oypbina anagbl. bapnbik epekeTTep op
KO3ranTKblwka 6epineTiH KyLWTi e3repTy apkbinbl xxacanagbl [3].

Cypert 1 — KBagpokontep

MynbTupoTOopnbl ApoHAaapabiH GypaHaanap caHbl apTkaH CaviblH OHbIH, anHany 6afbiTbl MeH
opHanacybl ap Typni 6onagbl (cypeT 2). ©peTTe TPUKONTEpPAiH VYW, KBagpoOKONTepaiH eki,
rekCakonTepAiH, €Ki, OKTOKONTEPAiH YW Typri KO3FanTKbil OpHanacybl xaHe OGypaHganap anHany
GarbITbl axblpaTbinagbl.
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Cypet 2 — MynbTpoTOpbl ApoHAaAp 6¥paHnanépb| ariHany 6arbITbl

A

MynbTupoTopnbl ApoHaapablH, 6ypaHganap CaHblHbIH arblpMaLlbliblfbl OHbIH KYMbIChIHbIH,
cunaTTamacblHa VYIKEeH acep eTeqi. TpukonTep MeH KBagpOKONTepAiH canMmarbl JKEHin
OonfaHabIKTaH KblngamabiFbiMEH epekweneHei. [ekcakonTepnep MeH OKTakonTeprnep-eH
TYpaKTbl, KbiMOAT aHe ayblp annapattap. MyHOoan annapattapibl 3aT keTepyae, Xofapbl cananbl
doTo XoHe GenHe TycipiniMae kKongaHagbl, MyHAA KyaTTbl KO3FaNTKbILLUTAP MEH 3HEeprus Kesi
kongaHbinaabl. bipak xxabablk HeFypnbiM Kypaeni 6onca »koHe OHbIH MaHbl3abl TYRIHAEPI HEFYPITbIM
Ken 6onca, YLWKbILICHI3 KYPbIffFbIHbIH, iCTEH LUbLIFY bIKTUManAblfbl COFYPIibIM XofFapbl 6onagpl. I'ekcall
XXOHe OfaH XXoFapbl MynbTUPOTOPSbI APOHAAP XafdanblHAa, erep KosranTkpllTapablH 6ipeyi icTeH
WbIKCca, annapat anaTTblK anaTTblK XXafganaa KoHyAbl XXy3ere acblpa anagbl.

KelmkeiManTblH KaHaTbl 6ap gpoHAapAblH, Kenwiniringe opTtawa yuy yakbelTbl GipHelle
caraTka cosbinagbl. a3 KosranTKplwbl 6ap gpoHgap 16 caraTka AeWiH XXoHe ofaH Aa Ken yakbIT
ywyra 6onagpl. ¥wy yakbiTbl MEH XXaHapMan yHemainiri xxofapbl 6onfFaHAbIKTaH, XbI/HKbIMAUTbIH
KaHaTbl 6ap yLKbILWCHI3 YLy annapaTTapbl y3akK MepsiMai onepaumsnap ywiH ete Konannsl 6onbin
Tabbinaabl.

BekiTinreH KkaHaTTbl YLIKbILCHI3 YLWKbILTapAblH, 6acka kemwiniktepi — 6yHgan gpoHaga yuy
YLWiH KaxeTTi 6ackapy AarabinapbliH NepcoHanabl OKbITyFa KeTeTiH WbifbiHAap. bBekiTinreH kaHatbl
Gap ApoHAabl ayafa keTepy oHav emec. XXbUbKbIManTbiH KaHaTbl 6ap ApoHAapAblH, KenTereH Typi
ayara e3fiiriHeH keTepine anmangbl. Ayafa LblFapy XeHe KeTepy YLUiH apHanbl «yLUY-KOHY XOnafbl»
Hemece KaTanynb TypiHAeri yuwbipy KOHAbIPFbIChl KaxeT (cypeT 3). MyHaam KoHabipFbinap
anapaTtTbIH YLy Ke3iHA4e OFaH angblfa XblimKyblHa KOCbiMLIA Kyl 6epegi. KypblnfbiHbl )xepre kayincia
KOHAbIPY YLWiHAE YLIY-KOHY >Onafbl, MapawoT Hemece Top KaxeT. bip portopnbl ¥¥A HakTbl
TikylakKTapfa eTe ykcac. Ken poTopnbl ApOHHAH anbipMallblfbifbl, 6ip poTopnbl ApoHaa 6ip yrkeH
Gip ynkeH Heri3ri bypaHaa xaHe 6arbiTThl 6Gackapy YLiH anapaTTbiH apTkbl GeniriHae Bip KiwkeHe
Oypanga 6onagbl. Bip poTopnbl ApoHAap ken poTopsibl HyYCKanapfFa KaparaHga angekanga Tmimai.
OnapgblH, YLy YaKbiTbl y3afblpak XXaHe iLUTeH KaHaTbIH KO3FanTKbILUTApPMEH XKYMbIC iCTen anagbl.
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AspoanHamukaga OypaHganapablH CaHbl HEFYPbIM a3 Gonca, 06BLEKTIHIH Xannbl anHanybl
cofypnbiM a3 6onaabl. Byn kBagpokonTepnepaiH, okTonTepnepre kaparaHga TypakTbl 60MybIHbIH
GacTtbl cebebi. bip poTopnbl gpoHAap ken poTopnbl ApOHAApFa kKapafaHaa Tuimai 6arnaHbICTbl
XKOfapbl WbIfbHAAP MEH nanganaHy LWheifbiHgapbiHa ve. Onap coHgan-ak Gackapy YLiH apHalbl
onepaToprap gasprayabl kaxeT etegi. [MbpnaTti apoHaap —xaHa OyblH AaTYMKTEPIHIH rMpockonTap
MeH akcenepomMeTpriep nanga 6onybIMeH KypbinibIMHbIH rbpuAaTiniri xxaHa emip MmeH gamy 6afbiTbiH
angpl.

Backapy ob6bekTiH cunatTay. Ksagpokontep — ©yn TepT OypaHgachkl 6ap Tikywak cxemachbl
GombiHWa >xacanfaH ywy annapatbl. MynbtupoTtopnbl ¥¥A XXI| facbipga YLWKbILWCHI3 YLy
annapaTTap peTiHAae XaHa cunaTTa Xacangbl. KypnbiMbliHbIH, kKapananbiMablbifbiHa 6ainaHbICTbI
KBagpoKonTepnep ayeckon mogenbaeyae Xui kongaHbinagbl. MynbTukontep KbimbaT emec
aspodpoToTycipinimaep MeH TycipiniMaep YLWiH biHFAUNbl — yIKEH Kamepanap oypaHganap anHany
anmarblHaH LWhbiFapbinagbl. Keagpokontepnepae TepT TypakTbl BUHT Gap. Opbip GypaHoa e3
KO3FanTKblWbIMEH KO3fanagbl. bypaHganapabiH XapTbiCbl cafaTt TifiMeH, XapTbICbl cafaT TifiHe
Kapcbl anHanagpbl. Ksagpokontepnepai 6ypaHaanapablH, anHany XbingamabifblH ©3repTy apKbiibl
MaHeBp >kacanagbl. Mukponpoueccopnblk Xyrhe paguodackapy KOMaHZanapbliH KO3FanTKbILL
KomaHganapbiHa aygapagbl. TypakTbl 6ip opblHAa Typyabl kKamTaMacbl3 eTy YLiH MynbTUPOTOSbI
APOHAAPAbIH, KYPbINfbiHbIH, OpamacbiH OeKiTeTiH yLw rMpOCKOMMNeH KamTamacbl3 eTinyi Kepek.
KemekLli kypan peTiHOe kenge akcernepomMeTp Ae navganaHbinaabl, OHbIH OepeKTepi npoueccopra
abcontoTTi kKengeHeH, NO3NLUUSAHbI OpHaTyFa MyMKIHAIK 6epeai XaHe KypbInfFbiHbl KaXeTTi OuikTikTe
GekiTyre MyMKiHAIK 6epeTiH KbiCbiM gatuyuvri. [Jatymkrep aBTOMaTTbl KOHY XXOHEe TeMeH OWiKTIKTi
cakray, kefeprinepai anHanbin eTy yLiH KongaHbiiagbl.

Kasipri 3amaHfbl MynbTUKONTEPEP SHEPrUS KO3i PeTiHAE ANEKTP KOo3FanTKbIWTapbl MEH NNTUIA
nonumepni 6atapeanapabl narnganadagbl. Pagmo curHanbiHbiH, KYLUEWTKILUTEPIH XXoHe barFbiTTanfaH
aHTeHHarnap XXyMeciH KongaHaTblH yKcac »kabablkTapablH eH »akcbl ynrinepi 100 KM KalWbIKTbIKTA
TypakTbl paguo 6akbinay meH 6enHe ponukTi kamTamacoi3 eTe anagpl. MynbTukonTepnepais, apekeT
€Ty paguycblHa €H YNKEH WeKTey yuly yakbITblH 6enrinengi. Y¥A Herisri anemeHTTepiHiHiH Bipi,
KBaApOKOMTEPAiH paMacbhl KBagpokonTepAiH MakcaTbliHa 6annaHbiCTbl TanHganagbl. KiwkeHTan
ApoHaap akpobaTtTap MeH >XapbiCTap YLWiH KonaaHbinagbl, 6MTKEHI onap KaTTbl XX8He TypaKChbl3.
KepiciHwe, aspodoToTycCipiniM yLWiH yNKeHipek ApoHAap KornaaHbinagbl, eUTKeHi onap Teric yuy
KesiHae TypakTbl 6onaabl.

BypaHpanap annapaTTbliH, KaXeTTi ©eHiMAiniri MeH OMiKTiriH any YyWwiH KO3fanTKbIWTbIH,
XblngamabiFblHa XeHe TapTy Kywi MenwepiHe GannaHbiCTbl TaHganagbl. Opbip GypaHaga, €eH
bonmaraHga, KeHicTikTe 6ip opblHOA Typy YLWIiH KO3FanTKbIWTbIH avHany AuanasoHbliHOa anHany
KesiHae annapaTTblH canMarbiHbiH Va-HE TeH, TapTy KyLiH kaMmTamachl3 eTyi Tmic. KBagpokonTtepae
eki OypaHga caraT TiniMeH, an KanfaH ekeyi OypaHganapablH anHanybl H9TUXeciHAe nanga donfaH
MOMEHTTI TEHECTIpY YLiH cafaT TiniHe kapcbl Oypbinagbl. bypaHaanapabl AnameTpi MeH Kkagambl
GombiHWwa TaHgayra 6onagpl, 6yn y3biHAbIFBI MeH Bip anHanbiMHaH ©TKEH KaLbIKTbIKTbI Gingipeai,
aaeTTe AonNMMeH benrineHeni.
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KBagpokonTep yLUiH WweTKacbi3 TypakThbl kosranTkeiwTap (BLDC) kongaHbinagbl, eMTkeHi onap
leTka KosfanTKbllTapblHA KaparaHda kebipek MOMeHT 6epefi xoHe LWeTka KosfanTKblTapbl
CUISIKTbI XXMi TEXHUKANbIK KbI3MET KepceTyai kaxeT etnengi. Bldc-HiH aHanbiMbiHa 6annaHbICTbl i
Typi 6ap: ilKi )XoHe CbIPTKbl, COMKECIHLIE KO3FaNTKbILUTbIH, iLLIKi )XOHe CbIPTKbl aiHanmanb! 6eniri.
KipicTipinreH 6afbiTTafbllUTap ChIpTKbl OaFbITTaFbiLUTAPMEH CanbICThipFaHAa Te3ipek anHanagbl, an
CbIpTKbl OaFbiTTarbllTap kebipek MomeHT Gepegi, 6yn onapabl KBagpoKONTepriep YuWiH TaHbIMan
eTeni. KosrantkpilwTap ap Typni HOMuHanabl KB maHaepimeH kon xeTtimai, 6yn GaTapesmeH
KamMTamacbl3 eTifreH Makcumangbl kepHeyre kebenTinreH kesge KO3fFanTKbIWTbIH Makcumangbl
XblngamapiFblH 6epegi. YnkeH Oypanganap ywiH TeMeH KepHeyni KosfanTKbiTap XKoHe ofFapbl
KepHeyni TepT KilwkeHTan bypaHaanap Tanganagbl.

KBagpokontepae KonaaHbinaTblH KO3FanTKblWTapAbl HerisiHeH eki Tonka Genyre Gonagpl.
Onap: poTopablH OpHanacy gaTtyuMkTepiMeH oHe AaTuyumkcid. KenTereH annapartrapga OaTyuKkcis
KO3FanTKplWTap KongaHagbl. OnekTpoHAbIK XblngamablkTel petTeriwTtep (O.2K.P.) 6yn anektp
KO3FanTKbIWbIHbIH, KblNAamAablFblH 6ackapaTbliH XeHe pPeTTEeNTIH 3NEeKTPoHAbIK cxema 6onbin
Tabbinagbl. On KO3FanTKbIWTbIH, Kepi KO3FarbICbIH XXoHe AUHAMUKanbIK Texenyai kamMTamacol3 eTe
anagpl. MuHuaTIOpanblK 3NEKTPOHAbI XKblNgaMablk peTTerilTepi anekTp xeteri 6ap mogeneaepae
kongaHbinagbl. (3.2K.P.) KosfanTKkblWTap TYThiIHaTbIH Makcumarngbl TOK HeridiHae TaHaanagbl.

YKymbic icTey npuHUuni: 6atapesigaH KepHey XaHe YLy KOHTposiepiHeH curHangap ESC
KipiciHe bepinegi, an 6ackapy xeTeri backapy KepHeyiH wWbifbicka bepegi.

OneKTpoHAbIK XblngamablkTbl peTTeriwteptep BEC xoHe UBEC eki Typre GeniHeai.

BEC (Battery Eliminator Circuit) — e3iHiH KipikTipinireH kepHey TypakTaHAbIpfbilbl 6ap peTTeriw.
MyHaanm mogenbgin, opTala Kyatbl-5B, on kabbingarbiWThl XKOHE KBaApPOKONTEPAiH KenTereH 6acka
XabablkTapblH KyaTneH kamTamacbid etedi. BEC eki Typi 6onagpl: cbi3blkThlk (LBEC) >xaHe
nmnynscTik (SBEC).

— ChbI3bIKTbIK peTTerill 3HePrusiHbl XblNyFa anHanablpaabl, Kbi3bin KETKEH Ke3ae on eluen;;

— MIMNynbCTiK XbINgaM KOCy XeHe eLUipy apKbinbl KepHeyai peTTtenai, Oyn Tacin Kbi3bin KeTyai
oongbipmanabl, WhIFbIC KyaTblH apTTbipadbl xaHe 90% Tuimainikke Kon XeTkisyre MyMkiHAik 6epai,
coHpan-ak nmnynbcTik BEC cbisbikTbik BEC-Kka kapaFraHga canmakTa xxeHeni. UBEC universal BEC
Hemece kenge ultimate BEC gen atanaabl. On ESC- ge kipiktipinreH BEC 6onmaraH ke3ae Hemece
aBTOHOMAbI KyaT XyMeci kaxeT OonfaH kesge kongaHbinagbl. PetTteriwTiH, ©yn Typi TmiMmaipex,
ceHimai xeHe BEC-re kapafaHga kebipek Tok 6epe anagbl. UBEC Herisri mynbTukonTep
baTtapescbiHa Tikenewn Kocblinagbl [18].

Kes-kenreH yuly annapaTTapblHblH, COHbIH iWiHAE YLWKbILWCKI3 YUy annapaTTapbiHblH HEriari
cynatTamachbl-ylyablH, NpakTUKanblk aykbiMbl. Byrn  HerisiHeH KypbUIFbIHbIH, SHEpreTukanbIK
KOHObIPFbICLI  CaKTaWTbIH 3Heprust MernwepiHe 6GannaHbiCcThl. KBagpokonteprep sHeprus
KOHObIPFbINapbIHbIH, YL HEFi3ri TypiMeH cunattanagbl:

e JluTun-nonumepni kanTta 3apsgTanatbiH 6atapeanap;
®  OTbIH 3reMeHTTEpI;

e blkwamapbl KK xxaHe 6ydepnik AKB 6asacbiHgafbl rmbpuaTi aHepreTukanblk KOHObIPFbI.

OHeprua Kesi KBaApOKONTEPAiH YLWYybiHA, YWY YyaKblTblHA, XbINAaMAbIKKA >X8He TapTyfa
anTapnbikTan acep eteqi. Kyattol 6atapesHbl TaHgay ofapblga atanfaH yuy cunatramanapbliH
XakcapTagbl. Ananga, TaHdanfaH KO3franTKbllTap YWiH YCbiHbIIFAH 6atapesnapgbl nanganady
apKalwaH MaHpl3abl, 6UTKEHI KyaTTbl OaTapesanap KO3fanTKbIWTbIH, KbI3bi KETYyiHE OKesin COfybl
MYMKiH, HBTUXeCiHAOEe OHbIH epTeHyiHe akenepni. baTtapes kBagpokonTep TYTbIHATbIH Makcumangbl
TOK HeridiHae TaHaanabl.

TapaTtkbiw-6yn yLKbILW NeH YLWKbILWCHI3 Yy annapaTTapbiHblH apacbiHaafbl 6annaHbiC aaici.
TapaTkblll agam KoMaHZanapblH opTypni  yuwy onepauusnapbl  YWiH Kenik  KypanbiHblH,
cUrHangapbliHa avHangblpagbl. TapaTkbllWThbl TangafaHga, eH 6acTbicbl - apHanapgblH, CaHbl.
KaxeTTi TapaTy apHanapblHblH €H a3 CaHbl KPeH, TaHrax, pblCKaHWUs XoHe YLy GonbiHLWa Herisri
onepauusnapabl opbiHaay kaxeT. TapaTkpiwTap kebiHae 4 apHanbl 6onbin kenegi xeHe on 2,4 GHz
Xuinirinae >xymbic ictenai. bipak TapaTty apHanap caHbl 7 Hemece 10 6onaTtbliH TapaTKbllwWTapaa
6onagsbl [9].

Bapnbik 3amaHayn 6ackapy xababikrapbl 2,4 GHz xuiniringe )XymMbiC icTeng,.
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Kabbingarbilw TapaTKbIWTaH paguMo curHanblH Kabbinganabl XoHe OHbl MUKPOKOHTpOSnep
YLLiH 3MeKTp curHanblHa anHangelpagbl. ApHanapablH caHbl MeH Typi kabblngarblWwTel TaH4aFaH4a
eckepinegi. ¥wy KOHTponnepi kBagpokonTepAiH MaHbi3abl kypamaac Geniri 6onbin Tabbinagsl, on
Kenik KypanblHblH Mybl 60MbIN caHanaabl. ¥y KOHTPONNepi AaT4nNKTepaeH AepeKkTepai anaabl XeHe
apTYpNi MaHeBpnepai opblHAay Ke3iHae Kenik KyparblHblH iC-KMMbINbIH Backapy cTpaTtervsicbiHga
XacanfaH ecenteynepgi opbiHganabl. Keagpokontep GipHelle Herisri aneMeHTTepaeH Typagbl,
onapAblH, KeruwliniriHCi3 TypakTaHAbIpbiFaH ywy MyMmkiH emec. BipiHwigeH, 6yn G6apnblk TyceTiH
aknapaTtTbl OHOENTIH XX8HE OHbl KO3FanTKbILLTap YLWiH CUrHangapra TyprnengipeTiH yLwy KOHTponsepi.
KoHTponnep Kipic aknapatTbl Wi UMMYNbCTIK €Hi Moaynaumsackl 6ap undpnblk curHan peTiHge
kabbinganabl. Ayaga Tonblk 6aFgapnay yuwiH TepT apHa XeTKINKTi: TapTy Kywi, pblCKaHWe, TaHrax
KoHe KpeH. ¥y gucneTtyepnepiHib kenbip ynrinepi ywy pexumaepiH nanganaHy MyMKIHAINH ge
kamTamacbl3 eTefi — codaH KeWiH Kipic curHanblHOa KocbiMWa apHanap nawga 6onagbl.
BenwekTepain 6arnaHbicybl cynbachk! 4-Li CypeTTe KOpCeTinreH.

Yoy KoHTpoJLIepi

Kaoblagasbim

Ngf;.l? Kamepara apHAJIFAH OPbIH

Bartapesi

Cypert 4 — benuwektepaiH 6arnaHbiCcybl cynbacsl

[aTunkrep TakTaHblH ayafafbl OPHbIH CUMATTAWUTbIH KOHTPONMEpPAiH, KipicTepiHe KOCbIrFaH.
Ocbl gepektep HerisiHge KOHTpOonnep LWbIfbIC CUrHanNbiHA aBToMaTThl Typae Ty3eTynep eHrisegi.
CurHan webifbicTa TepT GypaHaaHbiH 9PKAMCICHIHbLIH XbiflAaMAblFbIHA NPONOPLUMOHanabl COMKEC
KepHey MaHAepiH anaTtbiHAan eTin eHgenei. KoHTponnepaiH WhIFbICbIHAH CUrHar, COHbIMEH KaTap
UMNYNbCTIK  €eHi  MoAyNnAuuAnaHFaH, >Kofapbl KyaT curHanblH ©ackapaTtblH, OHbl Tikenen
KO3FanTKbIWTLIH 63iHe BepeTiH PID peTTeriwiHe eTeai.

AaTtyumkm (MPU-6050)
_
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CypeT 5 — KBagpokontepaiH 6ackapblnyblHbIH, cynbachl

Ke3 kenreH TexHukaga yLwyAblH Herisri NpUHUUNTEPI a3poauHaAMUKaMeH cunaTtTanfaH >XoHe
KBagpokonTteprep Ae epekwerik emec. YW anHany oci KBagpoKonTepAiH, KeHiCTiKTeri Ko3fanbICblH
XoHe OHblH, yuwy 6afbiTbiH 6ip maHai Typae 6Genrinenai. OHbIH yCTiHE Ko3fanbiC OGafbIThl
KBaOpOKONTEPAiH 63i ayada opHanacyblHa 6annaHbicTel emec. KBagpokontepdiH 6ackapblnybIHbIH
cynbachbl 5-Li cypeTTe KepceTinreH.
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Annapat OpHbIH KEHICTIKTEri YL KoopAaMHaTaMeH oHal cunatTayfa 6onagbl, 6ipak annapaTTbl
DackapyFa Ko XKeTKi3y YLUiH 6i3 KeHiCTikTeri oHbIH 6afFbITbiH Aa Binyimis kepek. Ayagarbl AUHAMMKaHbI
(yakbIT GoMblHLWA NO3MLMSA XaHe yakblT 6onbiHWa 6araap) cunaTTay yuwiH 6i3 annapat geHeciHaeri
GapnblK HyKTenepaiH OpHbiH cMnaTTaybiMbl3 KEpekK, OHbl anTbl KOOPAWHATMEH >Xacayfa Gonagbl,
anTbl geHrewni kosfanbic OafbiThl (6-DOF) TyxbipbiMgamackl (cypeT 6). KBagpokonTepain
KO3fFanbICblH TeHAeyrnep TYpfbiCbiHAH cuUMaTTay YWiH anTbl AeHrenni Kosranbic 6arbiThl (6-DOF)
YFbIMbIHbIH 60nybl eTe MaHbi3gbl. 6-DOF TyXblpbiMaamachl annapaTt OpHbl MeH OafbiTbiH YL
enwemge aHbliktTangpl (3D). AnnapaTtTbiH AMHAMUKANbIK TEHAEYNepi yakplT eTe Kene Garfgap MeH
no3nuusiHbIH e3repyiH Gingipedi. bisgiH xxaraanga »xxep Teric, ayblpribIK KyLi TypakKTbl, Macca LeHTpi
ayblpnblK LLeHTpiHEe TeH, an KBagpoKonTepaiH An3anHbl kaTtarn.

TaHrax KypbinfblHbIH 60MNbIK OCb anHanacbiHAa avHanybl TyCiHineqi, pbickaHne — TiK OCbTiH
anHanacblHga, an kpeH — 6onnblk ocb. Erep TikyllakTbl eckepcek, OHOa OHbIH, Heri3ri GypaHaacel
TaHrax aHe KpeH bypbllblHa acep eTedi, KyMpblKk pOTOPbI ariHany MOMEHTIH eTelnai, an pbiCkaHue
OHbIH KaHLLAnNbIKTbI XbifiAamM alnHanyblHa XaHe kaHgan kynge 6onybiHa 6ainaHbICTbI.

TepT OypaHga Gap, onapAblH, eKkeyi cafaTt TiniMeH, an KanfFaH ekeyi kapama-kapcbl 6afbiTTa
arvHanagpl. TwuiciHwe, GapnblKk KBagpOKONTEP BUHTTEPIHIH anHany Xblngamablfbl Gipaen 6onca,
oHoa Oapnblk napameTpnep eTenedi. KeagpokontepAiH BUHTTEPIHIH OipiHiH, anHany
XblngamabiFbiHbIH, XKOFapbiaybiMeH Tene-TeHaik Oy3binagpl. byn xarganga kepi avHany 6arbiThl
Oap BUHTTIH XblgamMabiFbl NponopumnoHangbl Typae asanca, oHaa pbickaHue esrepmengi, Gipak
TaHrax Hemece KpeH esrepegi. Erep 6ip OarbiTTa aiHanaTbIH XXeHe 6ackanapblHa a3anTbinaTtbiH eKi
OypaHaaga Gip yakbiTTa anHanbiMabl apTTbipca, OHAA pbiCckaHue Oypbllbl e3repTineai.

KBagpokontepdiH KO3FanTKbIlITApPbiH, OHbIH OypaHganapbiHbiH, - avHany XbigaMablFbiH
Gackapy kawbikTaH Gackapy KypanblHaH Xy3ere acblpbliiafbl, OHblH CUrHanbl KBaapOKONTEpPAiH
OOpPTThIK KOMMbIOTEPIHE TYCEAi XOHE ornapfa rMpPOCKONTaH, akcenepoMeTpAeH XaHe T.6. KaxeTTi
Ty3eTynep kocbinagbl. KBagpokontepai xxobanay »oHe Kypy KesiHOe KypbUTFbIHbIH, Maccachl, OfaH
OpHaTbIIFaH KO3FaNTKbILLUTApAbIH KyaTbl XoHe backa aa Gipkatap dakropnap apacbiHAarbl OHTaNnMbI
Tene-TeHAikTi Taby yLwiH Gapnblk KaXeTTi ecenTeynep Xyprisinyi kepek.

MALO peTTeyiw -yuly KOHTPOMMEPIHEH KeneTiH curHan Tikenen kosfanTKblllka emec, Kipic
CUrHanblHa CyMeHe OTbIpbIM, KOo3FanTKbIWKa TUICTi kepHey 6epeTiH PID petTeriwiHe 6epineai. MAL
peTTey — KBagpokonTepai 6ackapy yLWiH KaeTTi TexHonornsa 6onbin Tabbinagp!.

3epTTey HaTMXKENnepi
MponopunoHanabl nHTerpanablk anddepeHunangbl 6ackapy keneci cxemameH yCbiHbIagb!
(cypert 6):

P Ke()

plant; | V(t)
Process =

I K _[ e(T)dr

D K.

Cypert 6 — NN[-peTTeyiwTiH NPUHLMNTIK cXemachl

Process ©6norbiHoa 6Gackapy OOBLEKTICiHIH cunatTamachbl, CXeMaHblH opTanblk GeniriHae
peTTeyLiHiH 63 YChiHbINFaH, 0N 6ackapy oObekTicCiHeH BepinreH curHangblH, Kate cUrHanblH XXoHe
enuIeHreH MaHAai eHaenai.

KopbITbiHAbL. MynbTUPOTOP TMNTI YLWKBILICHI3 YLy annapaTbiHbiH 6ackapy XXymeciH 3epTTey
XOHe KypacTblpy kapacTbipbiigbl. ¥YA TonbikTan aknapaT 6epinin, kasipri TaHgafbl MaHbI34bInbIfbl
aHblkTangbl. backapy 0OGbekTici peTiHae kBagpokonTep anbiHAabl. YYA 3epTTen, onapablH TypiH
axblpaTtbin Tangay xaHe H6ackapy ob6bekTici KBagpoKonTepaiH KypribIMbIH, XYMbIC iCTey NpUHLMNI
3epTengdi XeHe OHblH KoafanbiCbiHa GalrnaHbICTbl MaTeMaTtuKkanblk mMogeni xacangbl. ¥¥A-HblH,
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ON3aliHbl XXeHe (hopmMackiHa, XYMbIC iCTey NpuHUMMiHE GannaHbICTbl MyNbTUPOTOPIbI, BeKiTinreH
kaHaTTbl, Oip POTOPMbI-YWKbIWCHLI3 TiKylWak, rmbpuati Typnepi axbipaTbingbl. Y¥A-HbIH,
MYnbTUPOTOPbI TUMI, COHbIH, iWiHAE KBaApPOKONTEPAiH KyprbiMbl MeH GenekTepi kapacTbipbinabl,
onapablH TypnepiHe XaHe KypribiMbiHa 6annaHbICThbl TyCiHikTeme 6epingi. >Kymbic ictey npuHumniHe
Tangay xacangbl. Kesagpokontepai ©ackapy Heri3iHeH xepaeri onepaTop XaHe 6opTTblK Xyne
bonbin eki Oenikke GeniHeni GeniHeni. »Xepperi onepaTtop ©3iHe KepekTi OMiKTiKTi, OaFbITTbl
TapaTKkbllWw, AFHW, Backapy NynbTi apkbinbl aknapaTTbl kBagpokonntepre 6epepi. TapaTtkbiwTap
kebiHoe 4 apHanbl Gonbin kenegi xoHe on 2,4 GHz xwuiniriHge >xymbic ictengi. KenGip
TapaTkpllTapga Oyn apHanapdblH caHbl 7 Hemece 10-Fa xeTyi MymkiH. BopTTbik xymnegeri
kabblngarbilw aknapaTtTbl kabbingan oHbl ¥K-rFa 6epgai. ¥K-i onepatopra kepekTi G6afrbiTka Gypbiny
YLLiH 8p KO3FanTKbilwka 6epineTiH KyLWTiH, KepHeYaiH, XblngamablKTbiH ecenteynepin xxacanabl. An
KO3fFanTKplTapra KepekTi XblaaMAblKTbl peTTey YLWiH 9MNeKTPOHAbl XblAaMAblKTbl peTTeriw
KonaaHbinagbl. ©p KO3FanTKbIWTbIH XblNAamMAablFblH ©3repTy apkbifibl OHblH, 6afbiTbiH ©3repTemis.
KBagpokontepaiH ywy 6afbiThiHbIH ©3repic  TypnepiHe 6ypaHaanapablH acepi, sifHKn, ap bypaHaara
acep eTeTiH TapTy KYLUiHiH acepiHeH annapaTtTbiH GafFbITbiHbIH, ©3repici aHbikTangbl. AnnapaTtTbiy,
KO3FarnbICbIHbIH, KPEH, pblCKaHWe, TaHrax, TeMEeH-XOfapbl, angblfa-apTka, OHfFa-conFa 6 OGafbiTbl
oonagbl.

MO petTeriwTiH 6acka peTTeyiluTepAeH anbipMaLLbIbIFbl XXOHE apTbIKWbINbIFbl KOPCETingi.
KyMbIC iTey NpuHUMNi XXeHe TeHaeyiHe, OHbl Jlannac TyprieHaipyiHe KenTipy kapacTblpbingbl.
AMNAUTYZanbIK — XXUINIKTIK )kaHe dhasanbIK-XWinikTik cunatramanapbl rpaduri kepceTingi.

KBagpokontepdiH MaTemaTukanblk MoOAeni, KosfanbiC TeHnaeyi, YWy AMHaMWUKaCbIHbIH,
aspoavHaMuKanblK XXaHe KBagpoKoNTepaiH ywyblH 6ackapyra apHanfaH kepi 6avnaHbiCTbl 6ackapy
anropuTMiHbIH MaTemMaTuKanblk MOAerbi >kacanbin TangaHabl. ¥uwyblH 6ackapyablH  mogeni
MATLAB Simulink opTacbiHga »acangbl. Mogenbae anapaTTbiH OHFa-CONfa, anabifa-apTka, TOMeH-
YKOFapbl kaHe pbickaHue Byphibl 6oMbIHLLA KO3FanbICbiH 6ackapyra MyMKiHAIK 6onaabl. Hotvkenep
XblnAaamablKTblH, GypblluTapablH XXeHe KoopAuHaTanapdblH YakbITneH e3repyi rpadwuk TypiHae
anbIHAb.
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MCCNEOOBAHUE N CBOPKA CUCTEMbI YNMPABNEHUA BECTMTUNOTHbLIM NNETATEJIbHbIM
ANMAPATOM MYJIbTUPOTOPHOI'O TUNA

PaccmompeHo uccnedosaHue u cbopka cucmeMbl ynpasneHuss 6ecrnumiomHbiM femamesibHbIM
annapamom MynbmupomopHo2o muna. bBbl1JIA 6bina nonHocmbilo UHopMuposaHa U orpedesieHa
3Ha4YuMocmb Ha ce200HAWHUlU OeHb. B kadecmee obbekma ynpaeneHuss Obli 83m KealOpoKonmep.
Uccnedosanbl BIJIA, pa3nudeH ux 8ud u cocmasiieHa Mamemamu4yeckass MoOesib 0bbekma yrnpassieHus,
npuHyun Oelicmeusi U 08UXeHUs keadpokornmepa. B 3asucumocmu om kKoHcmpykuuu u ¢hopmbl BIIA,
npuHyuna Jdelicmeusi bbinu 8bl0ernieHbl MY/bMUPOMOPHbIE, C HErnoO08UXHbLIM KpPbIIOM, OOHOPOMOPHO-
becnunomxbie eepmornemsl, 2ubpudHbie murbi. bbil paccmompeH MynbmupomopHbit mun BI1JIA, 8 mom
qyucrne KoHcmpykuyuss u demarnu keadpokornimepa, O0aHbl Pas3bsCHEHUS 8 3agucuMocmu Oom ux murna u
koHcmpykyuu. lNposedeH aHanus npuHyuna pabomel. YnpasneHue keadpoKornmepom 8 OCHOBHOM desiumcs
Ha dge yacmu: HazeMHbIU oriepamop u bopmoesasi cucmema. HazemHbil onepamop nepedaem UHGOpMayuro
Ha K8alOpPOKOMMbl C MOMOWbI0 HY)XHO20 eMy 8bICOMHO20, HarpasneHHo2o nepedamyuxka, mo ecms fynbma
ynpaeneHus. lNepedamyuku 6OSIbUWUHCMBO U3 HUX uMerom 4 kaHana u pabomarom Ha Yacmome 2,4 GHz. B
HekomopsbIx repedamyukax Konuyecmeo smux KaHanoe moxem docmuzame 7 unu 10. lNpueMHuK 6
6opmoeoli cucmeme npuHsn uHgopmauyurw U nepedan ee 8 HK. HK npouseodum pacyemsbl curbl,
HarnpsixeHusi, ckopocmu, riodagaeMoll Ha KaxObili dsuzamernb, O Nogopoma 8 HYXHOM orepamopy
HarpaeneHuu. A 371eKMPOHHbBIU pe2ynisimop CKOpOCMU ucronb3yemcs O7s peaysiuposKUu CKOPOCMU,
Heobxodumol 0suzamensm. U3meHssi ckopocmb Kax0o2o 0euzamerisi, Mbl MEHSIeM €20 HarpaerneHue.
YcmaHoeneHo enusHue 8UHMOB8 Ha Mmurbl U3MEHEHUSI HarpaesieHusi rosema Keadpokonmepa, m.e.
U3MeHeHUe HaripaeneHusi anrnapama nod delcmeuemM cusnbl mseu, delicmgyrouweld Ha Kaxobll 6uHMm.
HeuxeHue annapama umeem 6 HarpasnieHUl: KPEH, pPbiCKaHUEe, maHaax, 8HU3-88epX, erneped-Hasad, ernpaso
— 8r1eao.

Knrodeebie criosa: becriuniomHble JjiemamerbHble —annapamsel, Mynbmukonmep, o06bekm
ynpaesneHus, [JpoH.
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10000, Kazakhstan, Astana, Satpayev str., 2
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RESEARCH AND ASSEMBLY OF A MULTIROTOR UNMANNED AERIAL VEHICLE CONTROL SYSTEM

The study and assembly of a control system for a multirotor unmanned aerial vehicle is considered. The
UAV has been fully informed and its significance has been determined to date. A quadcopter was taken as the
control object. UAVs have been studied, their type is different and a mathematical model of the control object,
the principle of operation and movement of the quadcopter has been compiled. Depending on the design and
shape of the UAV, the principle of operation, multirotor, fixed-wing, single-rotor unmanned helicopters, hybrid
types were distinguished. The multirotor type of UAV was considered, including the design and details of the
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guadcopter, explanations were given depending on their type and design. The analysis of the principle of
operation is carried out.

The control of the quadcopter is mainly divided into two parts: the ground operator and the on-board
system. The ground operator transmits information to the quadrocopters using the high-altitude directional
transmitter he needs, that is, the control panel. Most of them have 4 channels and operate at a frequency of
2.4 GHz. In some transmitters, the number of these channels can reach 7 or 10. The receiver in the on-board
system received the information and transmitted it to the NC. NC calculates the force, voltage, and speed
applied to each motor to turn in the direction desired by the operator. And the electronic speed controller is
used to adjust the speed required by the engines. By changing the speed of each engine, we change its
direction. The effect of screws on the types of changes in the direction of flight of a quadcopter, i.e., a change
in the direction of the device under the influence of the thrust force acting on each screw, has been established.

The movement of the device has 6 directions: roll, yaw, pitch, down-up, forward-backward, right — left.

Key words: unmanned aerial vehicles, Multicopter, control object, Drone.
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MIXING DEVICE DESIGN IN A BIOGAS PLANT: PROBLEMS AND PERSPECTIVES

Abstract: The paper presents a review of stirring device designs used in biogas plants. The efficiency
of a biogas plant depends on many factors, one of which is the agitation of the substrate to increase the
efficiency of the biogas plant and provides: release of the biogas produced; agitation of fresh biomass and
bacteria in the metatank; preventing the formation or destruction of crusts on the surface and minimizing
sludge; providing uniform temperature throughout the bioreactor; and providing uniform distribution of the
bacterial population. A well-mixed feedstock can yield up to 50% more biogas. Agitators operate in difficult
conditions of aggressive and fire-hazardous environment, contributing to high corrosion of its elements. The
design of agitators should not promote sparks or elevated temperatures to avoid explosive situations.

Advantages and disadvantages of different types of agitators are discussed, as well as the problems
encountered in their operation. Special attention is paid to the promising directions of development of agitators
for biogas plants.

The design of agitator with float device, which allows mixing biomass throughout the entire volume of
the bioreactor module, is proposed. The advantage of this design is the absence of an electric motor and
electric cables (which of course increases fire safety), and the mechanical agitator is driven directly by a
pneumatic motor operating from compressed air, while the compressor is located outside the bioreactor, and
only compressed air supply hoses lead to the reactor.

Key words: biogas plant, mixing device, substrate, biogas, alternative energy.

Introduction

The emerging trends in the global energy sector show that the advanced mankind is doing
everything to make the energy of future generations become «green» energy, which allows not to
pollute air, water and soil, and thus restore, preserve and save the biological balance in the
environment, flora and fauna. In addition, it will prevent global climatic changes on our planet, which
can lead to catastrophic consequences for all life on Earth.

One of the types of RES is biogas (in purified form biomethane) produced by anaerobic
methane fermentation of biomass, i.e. organic waste from agriculture and food processing plants,
sewage and household waste, as well as energy crops and algae. The advantage of using biomass
energy by methane fermentation (unlike solar and wind energy) is independence from weather
conditions, i.e. continuity and stability in energy use.

Materials and methods

Biogas plants are systems that convert organic matter into methane-rich biogas. The
efficiency of a biogas plant is directly dependent on many factors, one of which is the agitation of the
substrate. The agitator ensures: homogenisation of the substrate (This leads to an even distribution
of nutrients, microorganisms and waste products, which optimises the biogas production process),
increase of the contact surface (Crushing of substrate particles increases the surface area available
to microorganisms, which accelerates decomposition and increases biogas vyield), prevention of
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crusting (Agitating prevents the formation of crusts on the surface of the substrate, which can hinder
biogas production.

The main types of stirring devices.

The following mixing systems are used in biogas plants [1-2]: hydraulic, mechanical,
bubbling, combined.

Advantages and disadvantages of stirrers

The hydraulic mixing method consists in recirculation of the fermentation mass from one part
of the bioreactor to another (Fig. 1). The advantage of this system is the absence of moving parts
inside the reactor, which simplifies the operating conditions. However, hydraulic systems are only
effective in plants operating on very liquid substrates that are not prone to crusting and sludge
accumulation.

e i =
I : AGITATOR
DIGESTER H:D
—

Figure 1 — Hydraulic mixing system

Mechanical mixing is performed by using agitators, whose working bodies are augers and
blades driven by a motor or manually. The following systems are used for biomass mixing: multi-
blade; propeller immersion and paddle systems (Fig. 2).

i
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AGITATOR

a — stirrer with many blades; b — propeller immersion; ¢ — paddle stirrer

Figure 2 — Mechanical stirring systems

The agitator with many blades (Fig. 2, a) is used most often for mixing in horizontal reactors
[3]. Structurally, they are a horizontal shaft with blades or bent tubes located along the entire length
of the reactor. The rotation of the shaft agitates the feedstock, preventing the formation of crusts,
while promoting the biomass to the outlet in the form of a plug (perfect displacement), which is
effective in hygienising the process. The use of tubes with hot water flowing through them as working
elements also makes it possible to heat the fermentation mass. Submersible propeller stirring system
(Fig. 2, b) is mainly used in vertical cylindrical reactors [4]. It represents a propeller with a motor
located in a waterproof shell and mounted on a tripod. During operation, vertical movement of
biomass is carried out, and changing the height of the agitator arrangement avoids the formation of
crust. The disadvantage of this system is the small mixing volume, which requires the installation of
two or more agitators, and the application of submersible motors is limited to a temperature range of
up to 40 OC. 445 The paddle stirring system (Fig. 2, ¢) consists of a motor placed outside the reactor
and an elongated shaft with paddles. This system can be vertical, mounted on the top base of the
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reactor, but more commonly a diagonally arranged agitator is used, entering through the top of the
reactor side wall. The agitator shaft can change the angle of inclination, which allows mixing a larger
volume of biomass compared to a submerged system.

A significant disadvantage of mechanical mixing systems is the limited mixing zone, which
requires the installation of two or more stirrers. Barbotage mixing is performed by feeding the biogas
produced into the bioreactor using a draft inducer and a system of pipelines located in the lower part
of the bioreactor (Fig. 3). Barbotage agitation separates small gas bubbles from methanogenic
microorganisms, which facilitates their contact with the nutrient substrate [4]. In addition, according
to [1], bubbling in the bioreactor increases the concentration of dissolved carbon dioxide, which,
being a hydrogen acceptor, reduces its partial pressure and thereby improves the conditions for the
life activity of acetate-degrading methanogens, resulting in an increase in methane yield.

Combined stirring systems contain two or more stirring methods that operate simultaneously,
which leads to higher energy costs. However, the use of combined agitation systems allows for a
more uniform distribution of biomass particles and temperature throughout the bioreactor volume
and significantly increases the efficiency of specific biogas yield.

Barbotage mixing is carried out by feeding the biogas produced into the bioreactor by means
of a draught inducer and a system of pipelines located at the bottom of the bioreactor (Fig. 3).
Barbotage agitation separates small gas bubbles from methanogenic microorganisms, which
facilitates their contact with the nutrient substrate [4]. In addition, according to [1], bubbling in the
bioreactor increases the concentration of dissolved carbon dioxide, which, being a hydrogen
acceptor, reduces its partial pressure and thereby improves the conditions for the life activity of
acetate-degrading methanogens, resulting in an increase in methane yield.

GAS COLLECTOR compressor

7 7 777

DIGESTER

AGITA\T\OR’

Figure 3 — Barbotage mixing system

Results and discussion

Prospects for the development of agitators. The development of agitators for biogas plants is
aimed at increasing their efficiency, reliability and energy efficiency.

In order to equalise the temperature in the digestion chamber, all kinds of stirring devices are
often installed. There are practically no recommendations on the choice of stirring methods, and the
influence of stirring on the methane digestion of manure has not yet been sufficiently studied. There
is every reason to believe that stirring to some extent should help to increase the contact area
between microorganisms and substrate, i.e. multilevel stirring and forced degassing accelerates the
digestion process. Stirring can achieve a uniform distribution of the feed manure and microorganisms
in the reactor, and forced degassing can prevent the accumulation of intermediate and final
metabolic products. Currently, the following methods of mixing manure in the digester are known:
continuous mixing; mixing only at a certain time, immediately after loading the initial manure; periodic
mixing, for example, 10 minutes in each hour, i.e. there is no unambiguous opinion in the application
of mixing methods in methane digestion of manure. For example, a study on biogas production from
liquid swine manure was conducted in France, where continuous anaerobic digestion with constant
agitation of the substrate or "free cell" fermentation was applied. The experiments showed that this
method is not reliable as fermentation does not always occur or takes a long time.
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Further, an improvement of the continuous mixing system is the "contact method", which
consists of capturing the active biomass in a sump at the reactor outlet to reintroduce it together with
the feed manure (installation by the Belgian company Bioprocessing) [5-10].

Stirring can be constant or periodic depending on the reactor operation mode. Optimal stirring
significantly reduces the digestion time of the feedstock and prevents the formation of crusts.
Although partial stirring occurs due to the release of biogas from the feedstock, due to temperature
movement and movement due to fresh feedstock, such stirring is not sufficient.

Stirring should be carried out regularly. Mixing the feedstock too infrequently will lead to
stratification of the feedstock and crust formation, thus reducing the gas generation efficiency. A
well-mixed feedstock can produce up to 50 per cent more biogas. Stirring too often can damage the
fermentation processes inside the reactor, as the bacteria do not have time to "eat". In addition, it
can lead to the discharge of incompletely processed feedstock. The ideal is to stir gently but
vigorously every 4 to 6 hours.

The conducted analysis of designs of agitators of biogas plants allowed us to summarise the
data and propose the design of the agitator (within the framework of the research conducted under
the grant funded by the Committee of Science of the Ministry of Education and Science of the
Republic of Kazakhstan, grant No. AP09259846) (Fig. 5).

1 2. s 5 154 6 3

1 - loading sector; 2 — working sector (module); 3 — unloading sector; 4 — heat exchange jacket; 5 — cart;
6 — cart drive; 7 — float; 8 — horizontal rods; 9 — bushings; 10 — vertical rod; 11 — stops; 12 — lever;
13 - lever axis; 14 — agitator; 15 — agitator drive; 16 — hydro (pneumatic) cylinder; 17 — level sensor

Figure 4 — Diagram of bioreactor with float stirring device

This design can operate in horizontal tanks, can be underground (which is preferable for
regions with sharply continental climate) and is powered by compressed air, which additionally
increases fire safety.

The bioreactor is made tubular, located horizontally and divided into three sections: loading,
working and unloading, the working section consists of one or more modules, in each module of the
working section mounted agitators with a drive and heat exchanger. The technical result of the
claimed technical solution is to increase the efficiency of mixing throughout the volume with low
energy consumption. This is achieved due to the fact that an additional element in the design of the
bioreactor is introduced in the form of a float device, in which the agitator with a drive is mounted,
with the ability to move along the bioreactor and rotate relative to the horizontal axis in the vertical
plane.

Conclusion

The agitator is an important component of a biogas plant. The correct selection of the agitator
and its proper operation ensure efficient operation of the biogas plant and maximise biogas
production.

The advantage of the proposed design is the absence of an electric motor and electric cables
(which of course increases fire safety), and the mechanical agitator is driven directly by a pneumatic
motor powered by compressed air. The compressor is located outside the bioreactor, and only
compressed air hoses lead into the reactor
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BUOIA3 KOHAbIPFbICbIHOAFbI APAJTACTbIPFbILW K¥PbINFblIHbIH KOHCTPYKLUINACHI:
NMPOBJNIEMAJIAP MEH NEPCMNEKTUBAJIAP

Makanada 6uoea3 KoHObipsbinapbiHOa (BIK) kondaHbinambiH apanacmbipfbill KypblifbliapobiH
KOHCmpykyusinapbiHa wony 6epinzeH. bI'K muimdiniei kenmezeH hakmopnapra batinaHbicmel, onapdbiH bipi
BIr'K muimdiniain apmmeipy makcamsiHOa cybcmpammel apanacmsipy 605bin mabbinadbl xoHe MbiHanapobl
Kammamacbi3 emedi: nauda 6onfaH 6uoza3dbiH b6eniHyi;, MemameHKkmeeai xaHa 6uomacca MeH
b6akmepusinapOsi apanacmeipy; xep 6emiHde KbipmbicmbiH rnatida 6onybiH Hemece 6y3binybiH 60510bipmay
XoHe myHbaHbl asalmy; 6uopeakmop 6olbiHwa 6ipkenki memnepamypaHbl Kammamachbl3 emy;
bakmepusinap nonynsayusicbiHbIH 6ipKesnki maparybiH Kammamachi3 emy. Kakcbl apanacmbipbifiraH WuKizam
50% kebipek buoza3 bepe analdbl. Apanacmsbipfbilumap OHbIH 31eMeHMMEepPIHiH Xofapbl KOppO3UsiChbIHa
blKNan ememiH azgpeccusmi xeHe epm Kayinmi opmaHblH KubiH XaflalbiHOa xymbic icmeldi. BIK
apanacmbipfrbiumapbiHbIH Ou3alHbl Xapblirbiw xarflalnapdbl 6050bipMay yWiH yuwKbiHOapdblH nadda
bonybiHa Hemece XofFapbl memrnepamypara biKrnasa emrneyi Kepex.

ApanacmbipreiumapdbiH 8pmypiii myprepiHiH apmbIKWhbIIbIKMapbl MeH KeMuWirikmepi, coHOal-akK
onapObl naudanaHy Ke3iHOe ke3decemiH macenenep markblinaHadbl. buoza3 KOHObIpFbinapbiHa apHasifaH
Apanacmeipsbitumapdbi dambimyOblH nepcriekmuearnbsik barbimmapbiHa epekwe Hasap aydapbinaobi.

BuomaccaHbl 6uopeakmop ModyniHiH 6ykin KenemiHe apanacmbipyfa MyMKiHOIK 6epemiH
KarnkbiMarbl KypbliFbicbl 6ap apanacmbipfbilumbiH Ou3aliHbl YCbiHbiiFaH. byn dusalHHbIH apmbIKWbIIbIFbI
anekmp KosfanmkbiWbl MeH 3nekmp kabenbdepiHiH 6onmaybiHOa (6yn, epuHe, epm KayircisoieiH
apmmebipadbl), an MexaHukarbiK apanacmbipfbilu mikenel CbifbliFaH ayamMeH XyMbIC icmelmiH
rHeeMamuKarbIK Ko3ranmkblwneH 6ackapbinadbl, an Komrpeccop buopeakmopOaH mbic, afl peakmopra mek
CobirblriraH aya bepy wnaHamapsl FaHa xibepinedi.
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TyliH ce3dep: 6uoza3 KOHObIPFbICKI, apanacmbipfbill Kypbiifbl, cybcmpam, b6uozas, 6anamaribi
3Hepeausi.
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KOHCTPYKLUMA NEPEMELUMBAIOLLEFO YCTPONCTBA B BMOITA30BON YCTAHOBKE:
NPOBJIEMbI U MEPCNEKTUBDI

B cmambe npedcmasrieH 0630p KOHCMPYKUUU repeMewusarouux ycmpoulcmes, Ucrosib3yeMbiX 8
buozasosbix ycmaHoekax (BI'Y). O¢gpcpekmusHocmb BIY 3agucum om MHoxXecmea hakmopos, 0OHUM U3
KOmopbix sernigemcs repemMewusaHue cybcmpama, C Uyesnblo rosebiweHus aggekmusHocmu BIY u
obecriequsaem: 8biceoboxdeHue obpasosasuie2ocss buoeasa; nepemewusaHue ceexel buomacchbl U
bakmepul 8 MemameHke; rnpedomepawieHue hopMuposaHuUsi Unu paspyuleHue KOpKU Ha rnogsepxHocmu u
MUHUMU3ayus ocadka; obecrieyeHue pasHOMepHoU memnepamypbl o ecemy buopeakmopy; obecriedeHue
pasHoMepHo20 pacrnpedeneHus nonynsayuu bakmepul. Xopowo nepemewiugaemoe Chipbe Moxem damb Ha
50% bornbwe 6buozaza. Mewarku pabomarom 8 C/I0XHbIX YC/108USIX a2peCcCU8HOU U rnoxapoornacHol cpeobi,
criocobecmeyroweli  8bICOKOU  Koppo3uu ee anemeHmos. KoHcmpykuyusi mewanok bIY He JdomxHa
criocobcmeosamp 10S6MIEHUIO UCKD UU M08bILIEHHOU memrepamypbl 80 u3bexaHue 83pbl800NacHbIX
cumyauud.

Ob6cyxdaromces npeumyuwecmsa U Hedocmamku pasfuYyHbIX MUrnog Mewariok, a makxe rnpobriemesl,
C KomopbIMU cmarnkugaromcsi npu ux akcrinyamauyuu. Ocoboe eHuMaHue ydesisemcs MepcrieKmueHbIM
HarpassieHUsIM pa3gumusi Mewarsok 05151 6uo2a308biX yCmMaHOBOK.

[MpednoxeHa KOHCMPyKyuUss ~Mewarnku C  [0ofIaskoebiM  ycmpolicmeoM,  Mo380risrou,as
nepemewugams buomaccy rno ecemy obnemy modyrns buopeakmopa. lNpeumyuiecmeo daHHOU KOHCMPYKUUU
8 omcymcmeuu anekmpodguzamerniss U 3/1EKMPUYECKUX Kabesel (4moO KOHEeYHO roebiaem
rnoxapobesonacHoCMb), a MexaHu4deckass Mewasika npusodumcsi 8 O8UXeHUe HernocpedcmeeHHo
pabomarowium om cxamoeo e030yxa rHeemolO8u2amersnieM, Mpu 3MOM KOMIPeccop Haxodumcs 3a
npedenamu buopeakmopa, a 8 peakmop 8edym ulub WJsaHau noda4vu cxamozo 8o30yxa.

Knroyeenie crioea: buozasosasi ycmaHoO8Ka, repemelwiugaroujee ycmpoticmeo, cybcmpam, buozas,
anbmepHamueHasi 3Hepa2emuka.

Information about the authors

Yerzhan ShayakhmetoVv' — PhD, Professor of the Department of Technological Equipment and
Mechanical Engineering; Shakarim University of Semey, Republic of Kazakhstan;, e-mail:
shaiakhmeterzh@mail.ru. ORCID: https://orcid.org/0000-0002-7986-0083.

Aslan Sovetkanov — Master's student of the Department of Technological Equipment and Mechanical
Engineering; Shakarim University of Semey, Republic of Kazakhstan; e-mail: sovetkanov706@gmail.com.
ORCID: https://orcid.org/0009-0009-1702-5590.

Rail Sovetbayev — Master, teacher of the Department of Technological Equipment and Mechanical
Engineering; Shakarim University of Semey, Republic of Kazakhstan; e-mail: rsovetbayev@mail.ru. ORCID:
https://orcid.org/0009-0007-3605-515X.

Oleg Morozov — Candidate of Technical Sciences, Acting Head of the Department Materials Science
and Metal Forming, Ulyanovsk State Technical University, Russian Federation, Ulyanovsk; e-mail: olmorozov-
rabota@yandex.ru.

ABTopnap Typanbl ManimerTep
EpxaH fpHapoBuuy LWasxmeTtos — PhD, «TexHONoruanblK xababiKTap >KeHe MaluuHa Kacay»
kadenpacblHblH npodeccopbl; Cemen kanacbiHblH Llekepim aTbiHAafbl yHuMBepcuTeTi, KasakcTaH
Pecnybnukacsl; e-mail: shaiakhmeterzh@mail.ru. ORCID: https://orcid.org/0000-0002-7986-0083.
AcnaH bBekkaHoBMY CoOBeTKaHOB — «TexHOMNorvsanblk >kabablkTap >eHe MalluvMHa xacay»
kKadenpacblHblH MaructpaHTtbl; Cemen KanacbiHbiH Lskepim aTbiHAaFbl yHuBepcuTeTi, KasakcTaH
Pecnybnukacsl; e-mail: sovetkanov706@gmail.com. ORCID: https://orcid.org/0009-0009-1702-5590.

ISSN 2788-7995 (Print) Becruux yunsepcurera llakapuma. Texuudeckue Hayku Ne 2(14) 2024 65
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 2(14) 2024


https://orcid.org/0000-0002-7986-0083
mailto:sovetkanov706@gmail.com.%20ORCID
mailto:sovetkanov706@gmail.com.%20ORCID
https://orcid.org/0009-0009-1702-5590
mailto:rsovetbayev@mail.ru
https://orcid.org/0009-0007-3605-515X
mailto:olmorozov-rabota@yandex.ru
mailto:olmorozov-rabota@yandex.ru
mailto:shaiakhmeterzh@mail.ru
mailto:sovetkanov706@gmail.com
https://orcid.org/0009-0009-1702-5590

Paun AsHoBuY CoBeTbaeB — « TexHONMorusanblK xxabablkTap XXeHe MaluvHa Xacay» kadeapacbiHblH,
MarucTpi, okbITywwbickl; CeMen kanacbiHbIH, LLakapim aTbiHaafbl yHUBepcuTeTi, KasakctaH Pecnybnukacesl; e-
mail: rsovetbayev@mail.ru. ORCID: https://orcid.org/0009-0007-3605-515X.

Oner UropeBu4 MoposoB — T.F.k., «MaTepnantaHy xkeHe MeTangapabl KbiCbIMMEH eHaey» kadeapa
MEHrepyLiciHiH M.a., YNbSHOB MEMIMNEKETTIK TEXHUKanNbIK yHuBepcuTeTi, Pecen ®enepaumsicel, YNbAHOBCK K.;
e-mail: olmorozov-rabota@yandex.ru.

CBepneHus 06 aBTOpax

EpxaH ApHaposuy LWasxmeTos — PhD, npoceccop kacdeapbl « TexHonornyeckoe obopyaosaHue
MalLMHOCTpoeHney»; YHuBepcuteT uMeHun Llakapuma ropoga Cemelt, Pecnybnuka KasaxctaH; e-mail:
shaiakhmeterzh@mail.ru. ORCID: https://orcid.org/0000-0002-7986-0083.

AcnaH BexkaHoBn4 CoBeTkaHOB — MarncTpaHT kadeapbl «TexHonormdyeckoe obopygoBaHue u
MalUMHOCTpoeHuey»; YHusepcuteT umeHu Llakapuma ropoga Cemeld, Pecnybnuka Kasaxcrtan; e-mail:
sovetkanov706@gmail.com. ORCID: https://orcid.org/0009-0009-1702-5590.

Pann AsHoBu4y CoBetbGaeB — mMmaructp, npenogaBatenb Kadedpbl «TexHonornyeckoe
obopynoBaHue ¥ MalMHOCTpoeHue»; YHuBepcuTeT umeHu Llakapuma ropoga Cemen, Pecny6bnuvku
KasaxctaH; e-mail: rsovetbayev@mail.ru. ORCID: https://orcid.org/0009-0007-3605-515X.

Oner UropeBuy Mopo3oB — K.T.H., n.0.3aB. kadeapbl «MaTepnanosegeHue n obpaboTtka meTannos
JaBrneHnemMy, YnNbsSHOBCKAA TOCYOApCTBEHHbIN TexHuW4Yeckun yHuBepcuteT, Poccunckas Pegepaums,
r.YnbsaHoBck; e-mail: olmorozov-rabota@yandex.ru.

Received 28.05.2024
Revised 14.06.2024
Accepted 17.06.2024

DOI: 10.53360/2788-7995-2024-2(14)-9

)BY 40 |
MPHTW: 65.13.19 ]

E.M. Arsam®™ A K. Kakumos’, A.E. Epenranues?, H.K. U6parumoB’ B.A. Jlo6aceHko?
YYHueepcuteT nmenn LLlakapuma ropoga Cement
071412, Pecnybnuka KasaxctaH, r. Cemen, yn. munkn, 20 A
2KemMepeBCKuMi rocy1apCTBEHHbIN YHUBEPCUTET
650000, Poccuitckas Pepepauuns, r. Kemepono, yn. KpacHas, 6
*e-mail: ektu2009@gmail.com

BbIBOP ONTUMAJIbHOIO OBOPYAIOBAHUA MNMPU CYLLKE KYPTA

AHHOmMauyusi: Cywka uzspaem pewarwyr pofb 6 poussoocmee Kypma, mpaduyuoHHO20
Kuc/ioMosioyHo20 npodykma. OHa npodrnesaem CPOK 200HOoCmU, yrydwaem Ccmpykmypy U 8KyC.
Cywiecmsytom pas/u4Hble Memodbl CYWwKU, KaxObili U3 KOmMOPbIX UMeem ceou npeuMywiecmsa Uu
Hedocmamku.

CorniHeyHasi U meHeeas Cywika Siefst0MCcs 3KOHOMUYHbLIMU, HO 3a8UcsSm om 0o200HbIX ycnosul u
medneHHble. WHepakpacHasi cywka, b6bicmpass u aghgpekmusHas, HO mpebyem 0Aoposocmosu,e2o
obopydosaHusi. BakyymHasi cyuwika obecriequeaem Hauslydulee Kadecmeo, HO makxe siersemcsi camol
Oopozol. KoHeekmuegHasi cywka bbicmpasi u aghghekmueHasi, HO MOXem rpugecmu K rnomepe numamesibHbIX
seujecms.

Bbibop nodxodsue2o memoda cywku 3asucum om mMacwmaba npouzeodcmea, docmynHocmu
pecypcos, mpebyemozao kadecmea npodyKuyuu U cmoumocmu. [nsi manbix u cpedHux npoussoocms
KOHBEKMUBHas Unu UHgbpakpacHas cywka moaym bbimb onmumMarsbHbIMU 8apuaHmamu.

Heszasucumo om ebibpaHHO20 Memooda, 8aXHO y4umbieamb 3HepP203¢hheKmusHOCMb, MPOCmMomy
aKcrinyamauyuu U HalexHocmbs  cywurnbHo2o obopydoeaHusi. [lpasusnbHbil  6bI60p  CywUuribHO20
0bopydoeaHuUs1 eapaHMUupPyem 8bICOKOE Ka4yecmeo U 05umeribHbIl CPOK XpaHeHUs Kypma.

LHaHHass cmambss  nod4yepkugsaem  Heobxodumocmb  paspabomku  crieyuanu3uposaHHO20
obopydoeaHuss Ofi1 CYWKU Kypmos, y4yumbi8asi UX YHUKajlbHble XapakmepucmuKku U creyuguky
npouszgodcmea. B koHmexkcme omcymcmeuss nodxodswe2o0 o06opy0oeaHUsi Ha PbiHKE, Y4YeHble
alanmuposarsiu umerouwuecs peweHus 0n1s amou uenu. OdHako, npedcmasrieHHoe 8 pabome KOH8EKMUBHOE
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cywurnbHoe ycmpolcmeo npedcmasnisiem cobold 3HadYuMoe Hoewecmeo, obnadaruee pssOom
npeumywecms, criocobHbIx pewums npobremy ce3oHHoCmuU rpoussodcmea Kypmoes 8 Kazaxcmare.

Knroueeble cnoea: HayuoHasibHasi KyxXHs, Kypm, CywusibHasi yCmaHo8Ka, KUC/IOMOJIOYHbIEe
npodyKkmbl, pa3gumue Masio2o u cpedHezo busHeca, cywuribHoe obopydosaHue, rMpou3sodcmeo Kypma,
Ccywka nuwesbix rnpodykmos.

BBepgeHune

KypT — TpaanuUMOHHbIA KUCITOMOSOYHbI MPOAYKT, pacnpocTpaHeHHbIn B LieHTpansHon Asnm
[5]. OH nsrotaenMBaeTcst N3 OBEYBLETO NN KO3LETO MOJSIOKA M UMEET XapakTepHyH hopMy LLIAPUKOB.
CyLuka siBnsieTcs BaXkHbIM 3TarnoMm B MPOM3BOACTBE KypTa, NOCKOMbKY OHAa NO3BOMNAET COXPaHUTb ero
B TeYeHWe AOnuTenbHOro BpemMeHW. B 3Ton cTaTbe paccMmaTpuBaloTCs pasfnuyHble MeTOoAbl,
NCNONb3yeMoro Ans CyLKN KypTa, UX NpenmyLlectsa U HegoCTaTKu.

B npouecce cyluku 13 KypTa yganseTcs 3HauyMTenbHoe KONM4eCcTBO BNarun, 4To NpUBOauUT K
NOBBILLIEHNIO KOHLIEHTPALMM MOMOYHbLIX KOMMIOHEHTOB N CHUXEHNIO aKTUBHOCTU MUKPOOPraHU3MOB.
OT0 NpegoTBpaLLaeT NOpYy NPOAYKTa M NPOANEBAET €ro CPOK XpaHeHus [7].

Cywka Takke BNUAET Ha CTPYKTYPY W BKYyC KypTa. BbICylleHHbI NpoayKT npuobpetaet
XapakTepHyl TBepOoCTb U JIOMKOCTb, @ €ro BKyC CTaHOBMTCA Gonee KOHUEHTPUPOBaHHbIM W
HaCbILEHHbIM.

B naHHon paboTte paccmaTpmBaeTCcs 3Ha4YeHUe U MeToAbl CYLLKM KypTa, BKINoYas ee BNusaHue
Ha COXpPaHHOCTb NPOAYKTa N CPOK FOAHOCTMU.

PaspaboTka cywunbHoro obopyaoBaHusa Ansi NPOM3BOACTBA KypTa SABMSETCA akTyanbHOM
3agaden No creayoLwmm npudnHam:

e PacTtywmit cnpoc Ha KypT: KypT SBnsieTca nonynsipHbIM KMCOMOSTOYHbIM MPOAYKTOM BO MHOIMX
CTpaHax, U crnpoc Ha Hero NOCTOAHHO pacTerT.

e TpaguumnoHHble MeToAbl CYLIKM HEe3MMEKTUBHbI: TPAOUUNOHHbIE METOAbl CYLUKM KypTa Ha
COMHUE Mnun B nevax MMeLoT psg Hea4oCTaTKoB, BKMOYas 3aBUCMMOCTb OT MOrOAHbIX YCIOBUN,
ONUTENBbHOCTL Npouecca U HepaBHOMEPHYHO CYLLIKY.

e Heob6xooMMOCTb B BbICOKOKAQYECTBEHHOM CYLLUEHOM KypTe: Ansi YAOBNETBOPEHMS pacTyLLero
crpoca Ha BbICOKOKAYeCTBEHHbIA CyLleHbI KypT Tpebyetca coBpemeHHOoe U 3pdeKTMBHOE
cywmnbHoe obopynoBaHue.

Tunbl cywumnsHoro o6opyaoBaHus

e ConHeyHaa cywka [8]: TpagWUMOHHBLIN MEeToA4 CYLKWM KypTa, MpU KOTOPOM  LUAPWKK
BbIKNagbIBalOTCA Ha OTKPLITOM BO34yXe Mo COMHUEM. OTOT METOA ABMNSAETCA 9KOHOMUYHbBIM, HO
3aBUCUT OT NMOrOAHbIX YCNOBUIN N MOXET 3aHATb HECKOSNbKO AHEN.

e TeHeBas cywka [8]: KypT CyLUIMTCH B TEHUCTOM, XOPOLLO NPOBETPMBAEMOM MOMELLEHUN. ITOT
MeToq MeASieHHee, YeM COfMHeYHas cyLuka, Ho obecneynBaeT 6onee paBHOMEPHOE BbICbIXaHNe
1 3awmaeT KypT OT BO3OENCTBUSA NPAMbIX COSTHEYHbIX JTyYen.

o VHdpakpacHas cywka [6, 10]: meToq CyLKM KypTa, NPy KOTOPOM MCMONb3yeTCcs NHppaKpacHoe
nsnydeHve Ansg yganeHus Brarm 13 npogykta. WHdpakpacHoe wusnyvyeHuwe - 9TO
3NEeKTPOMarHUTHOE Wu3ny4YeHne C AONWHOW BOSHbI ASIMHHEE BWOAMMOrO CBeTa, HO Kopo4e
MWKPOBOJSTHOBOIO U3IyYeHUS.

o BakyymHas cywka [11]: KypT CywMTCA B BaKyyMHOW Kamepe, YTO 3HaYUTErNbHO YCKOpsAeT
NPOLECC CYLLKN U CHMXaeT puck nopyun. OgHaKo 310 caMbli 4OPOron MeTog, CYLLKK.

o KoHBekTMBHas cywka [4]: KypT cCywutca B chneuuanbHbIX CYyLWWUNbHbIX Kamepax ¢
KOHTpONMMpyeMOW TemnepaTypon U BMAAXHOCTbID. JTOT MeTod sBnAeTcs ObicTpbiM 1
3a(ppeKkTUBHBIM, HO TpebyeT 3HaYUTENbHbLIX 3aTpaT Ha 0b6opyaoBaHME N SHEPTUIO.

ConHe4yHo-CylWMnbHbIE YCTaHOBKU «TepMmuka» n «MHagmBuayan» onsa cywku KypTa [8]
ConHeyYHo-cylwmnnbHas yctaHoBka « TepMmuka2

o [lpeactaBnsieT cobom MOAYNbHYO KOHCTPYKLMIO, COCTOSILLYIO U3 OTAENbHBIX CeKLMN.

e CeKunmn MMeroT NPOo3payHyto KpbILy U BOKOBbIE CTEHKU, KOTOPbIE NPOMYCKakT COMNMHEYHbIV CBeT.

e BHyTpu cekumi ycTaHOBNEHbI MOMKN UMW CETKM ANA pa3MeLLeHns NpoayKTa.

e Bo3gyx BHYTpM YCTaHOBKM HarpeBaeTCA 3a CYeT COSTHEYHOrO W3MyYeHUs W LUpKynupyet
€eCTeCTBEHHbIM 06pa3oM UK C NOMOLLIbIO BEHTUNATOPOB.

ISSN 2788-7995 (Print) Becruux yunsepcurera llakapuma. Texuudeckue Hayku Ne 2(14) 2024 67
ISSN 3006-0524 (Online) Bulletin of Shakarim University. Technical Sciences Ne 2(14) 2024



ConHeyHo-cylwMnbHas yctaHoBka «HauBmayany
o bonee komnakTHas ycTaHOBKa, NpegHa3HayYeHHas a5 CyLwkn HebornbLlimx 06 beMoB nNpoaykTa.
e CoOCTOUT M3 CyLUMIBHOWN KaMepbl C NPO3paYHOM Kpbilen 1 BOKOBbIMU CTEHKAMMW.

e BHyTpu kamepbl yCTaHOBNEHbI NTOTKN UNW CETKU ANK pasMeLLeHNa NpoayKTa.

e Bo3gyx BHYTpM Kamepbl HarpeBaeTCA 3a CYET COMHEYHOro M3NyyYeHuss U UUPKynupyeT C
NMOMOLLbIO BEHTUNATOPOB.

MpenmyliectBa UCMOMb30BAHUA  COSTHEYHO-CYLWIWIMBbHBIX  YCTAHOBOK  «TepMuka» W
«MHguBngyany gnsi Cywku KypTa:

e lcnonb3oBaHne BO30OHOBNSAEMON 3HEPrUM: YCTAHOBKN UCMOMb3YIOT COMTHEYHYIO SHEPTUI0, YTO
CHWDKaeT 3aTpaThbl Ha 3NIEKTPOIHEPTUNI0 N BO3OENCTBME HA OKPYXKaIoLLYIo cpeay.

e Bbicokoe kKauecTBO CYLUKM: COMNMHEYHasi CyLlKa COXpaHseT NuTaTeNbHble BellecTBa U BKYC KypTa.

e PaBHOMepHas cyLlKa: ecTeCTBEHHas LMpKynsaums Bo3gyxa obecneynsaeT paBHOMEPHYHO CYLLKY
npoaykTa.

e [lpocToTa ncnonb3oBaHUNA: YCTAaHOBKW NPOCTbI B 3KCMyaTaumm n 06Cny>KMBaHuu.

e [lonroBe4HOCTb: YCTAaHOBKM M3rOTOBIEHbI U3 MPOYHbIX MaTepuarnos, YCTONYMBLIX K NOrOAHbIM
YCINOBUSIM.

HepocrtaTku:

e 3aBMCMMOCTb OT Norofbl: APPEKTUBHOCTb CYLLKM 3aBUCUT OT HaNM4YMsi CONMHEYHOro cBeTa.

e [InuTenbHoe BpeMmsA CYLUKW: Cyllka KypTa MOXeT 3aHATb HEeCKONbKO AHEeW Wnu Hedenb B
3aBMCUMOCTM OT MOroAHbIX YCIOBUMNA.

e HeobxogMMOCTb 3alMTbl OT HACEKOMbIX M MTUL: YCTAaHOBKM OOIMKHbl ObiTb 3aljullieHbl OT
HaCEeKOMbIX U NTUL, KOTOPbIE MOTYT 3arpsA3HUTb NPOOYKT.

MHdpakpacHasa cylika AnAa NnpouM3BOoACTBO KypTa [6,9,10].

WHdppakpacHoe usnydeHne (UK) npencraBnset cobor anekTpoMarHUTHOE W3nyvyeHue C
OJIMHOW BOJHbI, PAaCcrnofioOXEHHOW Mexay BuaUMbIM CBETOM M MUKpoBonHamu. OHO obnapaer
YHUKaNbHbIMW CBOMCTBaMW, KOTOpble AenakT ero nepcrekTMBHbIM METOAOM NS CYLIKU KypTa.
Mpumep nHdpakpacHoro obopyanoBaHWs, NOAXOAALLEro AN CYLWKM KypTa SIBNSETCS CyluuNbHas
ycTaHoBKa «MyCCOH».

MpenmyuwiectBa ncnonb3osaHua MK-nsnyyeHnsa ons cywku kypra:

e bebicTpas n acbdekTuBHas cywka: K-nsnydyeHne npoHukaet rnyboko B NPoayKT, Harpesast ero
W3HYTPU M CHapyxu. OTO NpuBOAUT K BbICTPOM M paBHOMEPHOW CyLUKe, coKpallad Bpems
00paboTKu.

o KoHTponupyemas cywka: WMK-Cylumnkm no3BOMSOT TOYHO KOHTpONMpoBaTb TemnepaTypy u
WHTEHCMBHOCTb U3ry4YeHust, 4To obecnedynBaeT onTMManbHbIE€ YCITOBUS CYLLKU AN KypTa.

o CoxpaHeHvne kadecTtBa npoaykta: WK-usnyyeHne He noBpexgaeT KypT, COXpaHss ero
nUTaTesnbHy LEHHOCTb, BKYC U TEKCTYpPY.

e OHeproachdhekTnBHoCTb: UK-cylwumnkm mMoryt 6biTb O4eHb 3HEProaddeKTUBHLIMU, MOCKOMNbKY
OHW HanpaBnAT SHEPrUI0 HEMOCPEACTBEHHO Ha NPOAYKT, @ HE Ha OKPYXaloLLyto cpeay.

HepocTtaTtku ncnonb3oBaHMs MHOPaKpaCHOro n3nyydeHus Ans CyLIKu KypTa:

e Bebicokaa ctoumocTtb obopygoaHusa: UK-cywimnkm moryt ObiTb JOpPOXE, YeM TPagWULUUOHHbIE
CYLUUIKN.

e BO3MOXHOCTb NepecyLluMBaHns: eCriv napaMmeTpbl CyLWKN HEe ONTUMU3NpoBaHbl, NK-nsnyyeHune
MOXET NPMBECTU K NEepPeCyLUMBaHUIO KypTa, YTO HEraTMBHO CKaXXeTCHA Ha ero KayecTse.

e HepaBHOMepHasa cyllka: ecrnv NpoAyKT He 3arpyXeH B CYLUWUSIKY PaBHOMEPHO, 3TO MOXeT
NPUBECTU K HEPABHOMEPHOW CYLLIKE.

e [loTemHeHue noBepxHoCTU NpoaykTa: NK-nanyyeHne MoxeT BbI3BaTb NOTEMHEHME MOBEPXHOCTH
npoaykTa, 0COBEHHO ecnun TemnepaTypa CYLLUKWN CIIULLIKOM BbICOKa.

o O6pasoBaHue KOpKW: Npu ANUTENbHOW CyLLKE Ha NOBEPXHOCTU NpoAyKTa MOXeT obpa3oBaTbCs
KOpKa, YTO yXyALMWT ero TEKCTYPY U BHELLUHUIA BUA.

HecmoTpss Ha MHOrOMMUCIIEHHblE MpPEeuMMyLLEecTBa, WCNoNb3oBaHWe WHGPaKpacHoro
N3Ny4YyeHns s CyLKU KypTa MMeeT 1 HEKOTOpble HeJocTaTKn. Beicokas cToumocTb 060pyaoBaHug,
HeobXxoaUMOCTb NpeABapuUTENbHOW MOArOTOBKM NPOAyKTa W MoTeHumanbHble npobrnembl C
KayeCTBOM A0SMKHbI ObITb TLWATENbHO PaCCMOTPEHbI NEpe NPUHATMEM peLueHns o BHeapeHun VK-
CYLLWITKWN.
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MpuHuMn paboTbl BakyymMHoM cyLuku [9,10]

BakyymHas cyllka — 37O npouecc yaaneHus srnarn u3 npogykra nytem rnomeLleHus ero B
BaKyyMHyt0 kKamepy. B BakyymHOW Kamepe [aBneHwe BO3Qyxa CHWXaeTCs, YTO MPUBOAUT K
ncnapeHuto Briarn ¢ NoBepxHOCTU NpoaykTa. MicnapeHHas Bnara yganseTtcs U3 kamepbl C MOMOLLbO
BaKyyMHOro Hacoca.

BakyymHasa cywka kypta MmeeT psiA MPeuMMyLLecTB MO CPaBHEHUIO C TPaaMLMOHHbLIMU
MeTogaMM CYLLKWN:

o bonee 6bICTpOE BpeMs CyLLUKN: BaKyyMHasi CyLlKa 3Ha4YUTENbHO YCKOPSAET NpoLecc CYLLKU,

YTO NO3BONSET NPOU3BOAUTL BorbLue KypTa 3a 6onee KOpoTKoe BpeEMS.

o bonee HuM3kasi Temnepartypa CyLUKA: BakyyMHas Cyllka npoBoguTca npu 6onee HU3KMX

Temnepartypax, YTO NoMoraeT COXpaHUTb NUTaTernbHbIE BELLECTBa KypTa.

o CHWXEeHHbI PUCK MOPYMN: BaKyyMHas Cyllka NPOBOAMTCA B KOHTPONMPYeMoW cpefe, YTo

CHWXaeT pUCK Nnopyn npoaykta 6akrepmammn Unu nNneceHsHo.

o bonee paBHOMepHas cyluka: BakyymMHas cylika obecneyvnsaeT 6onee paBHOMEPHYHO CYLLKY

KypTa, 4TO NpUBOAMT K NpOayKTy Bornee BbICOKOro KayecTBa.

OCHOBHbIM HeJOCTaTKOM BaKyyMHOW CYLLUKM KypTa SBISE€TCS ee BbICOKast CTOUMOCTb.

BakyyMHble cywmnkn — 310 goporocTosilee obopyaoBaHue, U Npouecc Cylku Tpebyer
3Ha4uTErbHbIX 3aTpaT 3HEPIrUW.

BakyymHasa cywka — 310 9ddekTuBHbIi M 3pdEKTMBHBIN MeTog Cylwku KypTa. OH
npegnaraet pag nNpevMyLecTs MO CPaBHEHUIO C TPaAUMUMOHHBIMA MEeTOAaMM CyLLUKW, BKIOYas
6onee 6bICTPOE BpeMS CyLLKKU, Bonee HU3KY TeMnepaTypy CyLLKW, CHUXEHHBIN pUCK nopym 1 bonee
paBHOMEpPHYIO cylwKy. OAHako BbICOKasi CTOMMOCTb BaKyyMHOW CYLUKM SBNSAETCH OCHOBHbIM
He[oCTaTKOM, KOTOPbIN HEOBXOANMO yunTbiBaTh NPpK BbIGOpe MeToAa CyLLUKU KypTa.

MpuHUMN paboTbl KOHBEKTUBHOM CYLUKK [4]

KoHBekTMBHas cyllka — 3TO Mpouecc yaaneHus Bnarn u3 npogykra nytem obayesa ero
ropsiynMm Bo3gyxoM. [opsumii BO3dyxX UMPKYNUMpyeT BOKPYr npoaykTa, normnowas srnary ¢ ero
NOBEPXHOCTW. YBNaXHEHHbIN BO34QyX 3aTeEM yaandeTcsl U3 CyLUUNbHOW KaMepbl.

KoHBeKTUBHas cyllka KypTa UMeeT psf NPenMyLLecTB Mo CPaBHEHWIO C TPagULMOHHBIMM
MeToOaMM CYLLKWN:

o bonee 6bICTpoe BpeMs CyLIKW: KOHBEKTUMBHas CylUKa 3HaYUTErNbHO YCKOpSieT npouecc

CYLUKM, 4YTO NO3BOMSET NPOM3BOAMTL BonbLue KypTa 3a 6oree KOpoTKoe BpeMs.

o bonee paBHOMepHas CyLluKa: KOHBEKTMBHas cyllka obecneuynBaeT Gonee paBHOMEPHYIO

CYLLKY KypTa, 4TO NpMBOAUT K NPOoAyKTy 6onee BbICOKOro KayecTsa.

o bonee Hu3kme 3aTpaTbl: KOHBEKTMBHbIE CYLUUIIKW, KakK MNpaBuro, AelueBne BaKyyMHbIX

CYLUMIOK, a NPOLLeCC CyLKN TpebyeT MeHbLUMX 3aTpaT SHepruu.

OCHOBHbIM HeJOCTaTKOM KOHBEKTMBHOW CYLLKM KypTa SABIieTCSA TO, YTO OHa MOXET NPUBECTH
K noTepe nuTaTenbHbIX BEWeEeCTB U BKyca. [opaunmi BO3dyX MOXET noBpeauTb AenukaTHble
COeNHEHUs B KypTe, YTO MpuBEOEeT K CHWKEHWI ero kayecrtBa. Ho 3TOT HegocTaTOK MOXHO
yperynupoBaTtb C MOMOLLbIO KOHTPOIS TeMnepaTtypbl U NoAayn Bo3ayxa Ha NpOAyKT.

Ha ocHoBe npuHUuna KOHBEKTMBHOM CyLLKM Bbina paspaboTaHa Hamu CyLUUbHAsA yCTaHOBKa
(puc. 1). OgHMUM K“3 rMaBHbIX MPEUMyLEecTB OAaHHOW YCTaHOBKU SIBNSETCH €e 3KOHOMWUYHOCTb,
peHTabenbHOCTb, MPOCTOTa B 06CNYXMBaHUN, 3PEKTUBHOCTL CYLLKU, PerynmpoBaHue npolecca.

KoHBeKkTUBHAsA cyllka — 37O 3MEKTUBHBLIA N 3KOHOMWYHBIN MeToA Cywku KypTta. OH
npegnaraeTt psa NPevMyLecTB MO CPaBHEHUIO C TPagauUMOHHBIMW MeTo4aMu CYLUKW, BKIIYast
bornee BbICTPOE Bpems CyLUKK, Boree paBHOMEPHYIO CYLLKY 1 6onee HU3Kune 3aTparTbl.

PucyHok 1 — KoHBEKTMBHaZA CyLLMbHas yCTaHOBKA
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Tabnuual — NpenmyulecTBa U HELOCTATKM PasfnYHbIX METOO0B (CpaBHUTENbHAsA Tabnvua)

MeToa MpenmyuwiectBa HepocTtatkm
. 3aBuMCUT OT NOrOAHbLIX YCNOBUN,
ConHe4yHas cyluka OKOHOMMYHBIN .
MeAJIEHHbIN

ObecneunBaeT paBHOMEPHYIO CYLLKY,

MeaneHHbIn
3almLLaeT OT corHua

TeHeBas cyluka

UHdpakpacHasn BbICTPbIV 1 3t tEKTUBHbIA Hoporon, TpebyeT obopynoBaHus 1

cylika 3Heprum

BakyyMHas cyulika Camblin BbICTPbIN U 3 dEKTUBHBIN Cawmbin goporon

KoHBekTMBHas cywka | BbicTpbin n adEKTUBHBIN TpebyeT 060pyaoBaHMsa 1 3HEPTUN
3akntoyeHue

K coxaneHuto, ans Cylwku KypTa He CyLecTBYEeT cneuvanmanpoBaHHOro obopynoBaHus,
MOCKOMbKY 3TOT MPOAYKT SBMsieTcA cneumdpuyeckum KU He 3HakoM 3anagHomy mupy. [loatomy
NpuBEOEHHbIE Bbille NPUMEpPLI NpeacTaBnsAlT cobor obopyaoBaHue, aganTMPOBaAHHOE YYEHbIMU
OIS CYLLKM KypTa.

OpHako, 4YTo6bl pewnTb 3Ty Npobnemy, Mbl paspaboTani CBOK KOHBEKTUBHYHO CYLUWIbHYHO
YyCTaHOBKY, KOTOpasa obnagaeT psaomM NpenMyLLECTB.

CnpoeKTMpoBaHHas CyluMnbHas yCTaHOBKA, NpedHa3HavYeHHas Ons Npou3BOoACTBa KypToB,
npeacTaensieT cobon akTyanbHOE pelleHre Ansa manbiXx U cpeaHux npeanpuatuii B KaszaxcraHe.
9710 o6opyaoBaHMe NO3BONSET peLnTb Npobnemy Ce30HHOCTM NPOM3BOACTBA KypTOB, obecneyvmBas
NX MNOCTOSIHHOE NMPOM3BOACTBO M NoTpebneHne B TeYeHne BCEro roga.

YcraHoBka paspaboTaHa C y4ETOM OCHOBHbIX MPMHLMMNOB NPOEKTUPOBaHMS 06opyaoBaHNA
[2],[3], yTO OobecneunBaeT ee MpPOCTOTY B OOCNyXMBaHWW, NErKOCTb B 3KCMyaTauun, BbICOKYHO
TEXHOMNMOMMYHOCTb NPOM3BOACTBA, SKOHOMUYHOCTbL, HAAEXHOCTb KOHCTPYKLUN U MPUBIEKATENbHbIN
BHELUHMI BUA.

lMpoBeaeHHbIE MUCMbITaHMA NOATBEPAWUN paboTOCNOCOOHOCTb CYLUMITbHOM YCTAHOBKKU, U B
HacTosiee Bpems noJaHa 3asiBka Ha nonyvyeHue naTeHTa Ha u3obpeteHue. [danbHenwwve
nccnepoBaHna 6yayT HanpaBrieHbl Ha U3YYeHMEe BNaXXHOCTM U TeMnepaTypbl BO BCen pabo4er 30He
YCTaHOBKM C LieNbto onpeaeneHns onTumarnbHbIX NapamMeTpoB CYLUKU.

OTa cywwunbHas yctaHoBka obnagaet nepcnektMBamu Ons BHEAPEHUS B MPOM3BOACTBO
KypTtoB. OHa cnocobCcTBYeT NOBLILEHMIO KayecTBa M NPOU3BOAUTENBHOCTM MPOAYKUMU, a Takke
OTKPbIBAET HOBblE BO3MOXHOCTM ANS pasBMTMS Manoro u cpegHero 6usHeca B KazaxcraHe.
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